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nation-state operators looking for a foothold inside
a target organization. Access can take many
forms, including VPN credentials, Microsoft 365
accounts, remote desktop access, cloud
environments, or privileged administrative
accounts.

This business model has transformed how many

cyberattacks happen. As a result, organizations are not only defending against
ransomware groups or phishing campaigns. They are also defending against a growing
marketplace of threat actors whose sole purpose is to gain and sell access to corporate
networks. Understanding how access is obtained and used can help organizations
identify security gaps before they become a larger problem.
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INITIAL ACCESS

Initial access occurs when a threat actor gains unauthorized access to an organization's
systems or accounts. It is often the starting point for data theft, ransomware attacks,
and other malicious activity.

Many people picture hackers breaking through sophisticated security controls to gain
entry into a network. While that does happen, initial access is often obtained through
much simpler methods. Initial access can be obtained in several ways. Phishing emails
may capture credentials, infostealer malware may expose saved passwords, and
password spraying may provide access to VPN or cloud accounts. Attackers also
routinely target vulnerable internet-facing systems.

Initial Access Brokers and Ransomware Attacks

Ransomware attacks rarely begin with ransomware. Before systems are encrypted,
attackers often spend time learning about the environment they have accessed. They
may identify critical servers, locate sensitive data, review backup systems, or search for
accounts with elevated privileges. In many cases, the group deploying the ransomware
is not the group that gained access to the environment.

Some threat actors specialize in obtaining and selling access to organizations. These
actors are known as Initial Access Brokers (IABs). They obtain access through methods
such as phishing, credential theft, password spraying, or vulnerability exploitation and
then sell that access to other threat actors.

Access may be advertised on criminal forums or sold through private channels. Buyers
may include ransomware affiliates, data theft groups, financial crime actors, or other
threat actors looking for a foothold inside a target environment. The Initial Access
Broker's profit comes from selling access rather than conducting the final attack.

The value of the access depends on what it provides. Access to a standard user
account may have limited usefulness, while access to a cloud environment or domain
administrator account can provide broad control over an organization's systems.

Common types of access sold by Initial Access Brokers include:

¢ VPN credentials that provide remote access to the corporate network
e Microsoft 365 or Google Workspace accounts
e Remote Desktop Protocol (RDP) access
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e Citrix and virtual desktop environments

e Microsoft Entra ID accounts

¢ Active Directory user accounts

e Domain administrator credentials

e AWS, Azure, or Google Cloud access

¢ Remote management and monitoring platforms used by IT teams
¢ Administrative accounts with elevated privileges

For ransomware groups and other threat actors, purchasing access can provide a direct
path into a target environment. The ransomware deployment often occurs after access
has already been established.

How THREAT ACTORS OBTAIN ACCESS

Despite the attention given to software vulnerabilities and zero-days, many successful
intrusions still begin with stolen credentials, phishing emails, infostealer malware, or
weak passwords.

Phishing Emails

Phishing remains one of the most common ways attackers obtain access to
organizations. These emails are designed to convince users to click a malicious link,
open an attachment, or provide credentials through a fake login page. Modern phishing
campaigns often impersonate trusted companies, coworkers, suppliers, or cloud service
providers to increase the likelihood that a user will interact with the message.

Once credentials are obtained, attackers may use them to access email accounts,
VPNSs, cloud services, and other business applications. In some cases, phishing emails
are also used to deliver malware. Despite years of security awareness training, phishing
remains one of the most common ways attackers gain access to organizations.

Infostealer Malware

Infostealers are a category of malware designed to collect information from infected
devices. Rather than encrypting files or disrupting operations, these programs focus on
gathering data that can be used or sold later. Common targets include saved browser
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passwords, session cookies, cryptocurrency wallets, authentication tokens, autofill data,
and browser history.

Infostealers have become a common source of stolen credentials used in ransomware
attacks. Credentials collected from infected devices are frequently sold on criminal
marketplaces, purchased by other threat actors, and used to access corporate
environments.

Weak and Reused Passwords

Password reuse continues to create opportunities for attackers. Many individuals use
the same password across multiple personal and professional accounts. When a third-
party website suffers a breach, those credentials often become available on criminal
forums and credential marketplaces.

Attackers frequently use credential stuffing techniques to test previously exposed
usernames and passwords against VPN portals, Microsoft 365 environments, cloud
applications, and other services. Even if the original breach had nothing to do with the
targeted organization, password reuse can allow attackers to gain access using valid
credentials. This approach requires little technical skill and is effective because many
users continue to reuse passwords across multiple platforms.

Password Spraying

Unlike traditional brute-force attacks that target a single account with numerous
password attempts, password spraying focuses on many accounts using a small
number of commonly used passwords. This technique helps attackers avoid account
lockouts while increasing the likelihood of success.

Threat actors often target internet-facing services such as Microsoft 365, VPN portals,
and remote access platforms. If users select weak or predictable passwords, attackers
may gain access without exploiting a vulnerability or delivering malware. Nation-state
actors, ransomware groups, and financially motivated cybercriminals have all been
observed using password spraying as an initial access technique.

Exploitation of Internet-Facing Applications

Organizations frequently expose applications and services to the internet to support
remote work, customer access, and business operations. These systems may include
VPN appliances, firewalls, web applications, remote management platforms, and cloud
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services. When vulnerabilities exist and patches are not applied in time, attackers may
exploit those weaknesses to gain access.

Internet-facing systems are a common target for threat actors. VPN appliances,
Microsoft Exchange servers, remote access platforms, and edge devices are frequently
targeted because they can provide direct access to an organization's environment. After
gaining access, attackers often establish persistence or look for additional opportunities
to expand their access.

MFA Fatigue Attacks

Multi-factor authentication is one of the most effective defenses against account
compromise. However, attackers have adapted their tactics to target the user rather
than the technology itself. One increasingly common technique is known as MFA
fatigue.

In an MFA fatigue attack, a threat actor first obtains valid credentials through phishing,
infostealer malware, or another method. The attacker then repeatedly attempts to log in,
generating a stream of authentication prompts on the victim's device. The goal is to
frustrate or confuse the user into approving one of the requests. Threat groups such as
Scattered Spider have successfully used this technique during high-profile attacks.
Once a request is approved, the attacker gains access to the account and can begin
additional activity within the environment.

Token Theft and Device Code Phishing

As organizations have moved more services to the cloud, attackers have adapted their
tactics. In addition to targeting usernames and passwords, they now target
authentication tokens. These tokens allow users to remain signed in to applications
without repeatedly entering credentials. If a token is stolen, an attacker may be able to
access the account without needing the user's password.

Recent phishing campaigns have shown how attackers can obtain Microsoft 365 access
tokens by abusing legitimate authentication processes. Rather than delivering malware,
these campaigns rely on social engineering and legitimate Microsoft services. Because
the login activity appears to come from a valid user session, it can be more difficult to
detect than a traditional credential theft attack.

Whether the goal is a password, authentication token, or VPN account, the objective is
to gain access to the target environment.
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THE BUSINESS OF SELLING ACCESS

Not every threat actor is interested in deploying ransomware or stealing data. Some
make money by gaining access to organizations and selling that access to other
criminals. In many cases, the group responsible for the final attack is not the group that
originally gained entry into the environment.

The value of access depends on what it provides. Access to a standard user account
may have limited value, while access to a cloud environment, remote management
platform, or domain administrator account can provide broad control over an
organization's systems. As a result, higher levels of access typically command higher
prices. Underground criminal marketplace listings often include information about the
target organization, such as its industry, geographic location, annual revenue, and type
of access available. This helps buyers determine whether the target aligns with their
objectives.

Organizations in healthcare, government, financial services, manufacturing, and
technology sectors are frequently advertised because they often possess valuable data
and critical business operations.

Commonly advertised access includes:

VPN credentials

Microsoft 365 accounts

Remote Desktop Protocol (RDP) access

Citrix environments

Domain administrator accounts

Microsoft Azure, AWS, and Google Cloud access
Remote management and monitoring platforms
Corporate email accounts

Known Initial Access Brokers:

Scattered Spider

UNC961 (also known as Gold Melody and Prophet Spider)
Interlock (also known as LaZagne, Hive0163, and Oyster)
Ex-Conti Affiliates and TrickBot Clusters
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RECENT ATTACKS

MGM Resorts International

MGM Resorts was hit by a major cyberattack in September 2023 that affected hotel
operations, reservations, and payment systems. The attack was attributed to Scattered
Spider, which has a history of targeting user accounts and authentication processes to
gain access to organizations.

The attackers impersonated an employee and persuaded MGM's help desk to reset
account credentials. That access allowed them to enter the environment and move
further into MGM's systems. The attack illustrates how a single compromised account
can become the starting point for a much larger intrusion. It also shows why access to
corporate accounts and identity systems is highly sought after by threat actors.

Colonial Pipeline

In May 2021, Colonial Pipeline suffered a ransomware attack attributed to the DarkSide
ransomware group. The incident led to the temporary shutdown of pipeline operations
that supplied fuel across portions of the eastern United States. The disruption
contributed to fuel shortages in multiple states and brought national attention to the
impact cyberattacks can have on critical infrastructure.

The attackers gained access through a VPN account that was no longer being used.
The account was protected by a password and did not have multi-factor authentication
enabled. Although there is no evidence that the access was purchased from an Initial
Access Broker, the incident highlights why VPN credentials continue to be bought and
sold within criminal marketplaces. A valid VPN account can provide direct access to an
organization's environment without requiring malware or the exploitation of a software
vulnerability.

What These Incidents Have in Common

Both incidents began with access to a legitimate account. The ransomware was not the
first step. Whether access is obtained through social engineering, stolen credentials,
infostealer malware, or criminal marketplaces, gaining entry into an organization
remains one of the most important stages of an intrusion.
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CONCLUSION

One of the most significant changes in cybercrime over the past several years has been
the separation of duties among threat actors. Access brokers, ransomware affiliates,
data theft groups, and other criminal actors often play different roles in the same attack.
Understanding how the cybercrime economy operates can help organizations better
understand how modern attacks develop and where opportunities exist to disrupt them.

RECOMMENDATIONS

Threat actors are often successful because they find weaknesses that have been
overlooked. Addressing common entry points can make it more difficult for attackers to
gain access and move forward with an attack.

« Require multi-factor authentication (MFA) for all remote access services,
including VPNs, Microsoft 365, cloud platforms, and administrative accounts.

« Implement phishing-resistant authentication methods such as passkeys, FIDO2
security keys, or number matching where supported.

« Disable dormant accounts that are no longer needed and regularly review user
accounts for unnecessary privileges.

« Enforce strong password policies and prohibit password reuse across corporate
systems and applications.

« Monitor for exposed employee credentials and investigate accounts that appear
in public breaches or credential marketplaces.

« Patch internet-facing systems promptly, particularly VPN appliances, firewalls,
remote access platforms, and web applications.

« Review and monitor remote access services for unusual login activity.

« Provide regular security awareness training focused on phishing attempts and
suspicious authentication requests.

« Monitor authentication logs for password spraying, credential stuffing, and
repeated failed login attempts.

There is no single control that prevents every intrusion. A layered approach can make it
more difficult for threat actors to obtain and use access successfully.
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Note: These TTPs are the most relevant to initial access brokers.

Initial Access T1566 — Phishing

T1190 — Exploit Public-Facing Application

T1133 — External Remote Services (VPN, RDP, etc.)
Credential Access T1110.003 — Password Spraying

T1555 — Credentials from Password Stores

T1621 — Multi-Factor Authentication Request Generation

Defense Evasion T1078 — Valid Accounts
T1078.004 — Valid Accounts: Cloud Accounts
Command and Control T1219 — Remote Access Software (RMM Tools)

ASPIRE PROTECTS

e Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended
Detection and Response (XDR) technology, a 24x7 security operations
center (SOC), and the expertise of a US-based team of security
professionals to identify and respond to threats across a broader attack
surface.

o Building on the existing capabilities of Managed Detection and Response
(MDR), Aspire Managed XDR integrates and correlates telemetry from
endpoints, network, cloud, email, identity, and more. This advanced
platform creates valuable context enabling end-to-end visibility across all
threat vectors. Experienced security analysts and incident responders
deliver 24x7 threat detection, analysis, and investigations — with both
automated and human-led response actions to quickly mitigate
cyberattacks.

e Aspire Managed Detection and Response (MDR)

o Accelerate the maturity of your security operations and reduce risk with
faster threat detection and response capabilities. Aspire MDR delivers
around-the-clock protection across cloud, network, and endpoints in one
integrated solution.
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o Our team of experts act as an extension of your IT operations to quickly
identify and mitigate security threats before they impact your business.

e Aspire Incident Response
o The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will
ultimately maintain business continuity, protect the company reputation,
and avoid fines, legal fees, and remediation costs.

o Aspire offers incident response services to help you prepare for, manage,
and recover from data breaches and network attacks. An experienced
team uses industry-leading threat intelligence and the most current
security technology to quickly respond to attacks, reduce damage, and
minimize exposure.
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APPENDIX II: DISCLAIMER

This document and its contents are not intended to serve as legal advice and should not
be used as a substitute for it. The results of a Security Risk Assessment are intended to
guide the implementation of diligent measures to reduce the risk of potential
vulnerabilities being exploited to compromise data.

While the Services and this report may offer information that the Client can use to
support its compliance efforts, the responsibility for evaluating and fulfilling compliance
obligations rests solely with the Client, not Aspire. This report does not guarantee or
assure the Client's compliance with any law, regulation, or standard.
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