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HPE OneView Remote

Code Execution TL:DR
Vulnerabil Ity HPE OneView contains a maximum-severity

remote code execution vulnerability (CVE-
2025-37164) that lets an unauthenticated
attacker run arbitrary commands over the

Overview network. There are no workarounds. If
OneView is exposed and unpatched, full
There is a vulnerability in Hewlett Packard system takeover is possible.

Enterprise OneView that allows a remote,

unauthenticated attacker to execute arbitrary code on the underlying system. The issue,
tracked as CVE-2025-37164 (CVSS 10), stems from improper control of code
generation within the OneView application. An attacker does not need valid credentials
or user interaction. If the service is reachable, exploitation can occur directly over the
network.

Because OneView is used to centrally manage servers, storage, and networking
infrastructure, successful exploitation gives an attacker control at the management
layer. From there, they can issue system-level commands, manipulate managed assets,
disrupt operations, or pivot deeper into the environment. All versions of HPE OneView
through v10.20 are affected. There are no effective workarounds. Aspire recommends
that organizations patch immediately.

Aspire Protects

e Patch — Apply the HPE OneView security hotfix immediately for any deployment

running versions 5.20 through 10.20. See HPE's software center for guidance.
o Separate downloads are also available for the virtual appliance security
hotfix and the Synergy security hotfix support pages.

e Reapply the hotfix after any OneView upgrade or Synergy Composer reimage, as
required by HPE.

e Restrict network exposure of OneView management interfaces wherever
possible.

e Monitor for unexpected command execution, service restarts, or configuration
changes originating from the OneView appliance.
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https://auth.hpe.com/hpe/cf/?fromURI=%252Foauth2%252Faus43pf0g8mvh4ntv357%252Fv1%252Fauthorize%253Fgtenabled%253Dtrue%2526response_type%253Dcode%2526scope%253Dopenid%252520profile%252520email%252520address%252520offline_access%252520telephone%252520privacy_choices%2526client_id%253D0oaqsssuo5FOElYV3357%2526state%253D%25252Fcwp-ui%25252Fproduct-download-info%25252FZ7550-63180%25252F-%25252Fsw_free%2526redirect_uri%253Dhttps%253A%252F%252Fmyenterpriselicense.hpe.com%252Fcwp-ui%252Fauth%252Fonepass%2526filter%253Dfalse
https://myenterpriselicense.hpe.com/cwp-ui/product-details/HPE_OV_CVE_37164_Z7550-98077/-/sw_free
https://myenterpriselicense.hpe.com/cwp-ui/product-details/HPE_OV_CVE_37164_Z7550-98077/-/sw_free
https://support.hpe.com/connect/s/softwaredetails?language=en_US&collectionId=MTX-64daeb5ed0df44a0&tab=releaseNotes
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TTPs
Initial Access

e Exploit Public-Facing Application [T1190] — The attacker may exploit a network-
reachable OneView instance to gain access without authentication.

Execution

e Command and Scripting Interpreter [T1059] — The attacker may execute arbitrary
operating system commands once code execution is achieved.

Privilege Escalation

e Exploitation for Privilege Escalation [T1068] — Code execution occurs with
elevated privileges, giving control over the host system.

Impact

¢ Inhibit System Recovery [T1490] — The attacker may disrupt infrastructure
management functions, block recovery actions, or interfere with system
availability.

loCs

There are no known |oCs at this time. Aspire is actively monitoring and will notify
customers if any are found. For more details on how we can help protect your
organization, contact Aspire’s Customer Success Management team.

Targeted Industries

HPE OneView is commonly deployed in enterprise and hybrid environments to manage
core infrastructure, making the following industries most vulnerable when the platform is

in use:
e Government
e Education
e Energy
e Healthcare
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Retail

Finance
Technology
Legal
Manufacturing

Aspire’s Service Offerings

e Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended
Detection and Response (XDR) technology, a 24x7 security operations
center (SOC), and the expertise of a US-based team of security
professionals to identify and respond to threats across a broader attack
surface.

o Building on the existing capabilities of Managed Detection and Response
(MDR), Aspire Managed XDR integrates and correlates telemetry from
endpoints, network, cloud, email, identity, and more. This advanced
platform creates valuable context enabling end-to-end visibility across all
threat vectors.

o Experienced security analysts and incident responders deliver 24x7 threat
detection, analysis, and investigations — with both automated and human-
led response actions to quickly mitigate cyber attacks.

e Aspire Incident Response
o The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will
ultimately maintain business continuity, protect the company reputation, and
avoid fines, legal fees, and remediation costs.

o Aspire offers incident response services to help you prepare for, manage,
and recover from data breaches and network attacks. An experienced team
uses industry-leading threat intelligence and the most current security
technology to quickly respond to attacks, reduce damage, and minimize
exposure.
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https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/solutions/cyber-security/incident-response/
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Supporting Documentation

HPESBGNO04985 rev.2 - Hewlett Packard Enterprise OneView Software, Remote Code
Execution

NVD - CVE-2025-37164

Hewlett Packard Enterprise (HPE) - Auth - Sign In

My HPE Software Center | HPE OV_CVE 37164 Z7550-98077
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https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbgn04985en_us&docLocale=en_US#vulnerability-summary-1
https://support.hpe.com/hpesc/public/docDisplay?docId=hpesbgn04985en_us&docLocale=en_US#vulnerability-summary-1
https://nvd.nist.gov/vuln/detail/CVE-2025-37164
https://auth.hpe.com/hpe/cf/?fromURI=%252Foauth2%252Faus43pf0g8mvh4ntv357%252Fv1%252Fauthorize%253Fgtenabled%253Dtrue%2526response_type%253Dcode%2526scope%253Dopenid%252520profile%252520email%252520address%252520offline_access%252520telephone%252520privacy_choices%2526client_id%253D0oaqsssuo5FOElYV3357%2526state%253D%25252Fcwp-ui%25252Fproduct-download-info%25252FZ7550-63180%25252F-%25252Fsw_free%2526redirect_uri%253Dhttps%253A%252F%252Fmyenterpriselicense.hpe.com%252Fcwp-ui%252Fauth%252Fonepass%2526filter%253Dfalse
https://myenterpriselicense.hpe.com/cwp-ui/product-details/HPE_OV_CVE_37164_Z7550-98077/-/sw_free

