
 

 

 
 

Multiple Vulnerabilities in Cisco Products Including 
Critical Flaw in Nexus Dashboard Fabric Controller 

(NDFC) 

Overview 
 

Cisco has released patches addressing multiple security vulnerabilities in its products, including 
a critical flaw in the Cisco Nexus Dashboard Fabric Controller (NDFC). CVE-2024-20432 (CVSS 
9.9) affects the REST API and web UI of NDFC and can be exploited by an authenticated attacker 
to execute arbitrary commands on the affected device with network-admin privileges.  

The vulnerability impacts Cisco Nexus Dashboard Fabric Controller (NDFC) versions prior to 
12.2.2. Successful exploitation gives  the attacker full administrative control over the targeted 
device's command-line interface (CLI). 

Additionally, high and medium severity vulnerabilities were found in the Cisco AnyConnect VPN 
server of Meraki MX and Meraki Z Series Teleworker Gateway devices. The vulnerabilities are as 
follows:  

• CVE-2024-20498 

• CVE-2024-20499 

• CVE-2024-20500 

These vulnerabilities have a CVSS score of 8.6 and could allow a remote attacker to execute 
Denial-of-Service (DoS) attacks on the AnyConnect VPN service in affected devices. The 
vulnerabilities impact firmware version 18.211.1. 
 
Cisco has also issued warnings about vulnerabilities (CVE-2024-20393 and CVE-2024-20470) in 
discontinued RV series routers, which will not receive patches. As of right now, none of these 
vulnerabilities are being exploited, however, Aspire recommends that patches are applied as 
soon as possible.  

 
Aspire Protects  

• Apply Patches – CVE-2024-20432 
o Cisco recommends that organizations apply the patch for this vulnerability as 

soon as possible. You may find patch guidance in Cisco’s advisory.  
o It’s important to note that Cisco NDFC in SAN controller deployments and Nexus 

Dashboard Insights, Nexus Dashboard Orchestrator (NDO) are not vulnerable. 

• Apply Patches – CVE-2024-20498 , CVE-2024-20499, and CVE-2024-20500 
o Cisco recommends that organizations apply patches to address these 

vulnerabilities. You may find patch guidance in Cisco’s advisory.  

 

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv34x-privesc-rce-qE33TCms
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndfc-cmdinj-UvYZrKfr
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-meraki-mx-vpn-dos-QTRHzG2


 

 

 

o Organizations should monitor their devices for unusual behavior, such as 
unexpected VPN session terminations or service interruptions that could be 
linked to ongoing exploitation attempts. 

 
IoCs 
There are no known IoCs associated with the above vulnerabilities at this time. Aspire is actively 
monitoring and will notify customers if any are found. For more details on how we can help 
protect your organization, contact Aspire’s Customer Success Management team. 

 
TTPs to Watch  
 
CVE-2024-20432 

• Tactic: Execution (TA0002) 
o Command and Scripting Interpreter: Unix Shell (T1059.004) – Exploiting the 

vulnerability allows attackers to execute arbitrary commands on the CLI of Cisco 
NDFC-managed devices through the REST API or web UI. 

• Tactic: Privilege Escalation (TA0004) 
o Exploitation for Privilege Escalation (T1068) – Attackers can escalate privileges by 

executing arbitrary commands with network-admin privileges on affected 
devices. 

• Tactic: Impact (TA0040) 
o Service Stop (T1489) – The arbitrary command execution could potentially 

disrupt network operations by stopping or altering critical services on the 
affected device. 

CVE-2024-20498 

• Tactic: Execution (TA0002) 
o Command and Scripting Interpreter: Unix Shell (T1059.004) – An attacker can 

exploit the vulnerability to execute arbitrary code on affected devices through 
the Secure Copy Protocol (SCP). 

• Tactic: Privilege Escalation (TA0004) 
o Exploitation for Privilege Escalation (T1068) – Successful exploitation allows 

attackers to gain elevated privileges, potentially executing commands as a root 
user. 

CVE-2024-20499 

• Tactic: Execution (TA0002) 
o Command and Scripting Interpreter: Unix Shell (T1059.004) – Exploiting the 

vulnerability allows attackers to execute malicious scripts via the affected 
service, leading to arbitrary code execution. 



 

 

 

• Tactic: Privilege Escalation (TA0004) 
o Exploitation for Privilege Escalation (T1068) – The vulnerability can be exploited 

to escalate privileges within the affected system, allowing attackers to run 
commands with higher privileges. 

CVE-2024-20500 

• Tactic: Initial Access (TA0001) 
o Valid Accounts (T1078) – The vulnerabilities allow attackers to utilize valid 

accounts for unauthorized access, potentially bypassing security controls. 
• Tactic: Impact (TA0040) 

o Data Destruction (T1485) – Exploiting these vulnerabilities could lead to the 
deletion or corruption of data within affected systems, resulting in critical data 
loss. 

 

Aspire’s Service Offerings  

• Aspire Managed XDR (MXDR)  
o Aspire Managed XDR (MXDR) combines next-generation eXtended Detection and 

Response (XDR) technology, a 24x7 security operations center (SOC), and the 
expertise of a US-based team of security professionals to identify and respond to 
threats across a broader attack surface. 

o Building on the existing capabilities of Managed Detection and Response (MDR), 
Aspire Managed XDR integrates and correlates telemetry from endpoints, 
network, cloud, email, identity, and more. This advanced platform creates 
valuable context enabling end-to-end visibility across all threat vectors. 
Experienced security analysts and incident responders deliver 24x7 threat 
detection, analysis, and investigations – with both automated and human-led 
response actions to quickly mitigate cyberattacks. 

• Aspire Managed Security Services  
o Aspire Managed Security Services provide remote security monitoring and device 

management – 24 hours a day, 7 days a week. By aggregating and correlating  
security events from across your IT environment, our remote security monitoring 
service eliminates “noise” and make sense of what really matters. 

o Our managed security portfolio includes: 
▪ Managed Firewall 
▪ Managed IDS/IPS 
▪ Security event monitoring & incident management 
▪ Managed Cisco ISE (Identity Services Engine) 
▪ Endpoint Protection 

 
 

https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/managed-services/managed-security-services/


 

 

 
Supporting Documentation  
 
Cisco Nexus Dashboard Fabric Controller Arbitrary Command Execution Vulnerability 
Cisco Small Business RV340, RV340W, RV345, and RV345P Dual WAN Gigabit VPN Routers 
Privilege Escalation and Remote Command Execution Vulnerabilities 

Cisco Meraki MX and Z Series Teleworker Gateway AnyConnect VPN Denial of Service 
Vulnerabilities 

 

 

 

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ndfc-cmdinj-UvYZrKfr
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv34x-privesc-rce-qE33TCms
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv34x-privesc-rce-qE33TCms
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-meraki-mx-vpn-dos-QTRHzG2
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-meraki-mx-vpn-dos-QTRHzG2

