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Linux Sudo Privilege

i ihi A flaw in the Linux sudo utility (CVE-2025-
Esca I atlo n Vu I nera bl I Ity 32463, CVSS 9.3) is under active exploitation.

EXplOited in the Wild The vulnerability allows local attackers to gain

root privileges, even if they’re not listed in the
sudoers file.

Overview

CISA has added it to the KEV catalog and
The Cybersecurity and Infrastructure given federal agencies until October 20, 2025
Security Agency (CISA) has issued a to patch or stop using affected versions.

warning about active exploitation of a newly
cataloged sudo vulnerability (CVE-2025-32463, CVSS 9.3). The flaw impacts sudo
versions 1.9.14 through 1.9.17.

CVE-2025-32463 is a local privilege escalation flaw in sudo. Attackers can exploit the --
chroot option to load arbitrary libraries and execute commands with root-level privileges,
even if not authorized in the sudoers file.

The issue affects the default sudo configuration and requires no special rules for
exploitation. A proof-of-concept exploit was publicly released in early July 2025, and
additional weaponized exploits have circulated since then. CISA confirmed the
vulnerability is being exploited in the wild, though details on specific incidents remain
undisclosed. Because this flaw is already being exploited and can let attackers turn a
compromised account into full system control, Aspire recommends customers patch
immediately.

Aspire Protects

« Patch — Upgrade to sudo 1.9.17p1 or later immediately. The vulnerability is fixed
in sudo 1.9.17p1.

« Watch for unusual privilege escalation attempts or use of the —chroot.

e Limit shell access on Linux systems where possible.

TTPs to Watch
Initial Access

e Valid Accounts [T1078] — The attacker may use a local or compromised account
with shell access to run sudo -R and reach the vulnerable code path.
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Privilege Escalation

e Exploitation for Privilege Escalation [T1068] — The attacker may abuse —chroot
behavior to load attacker-controlled libraries and execute commands as root
(direct exploitation of CVE-2025-32463).

Defense Evasion

e Indicator Removal on Host [T1070] — Once root is gained, the attacker may clear
logs or alter file timestamps to hide evidence of the sudo abuse.

loCs

There are no known loCs associated with the above vulnerability at this time. Aspire is
actively monitoring and will notify customers if any are found. For more details on how
we can help protect your organization, contact Aspire’s Customer Success Management
team.

Targeted Industries
Any organization running Linux with affected versions of sudo.

Energy
Finance
Education
Healthcare
Legal
Manufacturing
Public Sector
Retail

Aspire Service Offerings

e Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended
Detection and Response (XDR) technology, a 24x7 security operations
center (SOC), and the expertise of a US-based team of security
professionals to identify and respond to threats across a broader attack
surface.
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o Building on the existing capabilities of Managed Detection and Response
(MDR), Aspire Managed XDR integrates and correlates telemetry from
endpoints, network, cloud, email, identity, and more. This advanced
platform creates valuable context enabling end-to-end visibility across all
threat vectors.

o Experienced security analysts and incident responders deliver 24x7 threat
detection, analysis, and investigations — with both automated and human-
led response actions to quickly mitigate cyber attacks.

¢ Aspire Incident Response

o The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will
ultimately maintain business continuity, protect the company reputation,
and avoid fines, legal fees, and remediation costs.

o Aspire offers incident response services to help you prepare for, manage,
and recover from data breaches and network attacks. An experienced
team uses industry-leading threat intelligence and the most current
security technology to quickly respond to attacks, reduce damage, and
minimize exposure.
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