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Citrix Bleed 2 
Vulnerability Exploited – 

Attackers Hijacking 
NetScaler Sessions 

 

Overview 
Citrix NetScaler ADC and Gateway 

appliances are currently under active 

exploitation via "Citrix Bleed 2," an out-of-bounds memory read vulnerability (CVE-2025-

5777, CVSS 9.2) caused by insufficient input validation. This flaw allows 

unauthenticated attackers to access sensitive portions of memory that should normally 

be secure. This allows them to steal session tokens, user credentials, and other private 

data. 

 

Affected Versions 

• NetScaler ADC and NetScaler Gateway 14.1 BEFORE 14.1-43.56 

• NetScaler ADC and NetScaler Gateway 13.1 BEFORE 13.1-58.32 

• NetScaler ADC 13.1-FIPS and NDcPP  BEFORE 13.1-37.235-FIPS and NDcPP 

• NetScaler ADC 12.1-FIPS BEFORE 12.1-55.328-FIPS 

• Impacted deployments include Secure Private Access (SPA) on-premises and 

hybrid deployments using vulnerable NetScaler instances. 

 

Researchers observed suspicious activity consistent with attackers leveraging this 

vulnerability. Indicators included sessions authenticated without user interaction, which 

means that the attackers successfully bypassed MFA mechanisms. Additionally, 

evidence points to session reuse across legitimate and suspicious IP addresses – an 

indication of session hijacking and replay attacks. The attackers leveraged LDAP 

queries and the ADExplorer64 tool to perform internal reconnaissance, mapping out 

Active Directory environments. 

 

Citrix has acknowledged the exploitation of CVE-2025-5777 and asks that users apply 

security updates immediately. After upgrading to patched versions (14.1-43.56+, 13.1-

TL;DR 
Attackers are actively exploiting CVE-2025-
5777 (CVSS 9.3), a critical memory-overread 
vulnerability dubbed "Citrix Bleed 2".  
 
Threat actors are hijacking user sessions and 
bypassing multi-factor authentication (MFA) on 
NetScaler ADC and Gateway. Immediate 
upgrade to patched versions and termination of 
active ICA and PCoIP sessions is highly 
recommended. 
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58.32+, 13.1-FIPS/NDcPP 13.1-37.235+), administrators must terminate existing ICA 

and PCoIP sessions, as they may already be compromised.  

 

Aspire Protects 

• Patch - Install recommended firmware updates today. Follow the guidance in the 
Citrix advisory.  

o NetScaler ADC/Gateway 14.1-43.56 or later 
o NetScaler ADC/Gateway 13.1-58.32 or later 
o NetScaler ADC 13.1-FIPS/NDcPP 13.1-37.235 or later 
o NetScaler ADC 12.1-FIPS 12.1-55.328 or later 

• Immediately terminate potentially compromised ICA and PCoIP sessions after 
patching. 

• Before termination, review active sessions for signs of compromise. 

• If updates cannot be immediately applied, restrict external access to vulnerable 
NetScaler appliances via network ACLs and firewall rules. 

 
TTPs to Watch  
 
Credential Access 

• Steal Application Access Token [T1528] – Attackers leverage CVE-2025-5777 to 
steal session tokens and bypass authentication. 

 
Defense Evasion 

• Hijack Execution Flow [T1574] – Attackers reuse stolen sessions, maintaining 
persistent unauthorized access. 

 
Discovery 

• Account Discovery: Domain Account [T1087.002] – LDAP queries and 
ADExplorer64 used for domain reconnaissance post-exploitation. 

 
IoCs 

There are no known IoCs associated with the above vulnerability at this time. Aspire is 
actively monitoring and will notify customers if any are found. For more details on how 
we can help protect your organization, contact Aspire’s Customer Success Management 
team. 

 

 

https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX693420
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Targeted Industries 

Organizations using Citrix NetScaler ADC and Gateway infrastructure are at risk: 

• Financial Services 
• Healthcare 
• Government 
• Education 
• Information Technology 
• Professional Services 
• Telecommunications 
• Manufacturing 

 
Aspire Service Offerings 
 

• Aspire Managed XDR (MXDR)  

o Aspire Managed XDR (MXDR) combines next-generation eXtended 
Detection and Response (XDR) technology, a 24x7 security operations 
center (SOC), and the expertise of a US-based team of security 
professionals to identify and respond to threats across a broader attack 
surface. 

o Building on the existing capabilities of Managed Detection and Response 
(MDR), Aspire Managed XDR integrates and correlates telemetry from 
endpoints, network, cloud, email, identity, and more. This advanced 
platform creates valuable context enabling end-to-end visibility across all 
threat vectors.  

o Experienced security analysts and incident responders deliver 24x7 threat 
detection, analysis, and investigations – with both automated and human-
led response actions to quickly mitigate cyber attacks. 

• Aspire Incident Response  
o The ability to respond effectively to data breaches is critical to every 

organization. When attacks occur, IT leaders need a process that will 
ultimately maintain business continuity, protect the company reputation, 
and avoid fines, legal fees, and remediation costs. 

o Aspire offers incident response services to help you prepare for, manage, 
and recover from data breaches and network attacks. An experienced 
team uses industry-leading threat intelligence and the most current 
security technology to quickly respond to attacks, reduce damage, and 
minimize exposure. 

https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/solutions/cyber-security/incident-response/


  

 

CYBER THREAT 
INTELLIGENCE 

Aspire Technology Partners 
(732) 847-9600 

www.aspiretransforms.com 

Supporting Documentation  

 
CITRIX | Support 
 
CitrixBleed 2: Electric Boogaloo — CVE-2025–5777 | by Kevin Beaumont | Jun, 2025 | 
DoublePulsar 
 
 

https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX693420
https://doublepulsar.com/citrixbleed-2-electric-boogaloo-cve-2025-5777-c7f5e349d206?gi=a9363ff75b1b
https://doublepulsar.com/citrixbleed-2-electric-boogaloo-cve-2025-5777-c7f5e349d206?gi=a9363ff75b1b

