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 Massively Exploited 
Zero-Day in FortiWeb 
Firewalls Opens the 
Door to Full Admin 

Access 
 

Overview 

Fortinet confirmed that a silent fix inside 
FortiWeb 8.0.2 addressed a path confusion 
zero-day vulnerability now tracked as CVE-
2025-64446 (CVSS 9.1). It is the same vulnerability attackers have been abusing since 
early October 2025 to break into Internet-facing FortiWeb devices.  
 
CVE-2025-64446 allows an unauthenticated user to compromise a normal API 
endpoint, pivot into the internal fwbcgi component, and run administrator-level 
commands with no credentials. That includes creating new privileged users, changing 
settings, and gaining full control of the device. 
 
Researchers at the threat intelligence firm, Defused, originally caught the activity when 
FortiWeb appliances started receiving strange POST requests aimed at an API path that 
quietly routed into the administrative backend. Those requests turned out to be 
attackers creating fresh admin accounts on live systems.  
 
Other teams tested the issue on their own and showed that the flaw gives full control of 
the device. They shared working exploit examples and tools to help defenders check 
their systems. Rapid7 also noted that once a device is updated to 8.0.2, the public 
exploit no longer works, which is further proof that the zero-day was quietly patched. 
 
CVE-2025-64446 relies on two weaknesses chained together - a traversal issue that 
reaches fwbcgi, and an authentication bypass that lets the attacker supply arbitrary 
admin user context through a crafted header. Once those checks pass, FortiWeb treats 
the request as fully authenticated and executes whatever the attacker sent. Fortinet has 
now confirmed widespread exploitation in the wild. The Cybersecurity and Infrastructure 
Security Agency (CISA) added CVE-2025-64446 to its Known Exploited Vulnerabilities 
catalog and has given U.S. federal agencies until November 21, 2025 to patch their 
systems.  

TL;DR 
  
A new FortiWeb zero-day, now tracked as 
CVE-2025-64446, is being used to break into 
Internet-facing FortiWeb web application 
firewalls. Attackers are abusing a path 
confusion flaw to slip into the admin interface 
without credentials and run privileged 
commands.  
 
Fortinet quietly fixed it in October, but 
exploitation did not slow down. Any customer 
still running older FortiWeb builds needs to 
patch now. 

https://x.com/DefusedCyber/status/1975242250373517373
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Aspire Protects  

• Patch - Fortinet confirmed the patch weeks after researchers already spotted 
active exploitation, so the threat window is wider than usual. If any FortiWeb 
appliance in your environment touches the Internet and hasn’t been updated yet, 
treat it as exposed until proven otherwise. See Fortinet’s advisory and upgrade 
immediately to: 

o FortiWeb 8.0.2 or later 
o FortiWeb 7.6.5 or later 
o FortiWeb 7.4.10 or later 
o FortiWeb 7.2.12 or later 
o FortiWeb 7.0.12 or later 

• Disable HTTP/HTTPS on Internet-facing management interfaces until patching is 
complete and restrict access to trusted networks only. 

• Check for unauthorized accounts or configuration changes. Attackers have been 
creating new admin users during exploitation. 

• Review logs for unusual POST or GET requests to FortiWeb API paths calling 
into fwbcgi. 

TTPs to Watch  

Initial Access 

• Exploit Public-Facing Application [T1190] – The attacker may have used crafted 
HTTP or HTTPS requests to reach the vulnerable FortiWeb API path and trigger 
the traversal flaw on Internet-exposed appliances. 

Privilege Escalation 

• Abuse Elevation Control Mechanism [T1548] – The attacker may have bypassed 
FortiWeb’s authentication checks by supplying a manipulated CGIINFO header, 
giving them admin-level access. 

Persistence 

• Create or Modify System Process [T1543] – The attacker may have created new 
local administrator accounts through the compromised fwbcgi component to 
retain access. 

 

https://fortiguard.fortinet.com/psirt/FG-IR-25-910
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Defense Evasion 

• Obfuscated/Stored Scripts [T1027] – The attacker may have encoded user-
impersonation data in Base64 within the CGIINFO header to hide intent during 
the request. 

IoCs 

Behavioral IoCs to look for:  
 

• Requests to the path -  /api/v2.0/cmdb/system/admin?/../../../../../cgi-
bin/fwbcgi 

• Unexpected CGIINFO headers containing Base64-encoded JSON 

• New or unfamiliar local admin accounts appearing in the configuration 

• Log entries showing POST or GET requests hitting fwbcgi 

• Configuration changes made outside normal admin activity windows 

• Failed or odd authentication events right before new admin actions 
 
Targeted Industries 

This vulnerability is relevant to any organization running Internet-facing FortiWeb 

appliances: 

• Finance 

• Government 

• Education  

• Energy 

• Healthcare 

• Retail  

• Technology  

• Manufacturing 
 

Aspire’s Service Offerings  

• Aspire Managed XDR (MXDR)  

o Aspire Managed XDR (MXDR) combines next-generation eXtended 
Detection and Response (XDR) technology, a 24x7 security operations 
center (SOC), and the expertise of a US-based team of security 
professionals to identify and respond to threats across a broader attack 
surface. 

https://www.aspiretransforms.com/aspire-managed-xdr/
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o Building on the existing capabilities of Managed Detection and Response 

(MDR), Aspire Managed XDR integrates and correlates telemetry from 
endpoints, network, cloud, email, identity, and more. This advanced 
platform creates valuable context enabling end-to-end visibility across all 
threat vectors.  
 

o Experienced security analysts and incident responders deliver 24x7 threat 

detection, analysis, and investigations – with both automated and human-

led response actions to quickly mitigate cyber attacks. 

• Aspire Incident Response  
o The ability to respond effectively to data breaches is critical to every 

organization. When attacks occur, IT leaders need a process that will 
ultimately maintain business continuity, protect the company reputation, and 
avoid fines, legal fees, and remediation costs. 
 

o Aspire offers incident response services to help you prepare for, manage, 
and recover from data breaches and network attacks. An experienced team 
uses industry-leading threat intelligence and the most current security 
technology to quickly respond to attacks, reduce damage, and minimize 
exposure. 

 

Supporting Documentation  

PSIRT | FortiGuard Labs 
 
When The Impersonation Function Gets Used To Impersonate Users (Fortinet FortiWeb 
Auth. Bypass CVE-2025-64446) 
 
(1) CERT Orange Cyberdefense on X: "We confirm the #FortiWeb issue is massively 
exploited in the wild. After analysis and tests, we can confirm as well, this vulnerability is 
fixed in the following versions: - 8.0: 8.0.2 - 7.6: 7.6.5 - 7.4: 7.4.10 - 7.2: 7.2.12" / X 
 

(1) Defused on X: "⚠️Unknown Fortinet exploit (possibly a CVE-2022-40684 variant) 

from 64.95.13.8 🇺🇸 ( BLNWX ) VirusTotal Detections: 0/95 🟢 JWT payload translates 

into: { "username": "admin", "profname": "prof_admin", "vdom": "root", "loginname": 
"admin" } https://t.co/IdTcdxBuBf" / X 
 
 

https://www.aspiretransforms.com/solutions/cyber-security/incident-response/
https://fortiguard.fortinet.com/psirt/FG-IR-25-910
https://labs.watchtowr.com/when-the-impersonation-function-gets-used-to-impersonate-users-fortinet-fortiweb-auth-bypass/
https://labs.watchtowr.com/when-the-impersonation-function-gets-used-to-impersonate-users-fortinet-fortiweb-auth-bypass/
https://x.com/CERTCyberdef/status/1989311517611733454
https://x.com/CERTCyberdef/status/1989311517611733454
https://x.com/CERTCyberdef/status/1989311517611733454
https://x.com/DefusedCyber/status/1975242250373517373
https://x.com/DefusedCyber/status/1975242250373517373
https://x.com/DefusedCyber/status/1975242250373517373
https://x.com/DefusedCyber/status/1975242250373517373

