
  

 

CYBER THREAT 
INTELLIGENCE 

Aspire Technology Partners 
(732) 847-9600 

www.aspiretransforms.com 

7-Zip MoTW Bypass Exploited in Zero-Day 
Attacks 

Overview 

 

A newly discovered vulnerability in 7-Zip () has been exploited in zero-day attacks by 
Russian threat actors since September 2024. This flaw allows attackers to bypass the 
Mark-of-the-Web (MoTW) security feature in Windows, allowing for the execution of 
malicious files without user warnings. The vulnerability was used in phishing campaigns 
delivering SmokeLoader malware to Ukrainian government agencies and private 
organizations. 

 

CVE-2025-0411 is a MoTW bypass vulnerability in 7-Zip that prevents security flags 
from propagating to files within double-archived compressed files. Attackers leveraged 
this flaw to send weaponized archives that appeared as harmless documents, allowing 
for stealthy malware execution. 

Affected Products 

• 7-Zip versions prior to 24.09 

• Windows Systems relying on MoTW for file execution warnings 

 

There are several organizations that have been impacted by this attack: 

• State Executive Service of Ukraine (SES) – Ministry of Justice 

• Zaporizhzhia Automobile Building Plant (PrJSC ZAZ) 

• Kyivpastrans – Kyiv Public Transportation Service 

• SEA Company – Electronics Manufacturer 

• Verkhovyna District State Administration 

• VUSA – Insurance Company 

• Dnipro City Regional Pharmacy 

• Kyivvodokanal – Kyiv Water Supply Company 

• Zalishchyky City Council 

 

Although 7-Zip released a patch (version 24.09) on November 30, 2024, the tool does 
not have an auto-update feature, meaning many users remain vulnerable. 
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Aspire Protects 

• Patch – Upgrade 7-Zip to version 24.09 or later. You can find guidance in Trend 
Micro’s Security Advisory or in security documentation on Mark-of-the-Web 
protections.  

• Ensure all security solutions are updated to detect SmokeLoader and related 
malware. 

TTPs to Watch  
 
Initial Access 

• Phishing [T1566] – Attackers delivered malicious 7-Zip archives via compromised 
Ukrainian government email accounts. 

Defense Evasion 
• Mark-of-the-Web Bypass [T1553.005] – The attacker exploited CVE-2025-0411 

to execute files without Windows security warnings. 
IoCs 

SHA256 

• 2e33c2010f95cbda8bf0817f1b5c69b51c860c536064182b67261f695f54e1d5 

• 7786501e3666c1a5071c9c5e5a019e2bc86a1f169d469cc4bfef2fe339aaf384 

• 84ab6c3e1f2dc98cf4d5b8b739237570416bb82e2edaf078e9868663553c5412 

• 888f68917f9250a0936fd66ea46b6c510d0f6a0ca351ee62774dd14268fe5420 

• a059d671d950abee93ef78a170d58a3839c2a465914ab3bd5411e39c89ae55a2 

• ba74ecae43adc78efaee227a0d7170829b9036e5e7f602cf38f32715efa51826 

Domains 

• rosoft[.]com 

Targeted Industries 

• Government 

• Manufacturing 

• Transportation 

• Utilities 

• Finance 

• Healthcare 

 

 

https://www.trendmicro.com/en_us/research/25/a/cve-2025-0411-ukrainian-organizations-targeted.html
https://textslashplain.com/2016/04/04/downloads-and-the-mark-of-the-web/
https://textslashplain.com/2016/04/04/downloads-and-the-mark-of-the-web/
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Aspire Service Offerings 

• Aspire Managed XDR (MXDR)  

o Aspire Managed XDR (MXDR) combines next-generation eXtended 
Detection and Response (XDR) technology, a 24x7 security operations 
center (SOC), and the expertise of a US-based team of security 
professionals to identify and respond to threats across a broader attack 
surface. 

o Building on the existing capabilities of Managed Detection and Response 
(MDR), Aspire Managed XDR integrates and correlates telemetry from 
endpoints, network, cloud, email, identity, and more. This advanced 
platform creates valuable context enabling end-to-end visibility across all 
threat vectors.  

o Experienced security analysts and incident responders deliver 24x7 threat 
detection, analysis, and investigations – with both automated and human-
led response actions to quickly mitigate cyber attacks. 

• Aspire Incident Response  
o The ability to respond effectively to data breaches is critical to every 

organization. When attacks occur, IT leaders need a process that will 
ultimately maintain business continuity, protect the company reputation, 
and avoid fines, legal fees, and remediation costs. 

o Aspire offers incident response services to help you prepare for, manage, 
and recover from data breaches and network attacks. An experienced 
team uses industry-leading threat intelligence and the most current 
security technology to quickly respond to attacks, reduce damage, and 
minimize exposure. 

 

Supporting Documentation  

CVE-2025-0411: Ukrainian Organizations Targeted in Zero-Day Campaign and 
Homoglyph Attacks | Trend Micro (US) 
 
Downloads and the Mark-of-the-Web – text/plain 
 

https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/solutions/cyber-security/incident-response/
https://www.trendmicro.com/en_us/research/25/a/cve-2025-0411-ukrainian-organizations-targeted.html
https://www.trendmicro.com/en_us/research/25/a/cve-2025-0411-ukrainian-organizations-targeted.html
https://textslashplain.com/2016/04/04/downloads-and-the-mark-of-the-web/

