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VMware vCenter Server Remote Code Execution and
Privilege Escalation Vulnerabilities

Overview

Broadcom has issued new patches to fully address two significant vulnerabilities in VMware
vCenter Server: CVE-2024-38812 and CVE-2024-38813. These vulnerabilities were previously
reported and partially mitigated in September 2024.

CVE-2024-38812 (CVSS 9.8) is a critical unauthenticated heap-overflow vulnerability within the
DCERPC protocol that could allow attackers to execute arbitrary code by sending specially
crafted network packets.

CVE-2024-38813 (CVSS 7.5) is a privilege escalation vulnerability allowing attackers to elevate
privileges to root through network access to vCenter Server.

Affected Products:

e VMware vCenter Server 7.0 U3t
¢ VMware vCenter Server 8.0 U2e and U3d
e VMware Cloud Foundation 4.x, 5.x

If a threat actor exploits CVE-2024-38812, they could achieve remote code execution, allowing
them to take full control of the vCenter Server, compromise virtual machines, and move laterally
within the network. Exploiting CVE-2024-38813 could allow attackers to escalate privileges to
root, giving them the ability to modify system configurations, disable security controls, and
persist within the environment. Although the vulnerabilities are not being exploited at this time,
both could cause operational disruption and data theft.

Aspire Protects

e Patch — Apply the latest patches as outlined in VMware's Response Matrix to fully
mitigate the vulnerabilities.

e Review and use the FAQ and relevant Knowledge Base articles for further guidance.

e Please note that the vulnerabilities also impact VMware vSphere 6.5 and 6.7, both of
which are beyond their End of General Support. However, the final update for vSphere
6.7 includes fixes for this issue, while vSphere 6.5 will not receive an update.

o To see how CVE-2024-38812 and CVE-2024-38813 impact VMware vCenter and
other products that contain vCenter, please see VMware’s documentation.
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https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/24968
https://knowledge.broadcom.com/external/article?legacyId=88287
https://github.com/vmware/vcf-security-and-compliance-guidelines/blob/main/security-advisories/vmsa-2024-0019/README.md

loCs
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There are no known loCs associated with the above vulnerabilities at this time. Aspire is actively
monitoring and will notify customers if any are found. For more details on how we can help
protect your organization, contact Aspire’s Customer Success Management team.

TTPs to Watch

Initial Access
o Exploit Public-Facing Application (T1190) — Attackers may exploit CVE-2024-

38812 by sending specially crafted DCERPC packets to achieve remote code
execution on vulnerable vCenter Server installations.

Privilege Escalation
o Abuse Elevation Control Mechanism (T1548.002) — Attackers can exploit CVE-

2024-38813 to elevate privileges to root, allowing unauthorized control over
VMware vCenter systems.

Aspire Service Offerings

Aspire Managed XDR (MXDR)
o Aspire Managed XDR (MXDR) combines next-generation eXtended Detection and

Response (XDR) technology, a 24x7 security operations center (SOC), and the
expertise of a US-based team of security professionals to identify and respond to
threats across a broader attack surface.

Building on the existing capabilities of Managed Detection and Response (MDR),
Aspire Managed XDR integrates and correlates telemetry from endpoints,
network, cloud, email, identity, and more. This advanced platform creates
valuable context enabling end-to-end visibility across all threat vectors.
Experienced security analysts and incident responders deliver 24x7 threat
detection, analysis, and investigations — with both automated and human-led
response actions to quickly mitigate cyberattacks.

Aspire Incident Response
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The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will ultimately
maintain business continuity, protect the company reputation, and avoid fines,
legal fees, and remediation costs.

Aspire offers incident response services to help you prepare for, manage, and
recover from data breaches and network attacks. An experienced team uses
industry-leading threat intelligence and the most current security technology to
quickly respond to attacks, reduce damage, and minimize exposure.
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https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/solutions/cyber-security/incident-response/
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Supporting Documentation

Support Content Notification - Support Portal - Broadcom support portal

vcf-security-and-compliance-guidelines/security-advisories/vmsa-2024-0019/README.md at
main - vmware/vcf-security-and-compliance-guidelines - GitHub
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