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Important: Upcoming Mandatory MFA for Microsoft Azure
(Entra ID)

Overview

On August 15, 2024, Microsoft announced that, starting on October 15, 2024, multi-factor
authentication (MFA) will be mandatory for all Azure (Microsoft Entra ID) sign-ins. This change
may impact users who rely on legacy Duo-protected integrations.

What You Need to Know

e Microsoft is phasing out Custom Controls in favor of their new External Authentication
Methods (EAM) framework, which became available in May 2024 for the following
applications: https://learn.microsoft.com/en-us/entra/identity/authentication/concept-
mandatory-multifactor-authentication#applications

e |t's important to note that even though you may have implemented MFA within your
Entra/Azure environment, you will still need to adjust your MFA configuration to better
align with Microsoft's requirements. This change will take place by October 15, so
you’ll want to ensure continued access to Microsoft applications.

e Many Duo customers currently use MFA for Entra/Azure via Microsoft Custom Controls,
which offers MFA support but without full integration. This means Microsoft
applications do not recognize that MFA was performed successfully.

e As atrusted partner, Duo is one of the first third-party providers fully integrated into the
EAM platform, allowing Duo MFA to satisfy Microsoft’s policy requirements.

e Once you define Duo as an EAM provider, you will be able to create Entra ID conditional
access policies with MFA through Duo and assign them to specific users, groups, or
applications as you’ve done previously with Custom Controls.

What You Need to Do

For Microsoft Entra ID or Duo Access Gateway users: Migrate to one of the following Duo
solutions to meet Microsoft’s new MFA requirements:

1. Duo Single Sign-On for Microsoft 365
2. Duo two-factor authentication for Microsoft Entra ID External Authentication Methods
EAM

For Duo Authentication on Microsoft AD FS: Follow the recommended steps here to ensure that
MFA claims are properly passed to Azure. Customers can reach out to duo-tech-
comms@cisco.com or their Aspire Account Manager for more information.

Aspire Technology Partners 25 James Way Eatontown, NJ 07724 T: (732) 847-9600 www.aspiretransforms.com


https://learn.microsoft.com/en-us/entra/identity/authentication/concept-mandatory-multifactor-authentication#applications
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-mandatory-multifactor-authentication#applications
https://duo.com/docs/sso-m365
https://duo.com/docs/microsoft-eam
https://duo.com/docs/microsoft-eam
https://help.duo.com/s/article/8075?language=en_US
mailto:duo-tech-comms@cisco.com
mailto:duo-tech-comms@cisco.com

A\ASPIRE

ss Transformation

For additional resources, please visit the following:

Announcing mandatory multi-factor authentication for Azure sign-in | Microsoft Azure Blog

How does Microsoft’s upcoming MFA enforcement for Entra/Azure sign-in affect my Duo-
protected Microsoft applications?

Duo Two-Factor Authentication for Microsoft Entra ID (formerly Azure Active Directory) | Duo
Security

Duo Two-Factor Authentication for Microsoft Entra ID EAM | Duo Security
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