
 

 

 
 

Ivanti RCE Vulnerability Exploited by Attackers - CVE-
2024-29824 

 
Overview 
 

A critical remote code execution (RCE) vulnerability affecting Ivanti Endpoint Manager (EPM) 
appliances is being actively exploited in the wild. The vulnerability, tracked as CVE-2024-29824 
(CVSS 9.6), allows unauthenticated attackers within the same network to execute arbitrary 
code on unpatched systems via a SQL Injection flaw in Ivanti EPM's Core server. Security 
updates addressing this flaw were released in May 2024, but recent attacks imply ongoing 
exploitation. 

CVE-2024-29824 could give attackers full control over vulnerable systems. Security researchers 
from Horizon3.ai published a deep dive into this vulnerability in June, including a proof-of-
concept exploit on GitHub. This vulnerability impacts Ivanti Endpoint Manager (EPM) version 
2022 SU5 and earlier.  

Although Ivanti has released patches, unpatched systems remain highly vulnerable, and the 
company has confirmed limited instances of exploitation among its customer base. Ivanti 
collaborates with over 7,000 organizations to provide system and IT asset management 
solutions to more than 40,000 businesses worldwide. Aspire recommends patching as soon as 
possible.  

 
Aspire Protects  

• Apply Patches - Ensure that all affected systems are updated with the security patches 
released by Ivanti in May 2024. Federal agencies have until October 23rd to patch 
vulnerable systems per CISA's Binding Operational Directive (BOD) 22-01. You may find 
patch guidance in Ivanti’s advisory.  

• Enforce Network Segmentation - Isolate vulnerable systems in secure network 
segments until patches are applied. 

 
 
IoCs 

• Indicators of compromise include suspicious entries in MS SQL logs, particularly the 
execution of xp_cmdshell. 

• There are no other known IoCs associated with CVE-2024-29824 at this time. Aspire is 
actively monitoring and will notify customers if any are found. For more details on how 
we can help protect your organization, contact Aspire’s Customer Success Management 
team. 

 

https://forums.ivanti.com/s/article/Security-Advisory-May-2024?language=en_US


 

 

 
TTPs to Watch  

• Tactic: Execution (TA0002) 
o Command and Scripting Interpreter: Windows Command Shell (T1059.003) – 

Exploiting the vulnerability allows attackers to use xp_cmdshell to execute 
arbitrary commands on compromised systems. 

• Tactic: Privilege Escalation (TA0004) 
o Exploitation for Privilege Escalation (T1068) – Exploiting the vulnerability within 

the same network allows attackers to escalate privileges by executing arbitrary 
code. 

• Tactic: Credential Access (TA0006) 
o Exploitation for Credential Access (T1212) – Attackers could gain access to 

credentials stored within the database by exploiting the SQL injection flaw, 
potentially compromising other accounts. 

• Tactic: Impact (TA0040) 
o Data Destruction (T1485) – Using the SQL injection flaw, attackers may delete or 

corrupt data within the Ivanti EPM system, leading to loss of critical information. 

 

Aspire’s Service Offerings  

• Aspire Managed XDR (MXDR)  
o Aspire Managed XDR (MXDR) combines next-generation eXtended Detection and 

Response (XDR) technology, a 24x7 security operations center (SOC), and the 
expertise of a US-based team of security professionals to identify and respond to 
threats across a broader attack surface. 

o Building on the existing capabilities of Managed Detection and Response (MDR), 
Aspire Managed XDR integrates and correlates telemetry from endpoints, 
network, cloud, email, identity, and more. This advanced platform creates 
valuable context enabling end-to-end visibility across all threat vectors. 
Experienced security analysts and incident responders deliver 24x7 threat 
detection, analysis, and investigations – with both automated and human-led 
response actions to quickly mitigate cyberattacks. 

• Aspire Managed Security Services  
o Aspire Managed Security Services provide remote security monitoring and device 

management – 24 hours a day, 7 days a week. By aggregating and correlating  
security events from across your IT environment, our remote security monitoring 
service eliminates “noise” and make sense of what really matters. 

o Our managed security portfolio includes: 
▪ Managed Firewall 
▪ Managed IDS/IPS 
▪ Security event monitoring & incident management 
▪ Managed Cisco ISE (Identity Services Engine) 
▪ Endpoint Protection 

https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/managed-services/managed-security-services/


 

 

 
Supporting Documentation  
 
Security Advisory May 2024 (ivanti.com) 

NVD - CVE-2024-29824 (nist.gov) 

 

 

https://forums.ivanti.com/s/article/Security-Advisory-May-2024?language=en_US
https://nvd.nist.gov/vuln/detail/CVE-2024-29824

