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Oracle Issues
E me rg en Cy F IX Afte r Oracle released an out-of-band patch

New E-Business Suite addressing CVE-2025-61884, a high-severity
(CVSS 7.5) vulnerability in the E-Business

Flaw Exposes Sensitive | suite (EBS) Runtime Ul that allows
D unauthenticated remote attackers to access
ata sensitive data.

. The flaw affects versions 12.2.3 through
Overview 12.2.14. No active exploitation has been
confirmed, but EBS remains a prime target.

Oracle issued an emergency patch to fix Immediate patching is advised.

CVE-2025-61884 (CVSS 7.5), an

information disclosure vulnerability in the

Runtime Ul component of Oracle E-Business Suite (EBS). The vulnerability can be
exploited remotely without authentication, allowing attackers to obtain sensitive
information from Oracle Configurator over HTTP.

CVE-2025-61884 impacts EBS versions 12.2.3 through 12.2.14 and stems from
improper handling of network requests in the Runtime Ul. This allows attackers with
HTTP access to retrieve confidential data without valid credentials. Oracle has not
observed in-the-wild exploitation but urged organizations to apply the update
immediately due to ongoing targeting of exposed EBS instances.

Last week, Aspire’s CTl team published an Emergency Flash Notice regarding CVE-
2025-61882. CVE-2025-61884 and CVE-2025-61882 affect the same product family
(Oracle E-Business Suite 12.2.3—12.2.14) and share an unauthenticated, network-
accessible attack surface, but they are different classes of weakness. CVE-2025-61882
is an RCE (remote code execution) that has been observed in active attacks; CVE-
2025-61884 is an information-disclosure vulnerability that allows attackers to read
sensitive data. If exploited together, CVE-2025-61884 can set the stage for CVE-2025-
61882 to deliver full compromise.

In regard to CVE-2025-61884, Oracle confirmed that unsupported EBS versions may
also contain the same weakness. Aspire recommends that customers running outdated
releases should upgrade to a supported version and apply all current patches.

Aspire Technology Partners
(732) 847-9600
www.aspiretransforms.com



https://aspiretech.service-now.com/csm?id=kb_article_view&sys_kb_id=28b3ffafc39c76105db1be0fb001314c
https://aspiretech.service-now.com/csm?id=kb_article_view&sys_kb_id=28b3ffafc39c76105db1be0fb001314c
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Aspire Protects

o Patch - Apply the patch for CVE-2025-61884 immediately. See Oracle’s Security
Alert for details.

« Restrict external network access to Oracle EBS environments until fully patched.
e Monitor for suspicious HTTP traffic directed at Oracle Configurator endpoints.
« Validate that your EBS instance is not directly internet-exposed.
e Schedule regular reviews of EBS patch status and Oracle Security Alerts.
TTPs to Watch
Initial Access

e Exploit Public-Facing Application [T1190] — The attacker may exploit the
vulnerable Runtime Ul to access EBS over HTTP.

Collection

e Data from Information Repositories [T1213] — The attacker may access stored
configuration or business data within Oracle Configurator.

Exfiltration

e Exfiltration Over Web Service: Exfiltration to Cloud [T1567.002] — Stolen
information may be transferred using standard web channels to avoid detection.

loCs

There are no known loCs associated with the above vulnerability at this time. Aspire is
actively monitoring and will notify customers if any are found. For more details on how
we can help protect your organization, contact Aspire’s Customer Success Management
team.

Targeted Industries

The Oracle E-Business Suite vulnerability CVE-2025-61884 allows unauthenticated
remote access to configuration and business data and threatens any organization that
uses Oracle E-Business Suite for core functions.

e Education
e Finance
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https://www.oracle.com/security-alerts/alert-cve-2025-61884.html
https://www.oracle.com/security-alerts/alert-cve-2025-61884.html
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Healthcare
Legal
Manufacturing
Retail

Aspire Service Offerings

e Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended
Detection and Response (XDR) technology, a 24x7 security operations
center (SOC), and the expertise of a US-based team of security
professionals to identify and respond to threats across a broader attack
surface.

o Building on the existing capabilities of Managed Detection and Response
(MDR), Aspire Managed XDR integrates and correlates telemetry from
endpoints, network, cloud, email, identity, and more. This advanced
platform creates valuable context enabling end-to-end visibility across all
threat vectors.

o Experienced security analysts and incident responders deliver 24x7 threat
detection, analysis, and investigations — with both automated and human-
led response actions to quickly mitigate cyber attacks.

e Aspire Incident Response

o The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will
ultimately maintain business continuity, protect the company reputation,
and avoid fines, legal fees, and remediation costs.

o Aspire offers incident response services to help you prepare for, manage,
and recover from data breaches and network attacks. An experienced
team uses industry-leading threat intelligence and the most current
security technology to quickly respond to attacks, reduce damage, and
minimize exposure.

Supporting Documentation

NVD - CVE-2025-61884
Oracle Security Alerts CVE-2025-61884
Security Alert CVE-2025-61884 Released
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https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/solutions/cyber-security/incident-response/
https://nvd.nist.gov/vuln/detail/CVE-2025-61884
https://www.oracle.com/security-alerts/alert-cve-2025-61884.html
https://blogs.oracle.com/security/post/alert-cve-2025-61884

