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Welcome to our new CTI Threat Briefing! This monthly update is your go-to source for 

industry-specific threat intelligence tailored to Aspire's clientele. Each month, our 

briefing will dive into threat intelligence tailored to the specific industries within Aspire's 

customer base. From updates on threat actors to the latest malware trends, we'll dissect 

information to keep you informed.  

Unless otherwise flagged all content is TLP:GREEN. If you are unfamiliar with the TLP 

protocol, please check this out: https://www.first.org/tlp/ . In short: 

 
TLP:RED = Do not share with anyone 
TLP:AMBER+STRICT = Limited to need to know within Aspire only.   
TLP:AMBER = Limited to need to know. 
TLP:GREEN = Limited to sharing within your community. This includes clients 
and others within the security community, but it is not for publishing publicly.  
TLP:CLEAR = shout it from the rooftops!  

 

 

ASPIRE EMERGENCY FLASH NOTICES, THREAT INTELLIGENCE 

REPORTS, AND OTHER VULNERABILITIES TLP:CLEAR 
  

Exploitation of DoS Vulnerability in Palo Alto Networks Firewalls 

Palo Alto Networks has confirmed active exploitation of CVE-2024-3393, a denial-of-
service (DoS) vulnerability in the DNS Security logging feature of PAN-OS software. 
This flaw allows unauthenticated attackers to send specially crafted packets that force 
firewalls to reboot, disrupting security operations. Impacted versions include PAN-OS 
11.2 (<11.2.3), 11.1 (<11.1.5), 10.2 (10.2.8–10.2.13), 10.1 (10.1.14), and 11.0 (End of 
Life), while versions 10.1.15, 10.2.14, 11.1.5, and 11.2.3 contain patches. Continuous 
exploitation can push devices into maintenance mode, requiring manual recovery and 
potentially exposing systems to further attacks.  

Why You Should Care - Attackers are actively exploiting this vulnerability to force 
firewalls into a reboot loop, knocking out security defenses. If hit repeatedly, the firewall 

https://www.first.org/tlp/
https://aspiretech.service-now.com/csm?id=kb_article_view&sys_kb_id=5e7f8e6993fa1610f534f8a97bba10e6
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can enter maintenance mode, requiring manual intervention to restore functionality—
leaving the network exposed. Please see Aspire’s Emergency Flash Notice for more 
details.  

 
Exploitation of New Ivanti VPN Zero-Day Linkd to Chinese Cyberspies 

A newly discovered zero-day vulnerability, CVE-2025-0282 (CVSS 9), has been actively 
exploited in attacks primarily targeting Ivanti Connect Secure (ICS) VPN appliances. 
This stack-based buffer overflow flaw allows unauthenticated attackers to remotely 
execute arbitrary code on vulnerable devices. Ivanti has released patches addressing 
this issue along with CVE-2025-0283 (CVSS 7), a privilege escalation vulnerability. 
Security firm Mandiant has linked the exploitation of CVE-2025-0282 to Chinese cyber-
espionage groups, with attacks dating back to mid-December 2024. While no specific 
threat actor has been confirmed, evidence suggests ties to UNC5337 and UNC5221, 
groups known for targeting Ivanti products. Affected products include Ivanti Connect 
Secure, Policy Secure, and Neurons for ZTA gateways in versions prior to their latest 
updates. 

Why You Should Care: CVE-2025-0282 is already being exploited by suspected 
Chinese cyber-espionage groups to gain remote access and deploy malware. 
This flaw allows attackers to take full control of vulnerable devices without 
authentication, potentially exposing sensitive data and enabling long-term 
persistence in the network. Since Ivanti products are widely used for secure 
remote access, unpatched systems could serve as entry points for broader 
attacks. See Aspire’s Emergency Flash Notice for further details.  

 
Zero-Day Vulnerability in Fortinet Firewalls 

Threat actors are actively exploiting CVE-2024-55591, an authentication bypass 
zero-day vulnerability in FortiOS and FortiProxy, to hijack Fortinet firewalls and 
infiltrate enterprise networks. This flaw impacts FortiOS 7.0.0–7.0.16, FortiProxy 
7.0.0–7.0.19, and FortiProxy 7.2.0–7.2.12, allowing attackers to gain super-
admin privileges through malicious requests to the Node.js websocket module. 
Once exploited, attackers have been observed creating admin accounts, 
modifying firewall configurations, and using rogue credentials to log into SSL 
VPNs for lateral movement. Arctic Wolf Labs traced the campaign back to mid -
November 2024, with distinct attack phases including scanning, reconnaissance, 
VPN configuration, and lateral movement. Fortinet confirmed the vu lnerability on 
January 14, 2025, following Arctic Wolf’s discovery. 

https://aspiretech.service-now.com/csm?id=kb_article_view&sys_kb_id=e94c42fcc30f9a505db1be0fb001318f
https://aspiretech.service-now.com/csm?id=kb_article_view&sys_kb_id=43a4736ec3c3d6905db1be0fb00131c5
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Why You Should Care - Attackers are actively exploiting CVE-2024-55591to 
gain super-admin access, create rogue accounts, and manipulate firewall 
policies. This allows them to move laterally through networks using 
compromised SSL VPN credentials, potentially leading to data theft, 
ransomware deployment, or prolonged espionage. See Aspire’s Emergency 
Flash Notice for further details.  

 
Aquabot Botnet Exploiting Vulnerability in Mitel SIP Phones 

The Mirai-based Aquabot botnet is exploiting CVE-2024-41710, a command 
injection vulnerability in Mitel SIP phones, to hijack devices for DDoS attacks. 
This flaw allows attackers with administrative access to execute arbitrary 
commands by modifying configurations and injecting malicious scripts. While 
Mitel released patches in July 2024, many devices remain unpatched, leaving 
corporate environments at risk. Aquabot is also targeting Hadoop YARN, Roxy-
WI, and various routers.  

Why You Should Care - Attackers can use this flaw to run commands, alter 
configurations, and inject malicious scripts. With many devices still unpatched, 
they remain prime targets.  

 
Vulnerabilities in Google Chrome  

Multiple vulnerabilities in Google Chrome, including CVE-2025-0611 and CVE-
2025-0612, could allow attackers to execute arbitrary code on affected systems. 
If successfully exploited, attackers could install programs, modify or delete data, 
and create new user accounts with full privileges. The vulnerabilities, which 
affect Chrome versions prior to 132.0.6834.110/111 for Windows and Mac and 
132.0.6834.110 for Linux, involve object corruption and out-of-bounds memory 
issues in the V8 engine. 

Why You Should Care - While no active exploitation has been reported, 
organizations are urged to apply Google's security updates immediately, enforce 
least privilege principles, and use security controls such as exploit protection, 
sandboxing, and DNS filtering. 

 

 

 

https://aspiretech.service-now.com/csm?id=kb_article_view&sys_kb_id=d98e913bc35f56505db1be0fb0013196
https://www.cisecurity.org/advisory/multiple-vulnerabilities-in-google-chrome-could-allow-for-arbitrary-code-execution_2025-009
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INTELLIGENCE FOR JANUARY 2025 

 
Top Threat Actors 

 

 

 

Top ATT&CK Techniques 
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Top Indicators by Type 

 
 

 
 
 

 
 

INDUSTRY SPECIFIC THREAT ACTORS & MALWARE  
 

Over the past month, most attacks and malware activity we have observed in our 
collection focused on the manufacturing, information technology, human services, 
finance, and healthcare sectors. Here is the latest research for those sectors. 

 

TOP THREAT ACTORS FOR JANUARY 2025 

 
Top Threat Actors January 2025 

• Manufacturing – funksec, akira, lynx, Clop, 8base, Cyber Anarchy Squad 
(C.A.S), play, RansomHub, arcusmedia, qilin 

• Human Services – funksec, akira, lynx, 8base, play, RansomHub, safepay, 
cactus, fog 

• Information Technology – funksec, akira, lynx, Clop, RansomHub, arcusmedia, 
qilin, cactus, fog, incransom 

• Healthcare – funksec, Clop, 8base, qilin, incransom 
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Akira 

The Akira ransomware group has expanded its attacks with a new Linux variant 
targeting VMware ESXi servers, allowing attackers to encrypt multiple virtual machines 
at once. Written in Rust, Akira v2 is harder to detect, uses a hybrid encryption scheme, 
and targets critical system files like Exchange databases and virtual hard disks. It 
exploits vulnerabilities like CVE-2024-37085 to gain admin access and disable logging, 
making forensic analysis difficult. Akira has impacted industries worldwide, extorting 
over $42 million through double extortion.  

RansomHub 

Darktrace’s investigation linked RansomHub ransomware attacks to ShadowSyndicate, 
a threat group active since 2022. ShadowSyndicate, known for working with Quantum, 
Nokoyawa, and ALPHV, has adopted RansomHub, a Ransomware-as-a-Service (RaaS) 
operator that emerged after ALPHV’s takedown. With affiliates earning up to 90% of 
ransoms, RansomHub became one of 2024’s most active ransomware groups, claiming 
500 victims since February. 

Attacks followed a common kill chain, starting with network scanning (ports 22, 445, 
3389), C2 communication via SSH, and data exfiltration using MEGA. Lateral 
movement involved creating admin credentials and planting malware disguised with 
random filenames. Encryption added random extensions to files, with ransom notes 
threatening data leaks. Without Autonomous Response, attacks succeeded, but Cyber 
AI Analyst helped contain the impact.  

Funksec 

FunkSec emerged as a leading ransomware group in December 2024, posting over 85 
victim profiles on its Data Leak Site (DLS). Using AI-driven tactics, FunkSec streamlines 
ransomware operations and double-extortion campaigns. However, Check Point 
Research (CPR) flagged many of its claims as recycled, forged, or unverified, 
questioning its legitimacy. CPR’s analysis suggests FunkSec operates from Algeria, 
mixing financial motives with hacktivist ideologies, setting it apart from traditional 
ransomware groups. 

Despite credibility concerns, FunkSec accounted for 14% of December’s ransomware 
attacks, surpassing RansomHub and LeakeData. Its rapid rise proves that even newer 
groups can be significant threats. 

 

https://cybersecuritynews.com/akiras-new-linux-ransomware-esxi/
https://darktrace.com/blog/ransomhub-ransomware-darktraces-investigation-of-the-newest-tool-in-shadowsyndicates-arsenal
https://blog.checkpoint.com/research/funksec-the-rising-yet-controversial-ransomware-threat-actor-dominating-december-2024/
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TOP MALWARE FOR JANUARY 2025 
 

Top Malware January 2025 

• Energy – cd00r, J-magic, Owowa, SeaSpy, Freyja, Helminth - S0170, 
Chaya_003 

• Government – Owowa, Freyja, Helminth - S0170, Revenge RAT - S0379, 
PowerTaskel, QwakMyAgent, Cyclops Blink - S0687, resocks 

• Technology – cd00r, J-magic, SeaSpy, Helminth - S0170, Revenge RAT - 
S0379, Bashlite, Spark RAT, AIRASHI 

• Finance – Owowa, Freyja, PowerTaskel, QwakMyAgent, Bashlite, Cyclops Blink 
- S0687, resocks 

J-Magic  

The J-Magic backdoor exploits Juniper Networks routers, using a "magic packet" to 
trigger a reverse shell for remote control, data theft, and malware deployment. Active 
since mid-2023, it targets semiconductor, energy, manufacturing, and IT sectors across 
Europe, Asia, and South America. Most affected devices are VPN gateways or have 
exposed NETCONF ports, making them vulnerable to network automation attacks. 
Designed for Junos OS, J-Magic includes a secondary challenge to prevent hijacking by 
other hackers. This campaign highlights growing threats to enterprise-grade networking 
devices. 

• Cd00r 

o The J-Magic campaign has been exploiting Juniper routers using a custom 
variant of the cd00r backdoor, which operates stealthily by listening for 
magic packets to trigger a reverse shell. Unlike traditional malware, cd00r 
does not appear in active process lists, allowing it to remain undetected 
while granting attackers persistent access to compromised routers. The 
malware scans for five predefined parameters, and once it receives the 
correct signal, it establishes remote control, enabling data theft or further 
payload deployment. The campaign, active between mid-2023 and mid-
2024, primarily targeted VPN gateways running JunoOS, Juniper’s 
FreeBSD-based operating system. While cd00r variants like SeaSpy have 
been linked to prior attacks, Black Lotus Labs found no direct connection 
between J-Magic and earlier campaigns. 

Bashlite 

A new IoT botnet, built from Bashlite and Mirai variants, has been exploiting 
vulnerabilities in routers and IP cameras since late 2024 to launch large-scale DDoS 

https://thehackernews.com/2025/01/custom-backdoor-exploiting-magic-packet.html
https://cyberscoop.com/jmagic-juniper-networks-backdoor-freebsd-vpn/
https://www.trendmicro.com/en_us/research/25/a/iot-botnet-linked-to-ddos-attacks.html
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attacks worldwide, with a focus on Japan, North America, and Europe. The malware 
spreads by targeting devices with weak credentials or remote code execution (RCE) 
flaws, infecting them with payloads that connect to command-and-control (C&C) servers 
for attack commands. These commands execute various DDoS techniques, update 
malware, or convert infected devices into proxy servers for further cybercriminal activity. 

Bashlite’s malware disables watchdog timers, preventing devices from rebooting during 
high-load attacks, and manipulates iptables rules to block remote access while 
maintaining C&C communication. The botnet has been linked to disruptions in major 
organizations, with affected devices primarily consisting of wireless routers (80%) and IP 
cameras (15%), predominantly from TP-Link, Zyxel, and Hikvision. Given its rapid spread, 
securing IoT devices, changing default credentials, applying patches, and segmenting 
networks are crucial to mitigating future attacks. 

AIRASHI 

The AIRASHI botnet, an evolution of the AISURU botnet, has been actively exploiting 0-
day and N-day vulnerabilities, including CVE-2013-3307 and CVE-2016-20016, to 
compromise cnPilot routers and conduct large-scale DDoS attacks. Initially surfacing in 
August 2024, AIRASHI has undergone multiple updates, incorporating ChaCha20 
encryption with HMAC-SHA256 verification to enhance resilience against takedowns. It 
communicates via SOCKS5 proxies and sends heartbeat packets every two minutes, 
receiving attack commands structured with a unique AttckID field.  

The botnet operators actively showcase attack capabilities on social media, boasting 
attack strengths between 1-3 Tbps. AIRASHI includes DDoS and proxy variants, using a 
custom protocol for secure message exchange. To counter its spread, IDS/IPS rules 
can detect malicious traffic by flagging commands like "execute_script" and "sys_list" in 
network packets, aiding in early threat mitigation. 

 

SECURITY INCIDENTS  

 
Law Enforcement Shuts Down Cracked and Nulled Hacking Forums  

Europol and German law enforcement, in coordination with multiple international 
agencies, arrested two suspects and seized 17 servers in Operation Talent, dismantling 
the hacking forums Cracked and Nulled. These platforms, with over 10 million users, 
were widely used for cybercrime-related activities, including password theft, credential-
stuffing attacks, and the distribution of hacking tools. Cracked had over four million 

https://gbhackers.com/airashi-0day-ddos/
https://www.bleepingcomputer.com/news/security/police-seizes-cracked-and-nulled-hacking-forum-servers-arrests-suspects/
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users, listed 28 million ads for cybercrime tools, and generated $4 million in revenue, 
impacting 17 million U.S. victims.  
 
Nulled, with five million users, hosted 43 million ads and made roughly $1 million 
annually. Authorities also took down 12 associated domains, along with Sellix, a 
financial processor, and StarkRDP, a hosting service linked to the suspects. Spanish 
police arrested two individuals in Valencia, and the U.S. DOJ unsealed charges against 
Lucas Sohn, an alleged Nulled administrator, though it is unclear if he was one of those 
detained. If convicted, he faces up to 30 years in prison for multiple cybercrime 
offenses. German authorities confirmed that seized user data, including email 
addresses and IP logs, will be used for further investigations. 
 
Why You Should Care – Both Cracked and Nulled forums were major hubs for 

cybercrime, offering stolen credentials, hacking tools, and cybercrime-as-a-service. With 

user data seized, companies may find their credentials exposed. Cybercriminals will 

regroup, likely increasing attacks. Businesses should monitor leaks, tighten security, 

and stay vigilant. 

 

DeepSeek Comes with Security Risks 

DeepSeek’s release of R1, a powerful and low-cost AI model, has upended the industry 
by revealing that reasoning models are easier to build than expected. By replacing 
human-driven reinforcement learning with automation, DeepSeek significantly reduced 
costs and forced competitors like OpenAI and Alibaba to respond. OpenAI launched 
ChatGPT Gov amid concerns about DeepSeek’s data practices, while others rushed to 
release models claiming superiority.  

However, DeepSeek’s own security missteps have raised red flags. Security 
researchers discovered that DeepSeek had exposed two unsecured databases 
containing over a million chat logs in plaintext, along with API keys, backend details, 
and operational metadata. This vulnerability, which allowed anyone to execute SQL 
queries without authentication, posed serious risks to both DeepSeek and its users. 
Although DeepSeek quickly secured the databases, the exposure highlights its weak 
security posture, raising concerns for organizations handling sensitive data. 

Beyond software, DeepSeek optimized data collection and hardware, pushing older 
GPUs to peak efficiency. Though it claims to have built V3 for $6 million, experts 
suggest its true investment was much higher. Meanwhile, its security flaws add to 
broader concerns about its compliance with Chinese government data regulations and 
its ability to protect user information.  

https://www.technologyreview.com/2025/01/31/1110740/how-deepseek-ripped-up-the-ai-playbook-and-why-everyones-going-to-follow-it/
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Why You Should Care - The exposure of backend details could have led to privilege 
escalation and further breaches. Earlier this week, DeepSeek also faced cyberattacks 
that forced it to suspend new user registrations for 24 hours, signaling ongoing security 
challenges. While its AI advancements are reshaping the industry, its security failures 
raise serious questions about trust and reliability. 

 
The Saga Continues, Change Healthcare Data Breach  

UnitedHealth Group now estimates that the Change Healthcare data breach from a 
February 2024 ransomware attack has impacted approximately 190 million individuals, 
nearly doubling its initial estimate of 100 million. The breach, the largest healthcare data 
compromise of the year, was carried out by affiliates of the Alphv/BlackCat ransomware 
group, who exploited compromised credentials to access a remote portal lacking multi-
factor authentication.  

Attackers remained in the system for nine days, exfiltrating sensitive patient data before 
deploying ransomware. Although UnitedHealth paid a $22 million ransom to prevent 
data leaks, the BlackCat group later scammed its affiliate, prompting another 
ransomware gang, RansomHub, to demand additional payment and release stolen files. 
Change Healthcare now projects nearly $2.9 billion in losses, a figure that may rise with 
new revelations.  

The U.S. Department of Health and Human Services' records previously listed over 186 
million affected users, but this latest update pushes the total to over 275 million. Change 
Healthcare stated that the final impact figures will be officially confirmed and reported at 
a later date. 

Why You Should Care – The breach exposes the risk of weak authentication—
attackers accessed a remote portal without multi-factor authentication. Even after 
paying a $22 million ransom, UnitedHealth faced further extortion, showing ransom 
payments offer no guarantees. 

 

Security Reports  

 
Microsoft Edge’s Scareware Blocker 

Microsoft introduced the Scareware Blocker in Edge to combat tech support scams that 
use fake security warnings to trick users into calling fraudulent support lines. Unlike 
Microsoft Defender SmartScreen, which blocks known scams, Scareware Blocker 

https://www.securityweek.com/change-healthcare-data-breach-impact-grows-to-190-million-individuals/
https://blogs.windows.com/msedgedev/2025/01/27/stand-up-to-scareware-with-scareware-blocker/
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detects new scams in real-time using a local machine learning model that compares full-
screen pages to known scam templates.  

If a site is flagged, Edge exits full-screen mode, stops aggressive audio alerts, and 
warns the user, putting them back in control. Users can report scams to improve 
detection and reduce false positives. The feature is now available in preview mode for 
Edge on Windows, allowing users to test and provide feedback to strengthen Microsoft's 
anti-scam defenses. 

 

NOTABLE TTPS TLP:AMBER 

 
Defense Evasion  

• System Information Discovery (T1082) - Adversaries may gather detailed 
system and hardware information, including OS version, patches, and 
architecture, to tailor their attacks. Tools like Systeminfo on Windows, 
systemsetup on macOS, and df -aH for disk details help extract this data. On 
network devices, attackers may use CLI commands like show version for system 
insights. In cloud environments, APIs from AWS, GCP, and Azure can reveal 
virtual machine details, aiding reconnaissance and payload development. 

o Mitigations  
▪ According to MITRE, this type of attack technique cannot be easily 

mitigated with preventive controls since it is based on the abuse of 
system features. 

o Detections  
▪ Command Execution - Track executed commands and arguments 

that seek detailed system and hardware information, such as OS 
version, patches, and architecture. For network devices, review 
AAA logs for commands run by unauthorized or unexpected users. 

▪ OS API Execution - Monitor API calls that attempt to retrieve 
system and hardware details, such as OS version, patches, and 
architecture. Remote access tools may use Windows APIs to 
gather this data, while system management utilities like WMI and 
PowerShell can also be leveraged. In cloud environments, native 
logging can help detect access to APIs and dashboards containing 
system information, though normal administrative activity may 
generate similar logs. 
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▪ Process Creation - Track newly launched processes that attempt 
to gather system and hardware details, including OS version, 
patches, hotfixes, service packs, and architecture. 

Discovery 

• Obfuscated Files or Information (T1027) - Adversaries use encryption, 
encoding, and obfuscation to hide payloads and executable files, making them 
harder to detect. These methods, including compressing or splitting files, are 
employed to bypass defenses and may require user actions like entering 
passwords to execute. Malicious files can be reassembled or revealed only when 
triggered. Command obfuscation also disguises malicious commands, using 
environment variables or platform-specific features to evade detection. 

o Mitigations 
▪ Antivirus/Antimalware - Use antivirus software to automatically 

detect and quarantine suspicious files. On Windows 10+, consider 
enabling the Antimalware Scan Interface (AMSI) to analyze 
commands after they are processed or interpreted. 

▪ Audit - Regularly review common fileless storage locations, such 
as the Registry or WMI repository, to detect potentially abnormal or 
malicious data. 

▪ Behavior Prevention on Endpoint - Enable Attack Surface 
Reduction (ASR) rules on Windows 10+ to prevent the execution of 
potentially obfuscated payloads. 

▪ User Training - Limit access to software deployment systems to 
authorized personnel and ensure only a controlled number of 
ingress points for deploying new software. 

o Detections 
▪ Application Log Content - Monitor application logs for alerts 

triggered by antivirus or other security tools when a malicious tool is 
detected. Treat initial detections as a potential indication of a larger 
intrusion and investigate further for unrecognized activity. 

▪ Command Execution - Track executed commands and arguments 
for signs of obfuscation, such as unusual escape characters or 
variations in argument syntax related to encoding. 

▪ File Creation - Detecting file obfuscation can be challenging unless 
specific artifacts are left behind that can be identified through 
signatures. If obfuscation detection isn't possible, focus on 
identifying the malicious activity that created or modified the 
obfuscated file. 

▪ File Metadata - Monitor file metadata, such as name, content (e.g., 
signatures or headers), user/owner, and permissions, to identify 
potential obfuscation based on specific file attributes. 
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▪ Module Load - Monitor module loads, especially those not included 
in import tables, as they may indicate obfuscated code. Dynamic 
malware analysis can also reveal signs of obfuscation. 

▪ OS API Execution - Analyze calls to functions like 
GetProcAddress(), which may be associated with malicious code 
obfuscation. 

▪ Process Creation - Track new processes that attempt to obfuscate 
or encrypt files to make them harder to discover or analyze, both on 
the system and in transit. 

▪ Script Execution - Monitor executed scripts for signs of 
obfuscation, such as unusual command syntax or 
encoded/unreadable character blobs. 

▪ Windows Registry Key Creation - Watch for the creation of 
Registry keys that may store malicious data, like commands or 
payloads. 
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strategy. Our team takes time to understand your business initiatives and align 
technology solutions to drive the organization forward. Aspire’s outcome-driven 
approach accelerates your journey by combining secure digital infrastructure, world-
class design and implementation expertise, and managed services – all centered 
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