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Exploits Published for TL:DR
CrltICa| FOI’tIWGb Pre_AUth A critical Fortinet FortiWeb vulnerability

RCE Vulnerabil ity (CVE-2025-25257,CVSS 9.8) allows pre-
authentication remote code execution

(RCE) via SQL injection.

Overview Proof-of-concept exploits are publicly

. . . available, increasing the risk of
Fortinet FortiWeb, a widely-used web compromise. Organizations should patch

?‘F_’p"‘?ation firewalll,. has a severe SQL immediately before the vulnerability is
injection vulnerability (CVE-2025-25257, exploited.

CVSS score 9.8) affecting its Fabric

Connector component. Attackers can exploit

this flaw without prior authentication, gaining the ability to execute unauthorized SQL
commands via specially crafted HTTP or HTTPS requests.

Affected Products:
e FortiWeb versions 7.6.0 through 7.6.3
« FortiWeb versions 7.4.0 through 7.4.7
« FortiWeb versions 7.2.0 through 7.2.10
« FortiWeb versions 7.0.0 through 7.0.10

The vulnerability stems from improper sanitization of user input within the
get_fabric_user_by_token() function, specifically through bearer tokens in the
Authorization header. Attackers exploit this by sending manipulated requests to the
/apilfabric/device/status endpoint. Successfully exploiting this flaw allows attackers to
bypass authentication entirely, ultimately escalating the attack to remote code execution
by injecting malicious files into the system.

Security researchers demonstrated how this vulnerability could be leveraged to place
Python-based web shells or reverse shells, leading to complete control over
compromised FortiWeb devices. While no active exploitation has been reported yet,
now that proof-of-concept exploits are public, widespread attacks are probably right
around the corner.
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Aspire Protects

¢ Patch — Immediately upgrade FortiWeb deployments to patched versions:
o Version 7.6.4 or higher
o Version 7.4.8 or higher
o Version 7.2.11 or higher
o Version 7.0.11 or higher
e As atemporary measure, disable the HTTP/HTTPS administrative interfaces.

e See Fortinet’s advisory for patch guidance.

TTPs to Watch

Initial Access
e Exploit Public-Facing Application [T1190] — Attackers may exploit the FortiWeb
vulnerability (CVE-2025-25257) through SQL injection via HTTP headers to
bypass authentication and gain initial foothold.

Execution
e Command and Scripting Interpreter [T1059] — Attackers may leverage SQL
injection to write malicious Python .pth files, triggering code execution on
compromised devices.

Persistence
e Server Software Component [T1505] — Attackers may maintain persistent access
by deploying web shells or reverse shells through exploited FortiWeb instances.

loCs

There are no known |loCs associated with the above vulnerability at this time. Aspire is
actively monitoring and will notify customers if any are found. For more details on how
we can help protect your organization, contact Aspire’s Customer Success Management
team.

Targeted Industries

Organizations in the following sectors commonly using FortiWeb deployments should be
particularly vigilant:

« Financial Services
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https://fortiguard.fortinet.com/psirt/FG-IR-25-151
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Healthcare

Retail & E-commerce

Public Sector & Government
Manufacturing

Education

Legal & Professional Services
Energy & Utilities

Aspire Service Offerings

e Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended
Detection and Response (XDR) technology, a 24x7 security operations
center (SOC), and the expertise of a US-based team of security
professionals to identify and respond to threats across a broader attack
surface.

o Building on the existing capabilities of Managed Detection and Response
(MDR), Aspire Managed XDR integrates and correlates telemetry from
endpoints, network, cloud, email, identity, and more. This advanced
platform creates valuable context enabling end-to-end visibility across all
threat vectors.

o Experienced security analysts and incident responders deliver 24x7 threat
detection, analysis, and investigations — with both automated and human-
led response actions to quickly mitigate cyber attacks.

e Aspire Incident Response

o The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will
ultimately maintain business continuity, protect the company reputation,
and avoid fines, legal fees, and remediation costs.

o Aspire offers incident response services to help you prepare for, manage,
and recover from data breaches and network attacks. An experienced
team uses industry-leading threat intelligence and the most current
security technology to quickly respond to attacks, reduce damage, and
minimize exposure.
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https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/solutions/cyber-security/incident-response/
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Supporting Documentation

PSIRT | FortiGuard Labs
CVE-2025-25257 | Arctic Wolf
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https://fortiguard.fortinet.com/psirt/FG-IR-25-151
https://arcticwolf.com/resources/blog/cve-2025-25257/

