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EXECUTIVE SUMMARY  
 

Phishing activity spikes every year during 
tax season. People expect government 
notifications and account-related updates, 
which lowers suspicion. When an email 
claims a Social Security statement is ready 
or that action is needed to protect benefits, 
many people do not question it. 

Threat actors continue to impersonate the 
Social Security Administration (SSA) 
because it carries authority. The messages 
often look official and free of obvious red 
flags. Some may even reference recent 
activity, such as scheduling an appointment 
or expecting documentation. Others may 
warn about delays or problems with 
benefits to push targets into acting before 
they think. The goal is to get the target to 
click a link or download something 
malicious. 

These scams follow a familiar pattern. They 
rely on timing and trust and show up 
through email, text messages, and phone 
calls. In one Aspire case, a simple action 
led to a malicious download after a 
convincing email. Knowing what legitimate 
SSA communication looks like makes it 
easier to spot the difference before 
something goes wrong. 
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PHISHING AND THE SOCIAL SECURITY ADMINISTRATION  
 

Phishing Emails 

Phishing emails are the most common and effective method used in Social Security-

related scams. These emails are designed to look official, and they often claim that a 

Social Security statement is ready or that a benefit needs review. During tax season, 

these messages blend in even more because people are expecting financial documents 

and government communication. 

Image 1: Example of Phishing Email from the SSA 
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Attackers take advantage of this timing by sending emails with links or attachments that 

appear legitimate. In reality, those links lead to malicious sites or download executable 

files. Once opened, the file can install malware or remote access tools, giving the threat 

actor control of the system. 

These messages often feel well-timed, especially when they arrive after a real 

interaction with the SSA. In most cases, that timing is not based on direct access. 

Attackers send large campaigns during tax season and rely on the fact that many 

people are already expecting communication. 

What these emails can look like: 

• Subject lines such as “Your Social Security Statement is Available” or “Download 
Your Benefit Summary”  

• Sender addresses that look real but do not end in “.gov”  

• Official logos and formatting that mirror government emails  

• Links labeled as “Download Statement” or “View Document”  

• Attachments with names like SSA_Statement.exe or similar variations  

• Messages that create urgency, such as warnings about delays or account issues  

 

SMS (Smishing) 

Text-based scams are becoming more common, especially as people rely more on 

mobile devices. These messages are short and often include a link. The message may 

claim there is an issue with a Social Security account or that action is needed to prevent 

a disruption in benefits. 

Because texts feel more personal and immediate, people are more likely to click without 

thinking. The links in these messages typically lead to fake websites designed to collect 

personal information or trigger a download. 

What texts can look like: 

• Messages stating “SSA Alert: Your account requires immediate verification”  

• Shortened or unfamiliar links that redirect to fake websites  

• Warnings about benefit suspension or account issues  
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• Requests to confirm personal details such as Social Security numbers or banking 
information  

• Messages sent at odd hours to increase urgency and confusion  

 

Voicemail and Phone Calls (Vishing) 

Voice-based scams are more aggressive and rely on fear. These scams often start with 

a phone call or voicemail claiming that the target’s Social Security number is tied to 

criminal activity or is about to be suspended. The caller may claim to be from the Social 

Security Administration or a related agency. 

 

Image 2: Spoofed Number Examples 

 

These calls often use spoofed phone numbers that appear legitimate. The phone 

number may match your area code or location, use an official sounding name, or look 

very similar to a real phone number. The caller may use official language, provide fake 

case numbers, or reference law enforcement involvement. The goal is to push the target 

into giving up sensitive information or making a payment. 
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What the calls and voicemails can sound like: 

• Claims that the target’s Social Security number has been linked to fraud or 
criminal activity  

• Threats of arrest or benefit suspension  

• Instructions to call back immediately or press a number to speak with an agent  

• Requests for personal information to “verify identity”  

• Demands for payment using gift cards, wire transfers, or cryptocurrency 

• Take a listen to this example of what these calls and voicemails can sound like 

 
 

ASPIRE CASE STUDY – BROWSER  
 
Recently, in April 2026, Aspire investigated an incident where someone scheduled a 

Social Security Administration appointment. Soon after, an email 

(jonathan[@]elradwancompany[.]com and noreply[@]perennialluxe[.]com) was received 

that appeared related and used official SSA branding with a link to download a file. 

The email came from external domains that were not affiliated with the Social Security 

Administration. Despite that, the messages looked convincing. The target clicked the 

link provided in the email, which opened up in their Microsoft Edge browser and 

redirected them to a site (online[.]no-reply234[.]net). The domain did not match any 

official government site, but the target clicked another link on the malicious page that 

downloaded a file labeled as an official SSA document. 

The download was really an executable that used J-Wrapper to run the payload. That 

payload is a remote access tool. J-Wrapper is a legitimate software packaging tool, but 

it can be abused to package and run malicious code in a way that appears normal. In 

this case, the file was quickly detected and quarantined by CrowdStrike before 

additional activity could take place. Follow-up analysis confirmed there was no 

persistence, no additional payloads, and no lateral movement. 

 

 

https://consumer.ftc.gov/consumer-alerts/2018/12/what-social-security-scam-sounds
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What the Victim Could Have Done Differently 

The victim’s actions were understandable given the context. They had just interacted 

with the SSA, so the email felt expected. This scenario shows how a normal action can 

turn into a security incident when the timing lines up. There were several points where 

the attack could have been stopped before execution.  

• The target should have looked at the sender email addresses and verified if they 
were sent from the official SSA domain. 

o Most official U.S. government websites use “.gov” domains.  

o U.S. military sites use “.mil.”  

o If a site claims to represent a federal agency and does not use one of 
these domains, it should be treated as suspicious.  

• The target could have taken a closer look at the file. The file type was unusual for 
an SSA document. Official SSA documents are not delivered as executable 
(.exe) files. 

• The target should have verified the link in the email by hovering over it to see if it 
pointed to the official SSA domain.  

• The victim should have ignored the link and gone directly to the official SSA 
website by typing the URL into the browser.  

 
 

RECENT ATTACKS 
 
Phishing Email Incident – April 2025 

In April 2025, security researchers observed a phishing campaign targeting individuals 
and organizations using emails that impersonated the SSA. The emails claimed that a 
Social Security statement was ready for download and directed targets to install a file. 
That file was not a document. It installed ScreenConnect, a remote access tool that 
allowed attackers to take control of the target’s system.  

In some cases, these campaigns were not limited to individuals. Organizations across 
the United States, Canada, and the UK were impacted, with compromised systems 
showing signs of remote access, unauthorized activity, and potential data exposure. 
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Vishing Incident – July 2025 

In 2025, the Federal Trade Commission reported widespread Social Security 

impersonation calls where scammers claimed a target’s Social Security number was 

tied to criminal activity. Callers used spoofed numbers that appeared to be from the SSA 

and pressured people to provide personal information or move money to “protect” their 

accounts. Those who followed these instructions reported financial losses and identity 

theft. 

SMS Incident – April 2025 

In 2025, state cybersecurity officials reported text message campaigns impersonating 

the SSA. The messages claimed that the recipient needed to verify their account and 

included links to fraudulent websites designed to collect personal information. Those 

who interacted with the links risked account compromise and identity theft. 

 

CONCLUSION  
 

Social Security Administration impersonation scams continue to work because they rely 

on timing and human behavior. Whether it is an email, text, or phone call, the goal is to 

get people to act before they think. The Aspire case shows how quickly that can 

happen, even in a controlled environment. Awareness is the only real advantage here. 

Once people know what to look for, these attacks become much easier to stop. 

 

RECOMMENDATIONS  
 
Organizations should focus on user awareness and verification habits. Employees 

should be trained to question communication from government entities, especially 

during vulnerable periods like tax season.  

The official Social Security Administration website is https://www.ssa.gov, and it includes 

a “Here’s how you know” section at the top of the landing page to help people confirm 

https://www.ssa.gov/
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they are on a legitimate government site. Suspicious activity should be reported through 

official channels such as https://oig.ssa.gov/report and https://reportfraud.ftc.gov. 

 
Image 3: Official SSA Site – SSA.gov 

 

 
 
 
Once you click on the drop down, you are shown that a .gov website belongs to an 
official government organization in the United States. You are also shown what makes 
an official .gov website secure. Take a look below.  
 
 

Image 4: Drop Down 
 

 
 

Best practices: 

• If you are not expecting an email from a government organization, then do not 
click on any links in the email. 

• Always verify sender domains and URLs by hovering over links. Does the link 
look off? 

• Navigate directly to official websites instead of using links that are in emails or 
text messages. 

o If you are not sure of the correct URL, search for it. This applies to the 
SSA and any official website. When reviewing results, look for the “Ad” 
label next to the listing. Ads often appear at the top. Do not click them 
without checking. Instead, look at the actual domain and confirm it 

https://oig.ssa.gov/report
https://reportfraud.ftc.gov/
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matches the organization, such as ssa.gov. You can also hover over the 
result or check the link preview to see where it leads before clicking. 

• Do not download unexpected attachments in emails or text messages. 

• Be cautious of urgent or threatening language. The government does not give 
advance notice of arrest through a phone call, text, or email.   

 
How the Social Security Administration (SSA) communicates: 
 

• Mail (primary method) 

• Phone calls (limited situations) – they may call if:  
o You recently applied for benefits 
o You requested a call back 
o There is an ongoing case you’re already aware of 

• Email (very limited use) – only if you:  
o Signed up for notifications 
o Created or already have a “my Social Security” account 

▪ Even then, emails are informational, not requests for sensitive data 

• Online portal (my Social Security account) 
o Official documents and account info are accessed here 
o Users must log in themselves (SSA does not send files to download) 

• In-person appointments 
o Scheduled through official channels 
o Communication about these is usually confirmed by mail or known contact 

info 
 
 
 

MITRE MAP  
Note: These are original TTPs observed by Aspire’s SOC and tied to the case study. 

 

Initial Access T1566.002 – Phishing: Spearphishing Link 

Execution T1204.002 – User Execution: Malicious File 

Command and Control T1071 – Application Layer Protocol.  
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ASPIRE PROTECTS  
 

• Aspire Managed XDR (MXDR)  
o Aspire Managed XDR (MXDR) combines next-generation eXtended 

Detection and Response (XDR) technology, a 24x7 security operations 
center (SOC), and the expertise of a US-based team of security 
professionals to identify and respond to threats across a broader attack 
surface. 

o Building on the existing capabilities of Managed Detection and Response 
(MDR), Aspire Managed XDR integrates and correlates telemetry from 
endpoints, network, cloud, email, identity, and more. This advanced 
platform creates valuable context enabling end-to-end visibility across all 
threat vectors. Experienced security analysts and incident responders 
deliver 24x7 threat detection, analysis, and investigations – with both 
automated and human-led response actions to quickly mitigate 
cyberattacks. 

• Aspire Managed Detection and Response (MDR) 
o Accelerate the maturity of your security operations and reduce risk with 

faster threat detection and response capabilities. Aspire MDR delivers 
around-the-clock protection across cloud, network, and endpoints in one 
integrated solution. 

o Our team of experts act as an extension of your IT operations to quickly 
identify and mitigate security threats before they impact your business. 

• Aspire Incident Response  
o The ability to respond effectively to data breaches is critical to every 

organization. When attacks occur, IT leaders need a process that will 
ultimately maintain business continuity, protect the company reputation, 
and avoid fines, legal fees, and remediation costs. 

o Aspire offers incident response services to help you prepare for, manage, 
and recover from data breaches and network attacks. An experienced 
team uses industry-leading threat intelligence and the most current 
security technology to quickly respond to attacks, reduce damage, and 
minimize exposure. 
 
 
 
 
 

https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/managed-services/aspire-managed-detection-response-mdr/
https://www.aspiretransforms.com/solutions/cyber-security/incident-response/
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INDICATORS OF COMPROMISE (IOCS) 
Note: These are original IOCs observed by Aspire’s SOC and tied to the case study. 

Email Addresses (Phishing Senders) 

• jonathan[@]elradwancompany[.]com  
• noreply[@]perennialluxe[.]com  

Domains 

• online[.]no-reply234[.]net (site the victim visited) 

File Name 

• SSA_Statement_1771342360507_9854[.]exe 
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APPENDIX II: DISCLAIMER 
 
This document and its contents are not intended to serve as legal advice and should not 
be used as a substitute for it. The results of a Security Risk Assessment are intended to 
guide the implementation of diligent measures to reduce the risk of potential 
vulnerabilities being exploited to compromise data. 

While the Services and this report may offer information that the Client can use to 
support its compliance efforts, the responsibility for evaluating and fulfilling compliance 
obligations rests solely with the Client, not Aspire. This report does not guarantee or 
assure the Client's compliance with any law, regulation, or standard. 
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