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Multiple High-Severity Vulnerabilities in Cisco I10S XR
Software

Overview

Cisco has disclosed multiple high-severity vulnerabilities affecting I0S XR software,
which could allow attackers to escalate privileges, cause denial-of-service (DoS)
conditions, or bypass security mechanisms.

Vulnerability Breakdown
CVE-2025-20138 (CVSS 8.8) — A flaw in the command-line interface (CLI) allows

authenticated local users to execute arbitrary commands as the root user, potentially
compromising system integrity.

CVE-2025-20209 (CVSS 7.5) — A vulnerability in the Internet Key Exchange version 2
(IKEv2) function could enable an unauthenticated, remote attacker to cause a denial-of-
service condition by sending crafted IKEv2 packets.

CVE-2025-20142 (CVSS 8.6) — A flaw in the IPv4 access control list (ACL) and quality
of service (QoS) policy features could allow an unauthenticated, remote attacker to
cause a denial-of-service condition by sending crafted IPv4 packets.

CVE-2025-20146 (CVSS 8.6) — A vulnerability in the Layer 3 multicast subsystem could
allow an unauthenticated, remote attacker to cause a denial-of-service condition by
sending crafted multicast packets.

CVE-2025-20177 (CVSS 6.7) — A flaw in the boot process allows an authenticated, local
attacker to bypass Cisco I0S XR image verification checks, potentially leading to the
loading of unauthorized software images.

CVE-2025-20143 (CVSS 6.7) — A vulnerability in the secure boot process could allow an
authenticated, local attacker with high privileges to bypass the secure boot process,
allowing the loading of unsigned software images.

Aspire Technology Partners
(732) 847-9600
www.aspiretransforms.com



https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-priv-esc-GFQjxvOF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xrike-9wYGpRGq
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ipv4uni-LfM3cfBu
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-multicast-ERMrSvq7
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-xr-verii-bypass-HhPwQRvx
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sb-lkm-zNErZjbZ
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Affected Products
These vulnerabilities impact Cisco I0S XR Software running on:

e ASR 9000 Series
e NCS 540 and NCS 560 Series
e Other platforms utilizing IOS XR software

These vulnerabilities impact key networking infrastructure, including ASR and NCS
series routers. If these vulnerabilities are exploited, attackers could take over devices,
shut down networks, or install unauthorized software. They could also steal data, move
deeper into networks, or cause widespread outages. Some flaws make it easier for
attackers to hide, making it harder to detect and fix the problem.

Aspire Protects

e Patch — Cisco has released fixes. Update affected devices now. Click on the
links for each vulnerability above to find patch guidance.
e Limit who can reach these devices, especially from outside the network.

TTPs to Watch
Initial Access

e Exploit Public-Facing Application [T1190] — Attackers may target exposed Cisco
devices to gain a foothold.

Privilege Escalation

e Abuse Elevation Control Mechanism [T1548.002] — Exploiting misconfigurations
to gain elevated access.

Impact

e Network Denial of Service [T1498] — Attackers may flood network resources,
disrupting availability.

loCs

There are no other known loCs associated with the above vulnerabilities at this time.
Aspire is actively monitoring and will notify customers if any are found. For more details
on how we can help protect your organization, contact Aspire’s Customer Success
Management team.
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Targeted Industries

The vulnerability may impact the following industries/sectors:
e Finance
e Ecommerce
e Healthcare

e Government

e Manufacturing
e Retall

e Energy

e FEducation

e Telecommunications
e And others

Aspire Service Offerings

e Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended
Detection and Response (XDR) technology, a 24x7 security operations
center (SOC), and the expertise of a US-based team of security
professionals to identify and respond to threats across a broader attack
surface.

o Building on the existing capabilities of Managed Detection and Response
(MDR), Aspire Managed XDR integrates and correlates telemetry from
endpoints, network, cloud, email, identity, and more. This advanced
platform creates valuable context enabling end-to-end visibility across all
threat vectors.

o Experienced security analysts and incident responders deliver 24x7 threat
detection, analysis, and investigations — with both automated and human-
led response actions to quickly mitigate cyber attacks.

e Aspire Incident Response

o The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will
ultimately maintain business continuity, protect the company reputation,
and avoid fines, legal fees, and remediation costs.

o Aspire offers incident response services to help you prepare for, manage,
and recover from data breaches and network attacks. An experienced
team uses industry-leading threat intelligence and the most current
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https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/solutions/cyber-security/incident-response/
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security technology to quickly respond to attacks, reduce damage, and
minimize exposure.

Supporting Documentation

Cisco 10S XR Software Internet Key Exchange Version 2 Denial of Service Vulnerability
Cisco 10S XR Software Release 7.9.2 Denial of Service Vulnerability

Cisco 10S XR Software Secure Boot Bypass Vulnerability

Cisco 10S XR Software for ASR 9000 Series Routers Layer 3 Multicast Denial of
Service Vulnerability

Cisco 10S XR Software for ASR 9000 Series Routers IPv4 Unicast Packets Denial of
Service Vulnerability

Cisco 10S XR Software CLI Privilege Escalation Vulnerability

Cisco 10S XR Software Image Verification Bypass Vulnerability
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xrike-9wYGpRGq
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-xr792-bWfVDPY
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sb-lkm-zNErZjbZ
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-multicast-ERMrSvq7
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-multicast-ERMrSvq7
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ipv4uni-LfM3cfBu
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ipv4uni-LfM3cfBu
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxr-priv-esc-GFQjxvOF
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ios-xr-verii-bypass-HhPwQRvx

