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 CISA Confirms 
Active Exploitation of 
SolarWinds Web Help 

Desk RCE 
 

Overview 

The Cybersecurity and Infrastructure Security Agency (CISA) added CVE-2025-40551 
(CVSS 9.8) to its Known Exploited Vulnerabilities catalog after confirming abuse against 
SolarWinds Web Help Desk deployments. The vulnerability is caused by unsafe 
deserialization of untrusted data and allows an unauthenticated attacker to execute 
commands directly on the underlying server. 

Affected Products 

• SolarWinds Web Help Desk – versions prior to 2026.1 

SolarWinds addressed the issue with the release of Web Help Desk 2026.1. Despite the 
patch being available, exploitation was confirmed quickly enough that CISA ordered 
federal agencies to patch affected systems within three days. While that directive 
applies only to federal agencies, CISA also advised private-sector organizations to 
patch as well. 

Web Help Desk has a documented history of being targeted once vulnerabilities are 
disclosed, and attackers have repeatedly moved fast when similar issues surfaced in 
the past. The vulnerability does not require authentication. If Web Help Desk is 
exposed, an attacker can gain direct control of the server and use it as a foothold inside 
the network. If Web Help Desk is internet-facing and unpatched, this should be treated 
as active risk. Aspire recommends following CISA guidance and patching immediately. 

 

Aspire Protects  

• Patch - Upgrade SolarWinds Web Help Desk to version 2026.1 immediately. See 
the SolarWinds advisory for patch guidance. 

• Assume exposure for any internet-facing Web Help Desk instance until patched 

• Review server logs and process execution history for suspicious activity 

• Restrict external access to Web Help Desk where possible 

TL;DR 
  
CISA confirmed active exploitation of CVE-
2025-40551 affecting SolarWinds Web Help 
Desk. The vulnerability allows unauthenticated 
remote code execution, and federal agencies 
were given three days to patch. Private-sector 
organizations should also update immediately. 

https://documentation.solarwinds.com/en/success_center/whd/content/release_notes/whd_2026-1_release_notes.htm#link6:~:text=CVE%2D2025%2D40551
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• Monitor for signs of post-exploitation such as new admin users or unexpected 
services 

TTPs to Watch  

Initial Access 

• Exploit Public-Facing Application [T1190] – The attacker may have exploited an 
exposed Web Help Desk service 

Execution 

• Command and Scripting Interpreter [T1059] – Remote commands may have 
been executed on the host after exploitation 

Privilege Escalation 

• Exploitation for Privilege Escalation [T1068] – Full system control may have been 
achieved following successful RCE 

IoCs 

There are no known IoCs at this time. Aspire is actively monitoring and will notify 
customers if any are found. For more details on how we can help protect your 
organization, contact Aspire’s Customer Success Management team. 
 
Targeted Industries 

The SolarWinds Web Help Desk vulnerability threatens organizations using the platform 

for IT service management, including: 

• Finance 

• Government 

• Education  

• Energy 

• Healthcare 

• Retail  

• Technology  

• Manufacturing 
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Aspire’s Service Offerings  

• Aspire Managed XDR (MXDR)  

o Aspire Managed XDR (MXDR) combines next-generation eXtended 
Detection and Response (XDR) technology, a 24x7 security operations 
center (SOC), and the expertise of a US-based team of security 
professionals to identify and respond to threats across a broader attack 
surface. 
 

o Building on the existing capabilities of Managed Detection and Response 
(MDR), Aspire Managed XDR integrates and correlates telemetry from 
endpoints, network, cloud, email, identity, and more. This advanced 
platform creates valuable context enabling end-to-end visibility across all 
threat vectors.  
 

o Experienced security analysts and incident responders deliver 24x7 threat 

detection, analysis, and investigations – with both automated and human-

led response actions to quickly mitigate cyber attacks. 

• Aspire Incident Response  
o The ability to respond effectively to data breaches is critical to every 

organization. When attacks occur, IT leaders need a process that will 
ultimately maintain business continuity, protect the company reputation, and 
avoid fines, legal fees, and remediation costs. 
 

o Aspire offers incident response services to help you prepare for, manage, 
and recover from data breaches and network attacks. An experienced team 
uses industry-leading threat intelligence and the most current security 
technology to quickly respond to attacks, reduce damage, and minimize 
exposure. 

 

Supporting Documentation  

NVD - CVE-2025-40551 
CVE Record: CVE-2025-40551 
CVE-2025-40551: SolarWinds WHD RCE | Horizon3.ai 
WHD 2026.1 release notes 
 

https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/solutions/cyber-security/incident-response/
https://nvd.nist.gov/vuln/detail/CVE-2025-40551
https://www.cve.org/CVERecord?id=CVE-2025-40551
https://horizon3.ai/attack-research/cve-2025-40551-another-solarwinds-web-help-desk-deserialization-issue/
https://documentation.solarwinds.com/en/success_center/whd/content/release_notes/whd_2026-1_release_notes.htm#link6:~:text=CVE%2D2025%2D40551

