
 

 

 
TIR-20241008 - An In Depth Look at North 

Korean Threat Actor Citrine Sleet  
10/8/2024 

 

 
Prepared for: 

 
Aspire Technology Partners 

25 James Way 
Eatontown, NJ 07724 

 

NOTICE:  

This document is marked TLP: CLEAR, allowing recipients to share this information globally 
without any disclosure limitations. 

This report is governed by the terms outlined in the Master Services Agreement (MSA) or any 
other master agreement between Aspire Technology Partners and the client receiving this 
report, along with the Statement of Work (SOW) or Order detailing the services that led to its 
creation. 

COPYRIGHT: Copyright © Aspire Technology Partners. All rights reserved. 

 
 
 
 
 
 
Contributor(s) 
 
Portia S. Cole 
CTI Threat Researcher 
Aspire Technology Partners 
pcole@aspiretransforms.com 
 
 
 



 

 
 

Table of Contents 
 
Executive Summary ............................................................................................ 3 

Citrine Sleet ........................................................................................................ 4 

Other North Korean Threat Actors and the FBI.................................................... 6 

Conclusion .......................................................................................................... 8 

Aspire’s Recommendations ................................................................................. 8 

Aspire Protects ................................................................................................... 9 

Indicators of Compromise (IoCs) ....................................................................... 10 

Supporting Documentation ............................................................................... 12 

Appendix II: Disclaimer ..................................................................................... 13 

 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

Executive Summary  
 
In September 2024, the FBI issued a security advisory warning organizations about North 
Korean cybercriminals targeting the cryptocurrency industry. These threat actors use 
sophisticated social engineering tactics to compromise employees in decentralized finance 
(DeFi), cryptocurrency, and related sectors, with the goal of deploying malware and stealing 
digital assets. The attacks are difficult to detect and extremely deceptive. 
 
Just two weeks before the FBI's report, researchers discovered that a threat actor known as 
Citrine Sleet (DEV-0139) was exploiting a zero-day vulnerability in Chromium, tracked as CVE-
2024-7971, to achieve remote code execution (RCE). Citrine Sleet was leveraging this 
vulnerability to target the cryptocurrency sector for financial gain. Let's examine Citrine Sleet in 
more detail and explore how organizations can defend themselves against this type of threat 
actor. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

TIR Snapshot  
 

• In April 2022, Microsoft reported on Citrine Sleet (DEV-0139) using Telegram chat groups to target 
cryptocurrency firms. The group infiltrated VIP channels, identifying victims among members. 

• Citrine Sleet gained trust and sent victims a malicious Excel file, "OKX Binance & Huobi VIP fee 
comparision.xls," which triggered malicious actions when opened. 

• In August 2024, Microsoft observed Citrine Sleet exploiting a Chromium vulnerability (CVE-2024-7971). 

• In September 2024, Aspire's CTI Team issued an Emergency Flash Notice on that same vulnerability, CVE-
2024-7971 - a zero-day in Chrome's V8 engine allowing remote code execution. 

• Microsoft noted similarities between Citrine Sleet and Diamond Sleet, possibly sharing the FudModule 
malware. 

• Citrine Sleet is not the only North Korean Threat Actor to watch. Konni, linked to Kimsuky, has increased 
cyber espionage against South Korea and Russia in 2024. 

• In April 2024, a Lazarus Group campaign used fake job lures to spread Kaolin RAT, targeting Asia. 

• Citrine Sleet and other North Korean threat actors are targeting cryptocurrency for financial gain, likely 
funding North Korea's military. 

• These incidents highlight the persistent and evolving threat of North Korean threat actors targeting both 
financial and geopolitical interests. 

https://aspiretech.service-now.com/csm?sys_kb_id=a3452be0c3341ad0c8c7b9a4e40131c0&id=kb_article_view&sysparm_rank=1&sysparm_tsqueryId=2b30e0a5870d1610d35e311e0ebb3531
https://aspiretech.service-now.com/csm?sys_kb_id=a3452be0c3341ad0c8c7b9a4e40131c0&id=kb_article_view&sysparm_rank=1&sysparm_tsqueryId=2b30e0a5870d1610d35e311e0ebb3531


 

 

Citrine Sleet 
 
2022 
 
In April 2022, Microsoft published an in-depth report on a campaign by Citrine Sleet (DEV-
0139), which exploited Telegram chat groups to target cryptocurrency investment firms. The 
North Korean group infiltrated Telegram channels used for communication between VIP clients 
and cryptocurrency exchange platforms, identifying potential victims from the members.  
 
Pretending to be representatives of another investment company, Citrine Sleet invited the 
target to a separate chat in October 2022, asking for feedback on cryptocurrency exchange fee 
structures. The threat actors had extensive knowledge of the industry, and they were 
thoroughly aware of the challenges faced by these companies. 
 
After earning the target’s trust, Citrine Sleet sent the victims a malicious Excel file titled "OKX 
Binance & Huobi VIP fee comparision.xls." The file contained seemingly accurate data on fee 
structures to increase the attacker’s credibility. However, once opened, the Excel file triggered 
a series of malicious actions: 

• A macro within the file used VBA UserForm to obfuscate code and retrieve hidden 
data. 

• The macro then extracted and ran another Excel file embedded within the original, 
executing it invisibly. This file, encoded in base64, was saved as "VSDB688.tmp" in 
the C:\ProgramData\Microsoft Media\ directory. 

• The "VSDB688.tmp" file downloaded a PNG image that contained three embedded 
files: a legitimate Windows file ("logagent.exe"), a malicious version of the 
"wsock32.dll" file, and an XOR-encoded backdoor. 

• "Logagent.exe" was used to sideload the malicious "wsock32.dll," which acted as a 
proxy to the legitimate DLL. The malicious DLL then decrypted and loaded the XOR-
encoded backdoor, allowing the attackers to gain remote access to the 
compromised system. 

 
Further investigation using telemetry data uncovered another related file using the same DLL 
proxy technique. In this case, instead of a weaponized Excel file, the malicious content was 
delivered in an MSI package for a "CryptoDashboardV2" application, dating back to June 2022. 
This suggests that Citrine Sleet may have been conducting other campaigns using similar 
techniques. 
 
2024 
 
In August 2024, Microsoft observed a North Korean threat actor exploiting a previously 
unknown vulnerability in the Chromium browser (CVE-2024-7971). The group behind the attack  
was identified as Citrine Sleet. Interestingly, the FudModule rootkit used in the attack had also 
been linked to another North Korean group, Diamond Sleet. Microsoft had earlier detected  



 

 
similarities in infrastructure and tools between Citrine Sleet and Diamond Sleet, suggesting that 
these groups may be sharing the FudModule malware in their operations. 
 
In September 2024, Aspire’s Cyber Threat Intelligence (CTI) Team issued an Emergency Flash 
Notice about CVE-2024-7971. This zero-day vulnerability stems from a type confusion error in 
the V8 engine, which is a key component of Chrome's JavaScript and WebAssembly processing. 
CVE-2024-7971 can cause out-of-bounds memory access, potentially leading to heap 
corruption. The vulnerability could allow attackers to remotely execute arbitrary code by using 
specially crafted HTML content. 
 
TTPs 
 
Let’s take a look at Citrine Sleet’s TTPs: 

• Initial Access 
o Social Engineering (T1566) – Citrine Sleet likely used social engineering to lure 

targets into visiting a compromised domain (voyagorclub[.]space). 
o Drive-by Compromise (T1189) – The exploit was served once the victim 

connected to the attacker-controlled domain. 
• Exploitation 

o Exploit Public-Facing Application (T1190) – A zero-day vulnerability in Chromium 
(CVE-2024-7971) was exploited to achieve remote code execution (RCE) within 
the Chromium sandbox. 

o Sandbox Escape (T1200) – After achieving code execution, Citrine Sleet used a 
Windows kernel vulnerability (CVE-2024-38106) to escape the Chromium 
sandbox and elevate privileges. 

• Execution 
o User Execution (T1204) – Shellcode was executed in the sandboxed Chromium 

renderer process, followed by the loading of the FudModule rootkit into 
memory. 

• Persistence 
o Boot or Logon Autostart Execution (T1547) – The FudModule rootkit provided 

kernel-level persistence by evading detection mechanisms and manipulating 
Windows kernel security features. 

• Privilege Escalation 
o Exploitation of Vulnerability (T1068) – The actors exploited the CVE-2024-38106 

Windows kernel vulnerability for privilege escalation, allowing for kernel access. 
o Direct Kernel Object Manipulation (DKOM) (T1014) – The FudModule rootkit 

used DKOM techniques to tamper with kernel security mechanisms. 
• Defense Evasion 

o Obfuscated Files or Information (T1027) – FudModule rootkit remained hidden 
from detection by utilizing advanced evasion techniques, including kernel 
tampering. 

o Bring Your Own Vulnerable Driver (BYOVD) (T1068) – Citrine Sleet exploited 
vulnerable drivers to gain admin-to-kernel access, enabling further evasion. 



 

 

• Command and Control 
o Encrypted Channel (T1573) – FudModule’s updated variant used the Kaolin RAT, 

which established a secure AES-encrypted connection with the command-and-
control (C2) server. 

o Remote Access Tools (RAT) (T1219) – Kaolin RAT was used to perform tasks such 
as file manipulation and process management on the infected system. 

• Lateral Movement 
o Ingress Tool Transfer (T1105) – The attack chain involved downloading additional 

malware, such as malicious loaders, and transferring them into the victim’s 
system. 

These techniques demonstrate Citrine Sleet's sophisticated use of zero-day vulnerabilities, 
rootkits, and social engineering, along with their ability to escalate privileges, evade defenses, 
and maintain persistence in targeted systems. 

 

Other North Korean Threat Actors and the FBI 
 
Konni 
 
Citrine Sleet is not the only North Korean threat actor to watch. This year, the threat actor 
Konni, closely associated with the North Korean state-sponsored group Kimsuky, has ramped 
up its cyber espionage activities against South Korea and Russia. Since at least 2021, Konni has 
focused on targeting several high-profile entities, including the Russian Ministry of Foreign 
Affairs, the Russian Embassy in Indonesia, and various South Korean businesses, such as a tax 
law firm.  
 
In January 2022, Konni attempted to infiltrate Russian embassy diplomats by sending New Year 
greeting emails containing malware. The group's activities date back to 2014, and they continue 
to leverage phishing emails with lures like taxes and scholarships to compromise their victims' 
systems. 
 
Konni's attacks on Russia and South Korea follow a similar pattern. In both regions, phishing 
emails are used as the initial access point, deploying a custom remote access trojan (RAT) that 
gives attackers full control of the compromised systems. Once inside, the infected devices 
connect to command-and-control (C2) servers controlled by the hackers.  
 
The process involves malicious modules being installed via executable files, and internal 
commands used to maintain persistence and access. These TTPs are consistent across their 
campaigns, allowing the group to carry out long-term espionage operations with minimal 
detection. 
 
 



 

 
 
 
Kimsuky 
 
In July 2022, researchers discovered that Kimsuky, also known as Black Banshee or Thallium, 
had developed a malicious browser extension called SHARPEXT for Google Chrome and 
Microsoft Edge. This tool allowed the group to steal data from active email sessions and modify 
browser settings.  
 
Primarily targeting individuals in Europe, the U.S., and South Korea, Kimsuky's malware evaded 
detection due to its small size and stealthy operation. By August 2022, Kaspersky noted that 
Kimsuky had advanced its methods, filtering out invalid download requests to prevent 
researchers from obtaining their payloads. The group also leveraged the KONNI RAT to carry 
out surveillance and exfiltration activities on targeted systems. The threat actor has continued 
these activities into 2024.  
 
Lazarus 
 
In April 2024, researchers discovered a new Lazarus Group campaign using fake job lures to 
distribute Kaolin RAT. This operation, which targeted individuals in Asia during summer 2023, 
tricked victims into downloading malicious files disguised as legitimate applications. Kaolin RAT 
connected to a C2 server to execute commands, upload files, and modify timestamps, helping 
attackers maintain persistence. Additionally, it acted as a delivery mechanism for further 
malware, including the FudModule rootkit. 
 
The FudModule rootkit, which exploited a patched Windows vulnerability (CVE-2024-21338), 
provided attackers with kernel-level access to disable security mechanisms. Lazarus Group’s 
multi-stage infection chain and complex techniques help them evade detection. Their 
investment in creating such a sophisticated attack chain, coupled with their ability to bypass 
security products, continues to present serious challenges for cybersecurity professionals. 
 
FBI Warning 
 
In September 2024, the FBI issued a warning to organizations about an increase in North 
Korean social engineering activities targeting the cryptocurrency sector. The Democratic 
People’s Republic of Korea (DPRK) has been conducting well-disguised and highly targeted 
social engineering campaigns aimed at employees in decentralized finance (DeFi), 
cryptocurrency, and similar industries, with the goal of deploying malware and stealing digital 
assets. 
 
North Korea’s social engineering campaigns are intricate and well-crafted, often targeting 
individuals with advanced technical knowledge. Due to the persistent nature of these attacks, 
even well-defended organizations can fall victim to North Korean attempts to breach systems 
connected to cryptocurrency assets. 
 



 

 
 
In the months leading up to the FBI’s alert, North Korean hackers conducted extensive research 
on potential targets within the cryptocurrency exchange-traded fund (ETF) space. This pre-
attack reconnaissance means that they may attempt future attacks against companies involved 
with cryptocurrency ETFs or similar financial services. 
 

Conclusion  
 
You may be asking yourself, why would a nation-state threat actor like Citrine Sleet target the 
cryptocurrency industry if the nation-state's cybercriminals are typically known for espionage? 
The answer is simple. While the threat actor's primary goal appears to be financial gain, these 
funds are likely being used to support North Korea's military regime.  
 
The U.S. government has determined that North Korean groups like Citrine Sleet are expected 
to continue exploiting vulnerabilities in cryptocurrency firms, gaming companies, and 
exchanges to generate and launder funds for the regime. One of the organizations affected by 
the CVE-2024-7971 exploit had also been a previous target of the North Korean threat actor 
Sapphire Sleet. 
 
Citrine Sleet is also known by other security firms under various names, including AppleJeus, 
Labyrinth Chollima, UNC4736, and Hidden Cobra, and has been linked to Bureau 121, a division 
of North Korea’s Reconnaissance General Bureau. 
 
 

Aspire’s Recommendations 
 

• Implement Browser Isolation and Regular Patch Management - Since North Korean 
threat actors like Citrine Sleet exploit browser vulnerabilities (CVE-2024-7971), 
organizations should adopt browser isolation techniques and ensure that web browsers 
and their underlying engines (Chromium) are kept up to date. Regularly patching 
software is also important. 
 

• Deploy Sandboxing and Memory Protection Solutions - Threat actors like Citrine Sleet 
use advanced techniques like sandbox escapes and rootkits (FudModule). Sandboxing 
solutions that isolate web-based activities and prevent malicious code from accessing 
the underlying operating system should be prioritized. Memory protection solutions can 
also help prevent kernel-level exploits. 
 

• Harden Email Security and Employ Phishing Detection Tools - Given that Kimsuky and 
other North Korean actors rely heavily on phishing emails to gain initial access, 
organizations should implement robust email security solutions to detect phishing  
 



 

 
 

• attempts. Anti-phishing technologies, domain-based message authentication (DMARC), 
and email filtering should be in place to block suspicious or malicious emails. 
 

• Segment Networks and Monitor C2 Communication - North Korean threat groups often 
use multi-stage attack chains and C2 communication (e.g., for Kaolin RAT and 
FudModule deployment). Network segmentation can limit lateral movement if a breach 
occurs, and organizations should actively monitor outbound traffic for signs of C2 
activity. Behavioral monitoring tools that flag unusual communications, such as 
steganography or Base64-encoded data transmissions, can help identify compromises. 

 

• Apply Zero Trust Access Controls -  Implementing a Zero Trust architecture ensures that 
even if attackers compromise a system, they have limited access to critical 
infrastructure and data. Authenticate every user and device attempting access to your 
network and ensure least-privilege access policies to minimize damage from malware 
like KONNI RAT or Kaolin RAT. 

 

• Adopt Advanced Endpoint Detection and Response (EDR) - North Korean groups like 
Kimsuky and Citrine Sleet use advanced malware that can evade detection, such as the 
SHARPEXT browser extension. Advanced EDR solutions that detect suspicious behavior 
in real-time (process injection, system tampering) should be deployed to identify such 
threats early. 
 

• Educate Employees on Social Engineering Tactics - North Korean actors frequently use 
social engineering to lure victims (fake job lures from Lazarus Group or spear-phishing). 
Regular security awareness training for employees, especially those in targeted sectors 
like government, finance, and cryptocurrency, can help reduce the likelihood of phishing 
attacks succeeding. 

 
 
 

Aspire Protects  
 

▪ Aspire Managed XDR (MXDR)  
o Aspire Managed XDR (MXDR) combines next-generation eXtended Detection and 

Response (XDR) technology, a 24x7 security operations center (SOC), and the 
expertise of a US-based team of security professionals to identify and respond to 
threats across a broader attack surface. 

o Building on the existing capabilities of Managed Detection and Response (MDR), 
Aspire Managed XDR integrates and correlates telemetry from endpoints, 
network, cloud, email, identity, and more. This advanced platform creates 
valuable context enabling end-to-end visibility across all threat vectors. 
Experienced security analysts and incident responders deliver 24x7 threat  

https://www.aspiretransforms.com/aspire-managed-xdr/


 

 
o detection, analysis, and investigations – with both automated and human-led 

response actions to quickly mitigate cyberattacks. 
 

▪ Aspire Managed Detection and Response (MDR) 
o Accelerate the maturity of your security operations and reduce risk with faster 

threat detection and response capabilities. Aspire MDR delivers around-the-clock 
protection across cloud, network, and endpoints in one integrated solution. 

o Our team of experts act as an extension of your IT operations to quickly identify 
and mitigate security threats before they impact your business. 

 
▪ Aspire Incident Response  

o The ability to respond effectively to data breaches is critical to every 
organization. When attacks occur, IT leaders need a process that will ultimately 
maintain business continuity, protect the company reputation, and avoid fines, 
legal fees, and remediation costs. 

o Aspire offers incident response services to help you prepare for, manage, and 
recover from data breaches and network attacks. An experienced team uses 
industry-leading threat intelligence and the most current security technology to 
quickly respond to attacks, reduce damage, and minimize exposure. 

 
 
 
 

Indicators of Compromise (IoCs) 
 
Domains 

• Afromajority[.]com 

• al-sarira[.]com 

• almorasiloun[.]om 

• click-news[.]net 

• critiquepolitique[.]com 

• evenpolitics[.]com 

• francepresse24[.]com 

• heraldalba[.]com 

• israelboycottvoice[.]com 

• ksanews24[.]com 

• lalinearoja[.]net 

• muscat[.]press 

• niothinker[.]com 

• notourwar[.]com 

• peopleofpersia[.]com 

• savannahtime[.]com 

• teorator[.]com 

https://www.aspiretransforms.com/managed-services/aspire-managed-detection-response-mdr/
https://www.aspiretransforms.com/solutions/cyber-security/incident-response/


 

 

• thebritishtribune[.]com 

• westlandsun[.]com 
MD5 

• 6c68753503b79998ee29f52ce0f08e72 

• a77d3a4446ae106ccc6c251611231cbc 

• bdd548819f74096d2de4a468f987b1f3 

• dc017b3ace102dbeab7225d4f7f79115 

• ddacd8bc05515fb92abaf2a9ebec76ce 
SHA256 

• 01b610e8ffcb8fd85f2d682b8a364cad2033c8104014df83988bc3ddfac8e6ec 

• 03ab1588acaabdb509e9db7cfe1e60522bc8baa13bbd35160b4bde7d1b6402ef 

• 056c0628be2435f2b2031b3287726eac38c94d1e7f7aa986969baa09468043b1 

• 062ce400f522f90909ed5c4783c5e9c60b63c09272e2ddde3d13e748a528fa88 

• 0b452f7051a74a1d4a544c0004b121635c15f80122dc6be54db660ceb2264d6f 

• 0ec48b297dd1b0d6c3ddd15ab63f405191d7a849049feedfa7e44096c6f9d42a 

• 20fc3cf1afcad9e6f19e9abebfc9daf374909801d874c3d276b913f12d6230ec 

• 2317d3e14ab214f06ae38a729524646971e21b398eda15cc9deb8b00b231abc3 

• 2417da3adebd446b9fcb8b896adb14ea495a4d923e3655e5033f78d8e648fcc8 

• 26460aa2df29f766cb5712ebca44cb3365ebfdb5cae0b2ec36ef1e3568911d6a 

• 27873e3d4ec3a0e7d66bee8bda4d65cc8fcefbdca2c8d5c049372a63ff0bc2ed 

• 37f56127226ce96af501c8d805e76156ca6b87da1ba1bb5d227100912f6c52d9 

• 3f5b623222c755d59052fab9e096c9d2b9a47d06b3a5de62fb9a66750af4efc4 

• 4a08eb0eb1f4ebb54bceabbebcb7da48238f0278ae5421326ee65ec7951e4239 

• 578ea26729b43fd976365a6700c80950e0b71a39e67bfff715423d60ae6bfab9 

• 7b3022437b637c44f42741a92c7f7ed251845fd02dda642c0a47fde179bd984e 

• 8b6ad87e408e38fc1db868da6e643f616dac59fbae08382c4a7dd4ea119ea057 

• cdec58a57381bb8c1e374efb0bf1897d89d1e096d2b704820893859d9f08d086 

• cf3ae16b01f7eb129e0e7387ac7feb61ecfce5db0d7494b3962c02c681f504d4 

• d5e38ac1187c607e701f506c4015bde94be6c485d566d004d810d7565c188743 

• ea9d994de91389280b334f2af991baa49ca613a6bf898d7bb25f88cc66488f5c 
IPV4 

• 168[.]100[.]8[.]38 

• 188[.]119[.]112[.]225 

• 213[.]252[.]246[.]245 

• 45[.]14[.]224[.]93 

• 45[.]67[.]230[.]134 

• 81[.]7[.]7[.]159 

• 91[.]92[.]249[.]203 
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Appendix II: Disclaimer 
 
This document and its contents are not intended to serve as legal advice and should not be used 
as a substitute for it. The results of a Security Risk Assessment are intended to guide the 
implementation of diligent measures to reduce the risk of potential vulnerabilities being 
exploited to compromise data. 
 
While the Services and this report may offer information that the Client can use to support its 
compliance efforts, the responsibility for evaluating and fulfilling compliance obligations rests 
solely with the Client, not Aspire. This report does not guarantee or assure the Client's 
compliance with any law, regulation, or standard. 
 
 
 
 

 


