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 Docker Desktop Flaw 
Opens Path to 

Container Escape 
 

Overview 

This week, Docker patched a severe 

vulnerability (CVE-2025-9074, CVSS 9.3) 

in Docker Desktop that allowed a malicious 

container to compromise the host. The 

vulnerability exposed the Docker Engine 

API (192.168.65[.]7:2375) to any container without requiring authentication.  

This oversight allowed attackers to create new containers, mount host drives, and 

interact directly with system files. Enhanced Container Isolation (ECI) did not prevent 

exploitation. Windows hosts were at risk, as attackers could mount the full file system 

and escalate to administrator by overwriting DLLs. On macOS, system safeguards 

reduced the impact but still left room for configuration tampering or backdooring the 

application. Linux hosts were unaffected because Docker Engine uses a local named 

pipe instead of a TCP socket. 

Exploitation of CVE-2025-9074 required only two HTTP POST requests from inside a 

container or through SSRF, making it trivial to execute. Once exploited, the flaw let 

attackers read files from the host, start new containers, and on Windows, escalate to full 

administrator. On macOS, attackers could still alter Docker settings or backdoor the 

application to keep access. Docker fixed the vulnerability in version 4.44.3. 

Internal APIs should never be assumed safe. A few missed checks turned Docker 

Desktop into a host compromise pathway, with Windows users facing the biggest risk. 

Aspire recommends patching as soon as possible.  

 

Aspire Protects 

• Patch – Upgrade to Docker Desktop 4.44.3. See Docker’s advisory. 

• Review host and container permissions for signs of unusual activity. 

TL;DR 
 
A newly patched vulnerability in Docker 
Desktop for Windows and macOS could let an 
attacker break out of a container and gain 
access to the host system.  
 
Tracked as CVE-2025-9074 (CVSS 9.3), the 
flaw allows unauthorized container-to-host 
interactions and can be exploited with a simple 
web request. Organizations using Docker 
Desktop should immediately update to version 
4.44.3. 

https://docs.docker.com/desktop/release-notes/#4443
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• Ensure Docker’s internal APIs are not accessible from workloads; apply 
segmentation controls. 

 

TTPs to Watch 
 
Initial Access 

• Exploit Public-Facing Application [T1190] – The attacker may have delivered a 
malicious container to exploit the exposed API. 

 

Privilege Escalation 

• Exploitation for Privilege Escalation [T1068] – The attacker may have overwritten 
DLLs or manipulated system files to gain administrator access on Windows 
hosts. 

 

Persistence 

• Modify System Configuration [T1543.003] – The attacker may have altered 
Docker configurations to maintain control. 

 

Defense Evasion 

• Modify Registry [T1112] – The attacker may have changed system settings on 
Windows to weaken defenses. 

 
 

IoCs 

There are no known IoCs associated with the above vulnerability at this time. Aspire is 
actively monitoring and will notify customers if any IoCs are found. For more details on 
how we can help protect your organization, contact Aspire’s Customer Success 
Management team. 

 

Targeted Industries 

This Docker Desktop vulnerability impacts any organization that relies on containerized 
applications or development environments. 

• Technology and Software Development 
• Financial 
• Healthcare 
• Manufacturing 
• Education 
• Energy  
• Public Sector 
• Retail 
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Aspire Service Offerings 
 

• Aspire Managed XDR (MXDR)  

o Aspire Managed XDR (MXDR) combines next-generation eXtended 
Detection and Response (XDR) technology, a 24x7 security operations 
center (SOC), and the expertise of a US-based team of security 
professionals to identify and respond to threats across a broader attack 
surface. 

o Building on the existing capabilities of Managed Detection and Response 
(MDR), Aspire Managed XDR integrates and correlates telemetry from 
endpoints, network, cloud, email, identity, and more. This advanced 
platform creates valuable context enabling end-to-end visibility across all 
threat vectors.  

o Experienced security analysts and incident responders deliver 24x7 threat 
detection, analysis, and investigations – with both automated and human-
led response actions to quickly mitigate cyber attacks. 

• Aspire Incident Response  
o The ability to respond effectively to data breaches is critical to every 

organization. When attacks occur, IT leaders need a process that will 
ultimately maintain business continuity, protect the company reputation, 
and avoid fines, legal fees, and remediation costs. 

o Aspire offers incident response services to help you prepare for, manage, 
and recover from data breaches and network attacks. An experienced 
team uses industry-leading threat intelligence and the most current 
security technology to quickly respond to attacks, reduce damage, and 
minimize exposure. 

 

 
Supporting Documentation  

Release notes | Docker Docs 
When a SSRF is enough: Full Docker Escape on Windows Docker Desktop (CVE-2025-
9074) 
NVD - CVE-2025-9074 

https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/solutions/cyber-security/incident-response/
https://docs.docker.com/desktop/release-notes/#4443
https://blog.qwertysecurity.com/Articles/blog3
https://blog.qwertysecurity.com/Articles/blog3
https://nvd.nist.gov/vuln/detail/CVE-2025-9074

