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EXECUTIVE SUMMARY

J\ ASPIRE

Over the past year, the Medusa group has gone

from a low profile group to a name that keeps The Threat
ShOWIng Up |n breaCh I’eportS. What began |n * Medusa has attacked over 300 critical infrastructure and
. . ublic-sector organizations since 2021, mainly through its
m|d‘2021 as a QUIet, C|OS€d-g|"0Up haS become :unsomwarefosgfcfService network. i .
. * The group's focus areas include healthcare, education,
a Iarge ransomware-as-a-service (RaaS) and local governments (sectors that can't afford

downtime).
* It uses public channels like Telegram and Facebook to
leak victim data and pressure organizations to pay.

network with hundreds of victims across critical
sectors. The group’s operators, believed to be
based in or aligned with Russia, have
coordinated more than 300 confirmed attacks
worldwide. Their reach now spans healthcare,
education, government, legal, and
manufacturing organizations, many of which
suffered major operational shutdowns and
public data leaks.

Tactics and Techniques

« Gains entry through stolen credentials, phishing, or
vulnerabilities like GoAnywhere MFT (CVE-2025-10035)
and ScreenConnect (CVE-2024-1709).

* Moves laterally with PowerShell and Remote Desktop tools
before exfiltrating data through TOR.

« Runs double and triple extortion campaigns — encryption,
data leaks, and post-payment scams.

Recent Attacks
+ Henry County, IL (Mar 2025) - $500K ransom demand;

county systems taken offline.
+ GoAnywhere Exploitation (Sept 2025) - Used RMM tools

Medusa’s newer operations focus less on
encryption and more on leverage. The group for persistence; CISA added CVE to KEV catalog.

. . . + Minneapolis Public Schools - Massive data breach
Steals data, |eakS |t Onllne, and SometlmeS impacting 100K+ individuals, prompting national education
comes back after payment demanding more. =
Affiliates now exploit well-known vulnerabilities
such as CVE-2024-1709 (ScreenConnect

TIR SUMMARY

Lessons Learned

* Patch and monitor remote access tools, they remcin the

aUthentlcatlon bypaSS), CVE_2023_48788 o E?r':]i:z::wﬁl(i);:trﬁtive privileges and require MFA for all
(Fortlnet EMS SQL InJeCtlon)’ and M . :ZZ:L::Zatuthefthoppens before encryption; monitor
10035 (Fortra GoAnywhere deserialization outbound traffic early.

flaw).

Victims have reported data exposure across
schools, hospitals, and municipal networks.

Medusa shows how organized ransomware has
become. There’s a supply chain behind every
breach that includes access brokers,
negotiators, and people running the leak sites.
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Let’s take a look at what Medusa has been up to and how organizations can stay safe
from this kind of threat actor.

MEDUSA RANSOMWARE

Medusa was first observed in June 2021. Early variants were built on the same
encryptor used by several Russian-language ransomware crews. By late 2022, the
group rebranded under the “Medusa” name and launched a dark-web leak site called
“Medusa Blog.”

Analysts attribute the operation to actors based in Russia or allied states, given their
use of Russian cybercrime slang and avoidance of targets in the Commonwealth of
Independent States (CIS). The group communicates across Russian-language forums
and Telegram channels, including a public-facing brand called “OSINT Without Borders,”
run by aliases Robert Vroofdown and Robert Enaber. The group uses public social
media accounts to name victims and pressure them into paying.

Medusa operates as a Ransomware-as-a-Service (RaaS) platform. Core developers
maintain the encryptor and negotiation process, while affiliates conduct attacks.
Recruitment occurs on underground forums with payouts between $100,000 and $1
million, and a revenue split where affiliates keep roughly 60 percent of ransom
proceeds.

The group’s ransom demands typically range from $100,000 to $15 million, depending
on victim size. In several cases, victims were hit multiple times. They paid to unlock their
data, then paid again to keep it from being leaked, only to have someone else show up
later asking for more.

Medusa’s infrastructure includes Tor-based leak portals, Telegram channels, and
mirrored pages on social platforms. The leak portal lists each victim with a countdown
and contact info. There’s even a “delete” option for those willing to pay.

Medusa primarily targets:
o Healthcare — due to constant uptime requirements and sensitive patient data

e Education — often underfunded IT and valuable personal records
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e Government and Municipal Services — slower patch cycles and high public
pressure

« Manufacturing and Technology — operational downtime causes immediate
financial loss

Its most frequent geographic targets are the United States, Canada, France, the
Philippines, the United Kingdom, and Australia, with expanding campaigns in Africa and
the Pacific.

TACTICS AND TECHNIQUES

Medusa follows a structured attack chain consistent with the MITRE ATT&CK
framework. The operation depends heavily on initial access brokers (IABs) who sell
valid credentials or remote entry points, reducing the time needed for affiliates to
compromise networks.

Initial Access

« Phishing (T1566) — Used to deliver malicious attachments and gather
credentials.

« Exploitation of Public-Facing Applications (T1190) — Known CVEs include:

o CVE-2023-48788 (Fortinet EMS SQL Injection) — Enables remote
command execution through the FCTUID parameter.

o CVE-2024-1709 (ScreenConnect Authentication Bypass) — Allows
unauthenticated remote code execution through compromised
ConnectWise servers.

o CVE-2025-10035 (Fortra GoAnywhere Deserialization) — Enables arbitrary
object injection leading to command execution.

o External Remote Services (T1133) — Medusa exploits exposed RDP services
using stolen or brute-forced credentials.
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Execution

o PowerShell (T1059.001) and Command Shell (T1059.003) — Used for payload
execution and disabling defenses.

o Batch scripts such as gaze.exe stop security processes and delete backups.
« WMI (T1047) — Executes commands and deletes shadow copies.
Persistence

« Registry modifications at
HKLM\Software\Microsoft\Windows\CurrentVersion\Run.

e Scheduled tasks (“svhost”) trigger re-execution every 15 minutes.

« Deployment of remote-management tools such as AnyDesk, PDQDeploy,
SimpleHelp, and MeshAgent for silent control.

Privilege Escalation
« Abuse Elevation Control Mechanism (T1548.002) — UAC bypass via cmstp.exe.

« Valid Accounts (T1078) — Stolen credentials and LSASS dumps provide domain
admin privileges.

o PsExec and bitsadmin are often used to spread laterally.
Defense Evasion

« Bring Your Own Vulnerable Driver (BYOVD T1068) — Installs drivers like KillAV to
disable EDR.

« Impair Defenses (T1562.001) — Stops security services, reboots into Safe Mode
(bcdedit /set safeboot minimal).

« File Deletion (T1070) — Uses cipher.exe to overwrite files and -d flag for self-
removal.

o Code obfuscation and string encryption hide indicators within PowerShell
payloads.
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Credential Access

e Credential Dumping (T1003) — Extracts passwords from LSASS memory using
Mimikatz.

e Brute Force (T1110) — Performs RDP and VPN password guessing when
vulnerabilities are unavailable.

Exfiltration and Impact
o Data is exfiltrated through Tor channels using Rclone or PowerShell scripts.

e Encryption uses a hybrid RSA + AES scheme, adding .medusa or .mylock
extensions.

« Ransom notes titled “llREAD_ME_MEDUSA!!.ixt” appear in every encrypted
directory.

Image 1: Medusa Ransomware Note

$5\ SSE58555\ $S88588\ S8\ 4 $H3555\  $35558)
|$$ 88 _SS\ $S | 83 |$S _ $S\ $$ _ $3
$35% |83 $$ | $% |ss | ¢ $ $8 / $%
$5\38\85 8% [$3854 $5 | $% |85 | 8% |\$8$88¢ $555558%
$5 \$5% S5 S35 | 85 | $% |s5 | ¢ $\ $8
$ /%% |88 $$ | $% |ss |
$955585 | \$55558 | \$5888s

[ wello, [snip] 11!

Source: Barracuda.com
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Links to Other Groups

Analysts have found overlap between Medusa'’s servers and a group called Frozen
Spider. That crew helps with hosting and ransom talks, but they’re separate operations
working in the same criminal marketplace.

Microsoft tracks a related intrusion cluster, Storm-1175, responsible for exploiting
GoAnywhere and deploying Medusa payloads.

No code overlap exists with Medusalocker or the Medusa Android Trojan, though the
shared name often causes confusion.

RECENT ATTACKS

September 2025 — Fortra GoAnywhere MFT Exploitation

Microsoft and Fortra confirmed CVE-2025-10035 was exploited by Storm-1175 to
deploy Medusa ransomware. Victims included multiple healthcare and education
organizations. Attackers dropped RMM tools (SimpleHelp, MeshAgent) for persistence,
exfiltrated data via Rclone, then encrypted systems.

The attack caused system outages that disrupted hospital operations and delayed
patient care. Data was also stolen from several healthcare providers. CISA later added
the vulnerability to its Known Exploited Vulnerabilities Catalog on September 29, setting
an October 20 deadline for remediation.

March 2025 — FBI/CISA/MS-ISAC Advisory on Medusa

Joint advisory reported over 300 victims across healthcare, education, legal, insurance,
technology, and manufacturing sectors. Affiliates leveraged CVE-2024-1709
(ScreenConnect) and CVE-2023-48788 (Fortinet EMS). Ransom demands ranged from
$100K to $1M. One victim was scammed post-payment, confirming Medusa'’s triple
extortion tactic.
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April 2024 — Tarrant County Appraisal District (Texas)

Medusa claimed responsibility for stealing 218 GB of data and demanding $100K. The
breach disrupted property tax operations in Fort Worth and prompted FBI involvement.

The attack led to public data exposure and caused delays in the county’s tax
assessment services.

January — March 2024 — Henry County, lllinois and Monmouth College

Henry County’s government networks were encrypted in March 2024, with a $500K
ransom demand. Essential services such as 911 remained online. Nearby Monmouth
College reported a December 2023 intrusion affecting 44,000 records, including IDs and
driver licenses.

The incident raised concerns about identity theft and forced the county to temporarily
shut down its systems.

February 2023 — Minneapolis Public Schools (Minnesota)

Attackers stole 100 GB of sensitive data and demanded $1 million. When the district
refused, Medusa released student and staff records dating back to 1995, including
disciplinary and health files. A 51-minute video was posted to taunt victims.

The fallout included a severe privacy breach affecting more than 100,000 people, and
the attack triggered widespread alerts across the education sector.

November 2023 — Toyota Financial Services (Europe and Africa)

Medusa breached Toyota’s regional networks and demanded $8 million. Leaked data
included financial documents and internal password files.

The attack caused temporary service interruptions and prompted regulatory inquiries
across several EU markets.

February 2023 — Tonga Communications Corporation

Medusa encrypted administrative systems of the state-owned telecom, causing delays
in billing and customer management.
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The incident caused major slowdowns in operations and showed how far Medusa'’s
reach has extended into small island nations.

CONCLUSION

Medusa has turned into a coordinated operation that runs more like an organized
business than a scattered hacker group. Different people handle different parts of the
job, and the group’s public leak pages show how organized the operation has become.

What sets Medusa apart is how the group operates. By naming victims on Telegram and
Facebook, the group makes victims public and pressures them into paying ransoms.
That tactic pushes victims to react before the damage spreads.

The group’s ability to pivot between vulnerabilities, such as Fortinet, ScreenConnect,
GoAnywhere, shows strong technical awareness and a steady supply of access
brokers. As long as legacy systems and unpatched applications remain common in
healthcare, education, and local government, Medusa’s business model will remain
profitable.

Future attacks will likely target remote-management platforms and file-transfer tools,
areas where credentials and data intersect. Organizations should prioritize network
segmentation, multi-factor authentication, and continuous patch management,
particularly for externally exposed systems.

ASPIRE’S RECOMMENDATIONS

The following recommendations are based on Medusa’s tactics and recent attack
behavior. Each recommendation is designed to disrupt the group’s kill chain and prevent
affiliates from gaining or profiting from network access.

Medusa’s success relies on known remote-access flaws, credential reuse, and abuse of
legitimate management tools. The following actions directly target those weaknesses
and should be prioritized immediately.
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o Patch or restrict GoAnywhere (CVE-2025-10035), ScreenConnect (CVE-2024-
1709), and Fortinet EMS (CVE-2023-48788)—these are Medusa’s current
access points.

« Remove or isolate unused RDP, ScreenConnect, ConnectWise, and Fortinet
services from the public internet.

o Enforce multi-factor authentication for all remote and administrative logins.

o Hunt for Medusa artifacts: gaze.exe, svhost.exe, "NREAD ME_MEDUSA!!! txt,
and suspicious scheduled tasks or run-keys.

o Block or monitor Rclone, AnyDesk, PDQDeploy, and MeshAgent traffic for
exfiltration attempts.

« Disable Safe Mode boot via bcdedit and restrict PowerShell to signed scripts

only.

o Make backups immutable and offline to survive encryption and data-wipe
phases.

« Rotate domain admin and service account credentials after any sign of
compromise.

« Monitor Tor and Telegram connections for signs of data leak preparation.

MITRE MAP

Initial Access T1190 - Exploit Public Facing Application
T1133 - External Remote Services
Execution T1059.003 Command and Scripting Interpreter — Windows

Command Shell
T1047 Windows Management Instrumentation

Persistence T1547.001 - Boot or Logon Autostart Execution
T1053 - Scheduled Tasks

Privilege Escalation T1548.002 - Abuse Elevation Control Mechanism

Defense Evasion T1068 - Bring Your Own Vulnerable Driver
T1562.001 - Impair Defenses

Exfiltration T1567.002 - Exfiltration to Cloud Storage
T1105 - Ingress Tool Transfer

Impact T1486 - Data Encrypted for Impact

T1657 - Financial Theft
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ASPIRE PROTECTS

e Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended
Detection and Response (XDR) technology, a 24x7 security operations
center (SOC), and the expertise of a US-based team of security
professionals to identify and respond to threats across a broader attack
surface.

o Building on the existing capabilities of Managed Detection and Response
(MDR), Aspire Managed XDR integrates and correlates telemetry from
endpoints, network, cloud, email, identity, and more. This advanced
platform creates valuable context enabling end-to-end visibility across all
threat vectors. Experienced security analysts and incident responders
deliver 24x7 threat detection, analysis, and investigations — with both
automated and human-led response actions to quickly mitigate
cyberattacks.

e Aspire Managed Detection and Response (MDR)

o Accelerate the maturity of your security operations and reduce risk with
faster threat detection and response capabilities. Aspire MDR delivers
around-the-clock protection across cloud, network, and endpoints in one
integrated solution.

o Our team of experts act as an extension of your IT operations to quickly
identify and mitigate security threats before they impact your business.

e Aspire Incident Response

o The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will
ultimately maintain business continuity, protect the company reputation,
and avoid fines, legal fees, and remediation costs.

o Aspire offers incident response services to help you prepare for, manage,
and recover from data breaches and network attacks. An experienced
team uses industry-leading threat intelligence and the most current
security technology to quickly respond to attacks, reduce damage, and
minimize exposure.
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INDICATORS OF COMPROMISE (10CS)

File Names

e gaze.exe
e svhost.exe
o« IREAD_ ME_MEDUSAI!!. txt
File Extensions

¢ .medusa
e .mylock
Domains / URLs

o medusakxxtp3uo7vusntvubnytaph4d3amxivbggl3hnhpk2nmus34yd[.Jonion
e go-sw6-02.adventos[.]de
Registry Keys

o HKLM\Software\Microsoft\Windows\CurrentVersion\Run\MDSLK
Associated CVE Activity

o CVE-2023-48788 — Fortinet EMS SQL Injection
e CVE-2024-1709 — ScreenConnect Auth Bypass
e CVE-2025-10035 — GoAnywhere Deserialization Command Injection
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APPENDIX IlI: DISCLAIMER

This document and its contents are not intended to serve as legal advice and should not
be used as a substitute for it. The results of a Security Risk Assessment are intended to
guide the implementation of diligent measures to reduce the risk of potential
vulnerabilities being exploited to compromise data.
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While the Services and this report may offer information that the Client can use to
support its compliance efforts, the responsibility for evaluating and fulfilling compliance
obligations rests solely with the Client, not Aspire. This report does not guarantee or
assure the Client's compliance with any law, regulation, or standard.
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