
  

 

CYBER THREAT 
INTELLIGENCE 

Aspire Technology Partners 
(732) 847-9600 

www.aspiretransforms.com 

 Active Exploitation of 
Fortinet Firewall SSL 

VPN 2FA Bypass 
 

Overview 

Fortinet confirmed active exploitation of 
CVE-2020-12812 (CVSS 9.8), an improper 
authentication vulnerability in FortiOS SSL 
VPN that allows users to authenticate 
without completing two-factor 
authentication. The flaw was originally 
patched in July 2020 but is still exploitable in environments where there are legacy 
versions or misconfigured authentication paths. 
 
Affected Products 

• FortiGate firewalls running FortiOS 6.0.9 and below 
• FortiGate firewalls running FortiOS 6.2.0 through 6.2.3 
• FortiGate firewalls running FortiOS 6.4.0 

 
The vulnerability happens when FortiGate treats usernames as case-sensitive while the 
backing LDAP directory does not. In these environments, users with two-factor 
authentication are defined locally on the firewall and also belong to LDAP groups used 
for authentication. When a login attempt does not exactly match the case of the local 
username, FortiGate fails the local user check and falls back to LDAP group 
authentication. 
 
If valid credentials are supplied, authentication succeeds without a FortiToken 
challenge. This allows VPN or administrative access without the second factor, even 
when two-factor authentication is configured. Fortinet observed active exploitation of 
CVE-2020-12812 in the wild tied to specific configurations. Internet-wide scanning 
conducted by Shadowserver shows more than 10,000 Fortinet firewalls currently 
exposed and vulnerable, including over 1,300 systems in the United States. 
 
Fortinet stated that because CVE-2020-12812 has been exploited, system configuration 
should be considered compromised and credentials reset, including those used for 
LDAP or Active Directory binding. Even though the vulnerability has had a patch for 

TL;DR 
  
 Fortinet confirmed active exploitation of CVE-
2020-12812, a high-severity FortiOS SSL VPN 
vulnerability that allows attackers to bypass 
two-factor authentication under specific LDAP 
configurations. The vulnerability is being 
exploited in the wild against exposed FortiGate 
firewalls. 
 
Organizations should immediately patch 
affected devices and treat impacted systems 
as compromised. 
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years, many organizations are still exposed due to missed updates or authentication 
settings that were never corrected. Aspire recommends patching immediately. 
 

Aspire Protects  

• Patch – Upgrade FortiGate firewalls to FortiOS versions that fully remediate 
CVE-2020-12812 (FG-IR-19-283). For mitigation or patch guidance, please see 
Fortinet’s advisory.  

• Disable username case sensitivity on all local user accounts to prevent 
authentication fallback behavior. 

• Remove unnecessary or overlapping LDAP group authentication policies, 
especially secondary groups used when local authentication fails. 

• Reset VPN, administrative, and LDAP credentials if the firewall was exposed or 
exploitation is suspected. 

• Review SSL VPN and administrative login logs for case-altered usernames or 
unexpected authentication paths. 

TTPs to Watch  

Initial Access 

• Valid Accounts [T1078] – The attacker may have authenticated using valid 
credentials after bypassing the FortiToken requirement by altering username 
case. 

Credential Access 

• Brute Force [T1110] (conditional) – If valid credentials were not already known, 
the attacker may have attempted password spraying or credential guessing 
against exposed SSL VPN services. 

Defense Evasion 

• Modify Authentication Process [T1556] – The attacker bypassed intended multi-
factor authentication controls by exploiting inconsistent username handling 
between FortiGate and LDAP. 

IoCs 

There are no known IoCs at this time. Aspire is actively monitoring and will notify 
customers if any are found. For more details on how we can help protect your 
organization, contact Aspire’s Customer Success Management team. 
 
 

https://www.fortinet.com/blog/psirt-blogs/product-security-advisory-and-analysis-observed-abuse-of-fg-ir-19-283
https://www.fortinet.com/blog/psirt-blogs/product-security-advisory-and-analysis-observed-abuse-of-fg-ir-19-283


  

 

CYBER THREAT 
INTELLIGENCE 

Aspire Technology Partners 
(732) 847-9600 

www.aspiretransforms.com 

Targeted Industries 

The Fortinet firewall SSL VPN 2FA bypass vulnerability threatens any organization 

using FortiGate firewalls for remote access. 

• Finance 

• Government 

• Education  

• Energy 

• Healthcare 

• Retail  

• Technology  

• Manufacturing 

 

Aspire’s Service Offerings  

• Aspire Managed XDR (MXDR)  

o Aspire Managed XDR (MXDR) combines next-generation eXtended 
Detection and Response (XDR) technology, a 24x7 security operations 
center (SOC), and the expertise of a US-based team of security 
professionals to identify and respond to threats across a broader attack 
surface. 
 

o Building on the existing capabilities of Managed Detection and Response 
(MDR), Aspire Managed XDR integrates and correlates telemetry from 
endpoints, network, cloud, email, identity, and more. This advanced 
platform creates valuable context enabling end-to-end visibility across all 
threat vectors.  
 

o Experienced security analysts and incident responders deliver 24x7 threat 

detection, analysis, and investigations – with both automated and human-

led response actions to quickly mitigate cyber attacks. 

• Aspire Incident Response  
o The ability to respond effectively to data breaches is critical to every 

organization. When attacks occur, IT leaders need a process that will 
ultimately maintain business continuity, protect the company reputation, and 
avoid fines, legal fees, and remediation costs. 
 

https://www.aspiretransforms.com/aspire-managed-xdr/
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o Aspire offers incident response services to help you prepare for, manage, 
and recover from data breaches and network attacks. An experienced team 
uses industry-leading threat intelligence and the most current security 
technology to quickly respond to attacks, reduce damage, and minimize 
exposure. 

 

Supporting Documentation  

 
NVD - cve-2020-12812 
 
Product Security Advisory and Analysis: Observed Abuse of FG-IR-19-283 | Fortinet 
Blog 
 
Known Exploited Vulnerabilities Catalog | CISA 

https://www.aspiretransforms.com/solutions/cyber-security/incident-response/
https://nvd.nist.gov/vuln/detail/cve-2020-12812
https://www.fortinet.com/blog/psirt-blogs/product-security-advisory-and-analysis-observed-abuse-of-fg-ir-19-283
https://www.fortinet.com/blog/psirt-blogs/product-security-advisory-and-analysis-observed-abuse-of-fg-ir-19-283
https://www.cisa.gov/known-exploited-vulnerabilities-catalog?field_cve=CVE-2020-12812

