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Local Privilege Escalation Vulnerability in Sophos
Intercept X for Windows - CVE-2024-8885

Overview

Sophos has addressed a critical vulnerability in its Intercept X for Windows software, tracked as
CVE-2024-8885 (CVSS 8.8). This local privilege escalation (LPE) flaw was found in the Central
Device Encryption (CDE) component, allowing attackers to write arbitrary files and potentially
elevate their privileges on affected systems.

Sophos customers using the default update settings are automatically protected, while users
on Fixed Term Support (FTS) or Long-Term Support (LTS) packages must manually upgrade to
receive the fix.

The vulnerability allows arbitrary file writing within the Central Device Encryption component in
Sophos Intercept X for Windows versions 2024.2.0 and earlier. Although this vulnerability is not
being exploited at this time, Aspire recommends patching as soon as possible.

Aspire Protects

e Apply Patches
o The vulnerability was resolved in Device Encryption version 2024.2.1.6.
o FTS Users - Upgrade to Sophos Intercept X for Windows version 2024.2.3.9.2 or
newer.
o LTS Users - Upgrade to Sophos Intercept X for Windows version 2024.1.0.45 or
newer.
o For patch guidance, please see Sophos’ advisory.

loCs

There are no known loCs associated with CVE-2024-8885 at this time. Aspire is actively
monitoring and will notify customers if any are found. For more details on how we can help
protect your organization, contact Aspire’s Customer Success Management team.

TTPs to Watch
CVE-2024-20432
e Tactic: Execution (TA0002)

o Exploitation for Privilege Escalation (T1068) — Attackers can exploit this
vulnerability to escalate privileges by writing arbitrary files on affected systems.
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https://www.sophos.com/en-us/security-advisories/sophos-sa-20241002-cde-lpe
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Aspire’s Service Offerings

e Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended Detection and
Response (XDR) technology, a 24x7 security operations center (SOC), and the
expertise of a US-based team of security professionals to identify and respond to
threats across a broader attack surface.

o Building on the existing capabilities of Managed Detection and Response (MDR),
Aspire Managed XDR integrates and correlates telemetry from endpoints,
network, cloud, email, identity, and more. This advanced platform creates
valuable context enabling end-to-end visibility across all threat vectors.
Experienced security analysts and incident responders deliver 24x7 threat
detection, analysis, and investigations — with both automated and human-led
response actions to quickly mitigate cyberattacks.

e Aspire Managed Security Services

o Aspire Managed Security Services provide remote security monitoring and device
management — 24 hours a day, 7 days a week. By aggregating and correlating
security events from across your IT environment, our remote security monitoring
service eliminates “noise” and make sense of what really matters.

o Our managed security portfolio includes:

= Managed Firewall

= Managed IDS/IPS

= Security event monitoring & incident management
= Managed Cisco ISE (Identity Services Engine)

= Endpoint Protection
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