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Active Exploitation of Windows Zero-Day by
Water Gamayun and EncryptHub Ransomware

Overview

CVE-2025-26633 (CVSS 7.0), a zero-day vulnerability affecting Windows' Desktop
Manager (DWM), is being actively exploited in the wild by both a suspected nation-state
threat group known as Water Gamayun and a financially motivated ransomware group
EncryptHub. The flaw, which impacts Windows 11 and Windows Server 2022, allows
local privilege escalation via improper handling of memory objects.

Affected Products
e Windows 11 (all builds as of March 2025)
e Windows Server 2022

CVE-2025-26633 is a security feature bypass vulnerability in the Microsoft Management
Console (MMC) due to improper neutralization of input. An attacker can craft a
malicious Microsoft Console (.msc) file that, when opened by a user, exploits this flaw to
execute unauthorized code on the system.

The attack leverages the MMC's Multilingual User Interface Path (MUIPath) feature to
load the malicious file instead of the legitimate one, which bypasses security measures.
Successful exploitation of the zero-day requires local access and user interaction, such
as convincing a user to open the malicious file. Microsoft released a patch for CVE-
2025-26633 earlier this month. Aspire recommends patching immediately.

Aspire Protects

e Patch — Please apply Microsoft’s patch as soon as possible. See Microsoft’s
advisory for patch guidance.

e If immediate patching is not possible, apply Microsoft’s recommended
mitigation

o Disable Desktop Window Manager/Session Manager using Group Policy if
not business-critical.
e Monitor for unusual access to dwmcore.dll.
e Restrict user permissions to reduce risk of privilege escalation.
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https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2025-26633
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2025-26633
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e Watch for Microsoft’s patch in the upcoming Patch Tuesday cycle and apply
immediately once available.
TTPs to Watch

Initial Access
e Phishing [T1566.001] — The attacker may have delivered a malicious document
or file to the target user to gain an initial foothold.

Privilege Escalation
e Exploit OS Vulnerability [T1068] — The attacker exploited CVE-2025-26633 to
elevate local privileges.

Defense Evasion
e Signed Binary Proxy Execution [T1218.011] — The attacker may have abused
trusted Windows processes like dwm.exe to evade detection.

Command and Control
e Application Layer Protocol [T1071.001] — Water Gamayun used HTTPS-based
C2 traffic via sync-mailout[.Jcom.

Impact
e Data Encrypted for Impact [T1486] — EncryptHub used this exploit as a stepping
stone before deploying ransomware payloads.

loCs

e DLL Loading Activity — Suspicious manipulation or repeated access to
dwmcore.dll

e Processes — Abnormal child processes spawned by trusted services

e Hash (EncryptHub loader) — f19¢cb3271a98f10a14e92df3c68d5b8f

e C2 Domain (Water Gamayun) — sync-mailout[.Jcom

A complete list of loCs can be found via TrendMicro.

Targeted Industries

The vulnerability may impact the following industries/sectors:
e Government
o IT
e MSPs
e Retall
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https://documents.trendmicro.com/assets/txt/IOCs_MSCEvilTwin_42J5iaVT.txt
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e Manufacturing
e Telecommunications
e Defense and Aerospace

e Finance
e And others

Aspire Service Offerings

e Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended
Detection and Response (XDR) technology, a 24x7 security operations
center (SOC), and the expertise of a US-based team of security
professionals to identify and respond to threats across a broader attack
surface.

o Building on the existing capabilities of Managed Detection and Response
(MDR), Aspire Managed XDR integrates and correlates telemetry from
endpoints, network, cloud, email, identity, and more. This advanced
platform creates valuable context enabling end-to-end visibility across all
threat vectors.

o Experienced security analysts and incident responders deliver 24x7 threat
detection, analysis, and investigations — with both automated and human-
led response actions to quickly mitigate cyber attacks.

e Aspire Incident Response

o The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will
ultimately maintain business continuity, protect the company reputation,
and avoid fines, legal fees, and remediation costs.

o Aspire offers incident response services to help you prepare for, manage,
and recover from data breaches and network attacks. An experienced
team uses industry-leading threat intelligence and the most current
security technology to quickly respond to attacks, reduce damage, and
minimize exposure.

Supporting Documentation

CVE-2025-26633: How Water Gamayun Weaponizes MUIPath using MSC EvilTwin |
Trend Micro (HK)
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https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/solutions/cyber-security/incident-response/
https://www.trendmicro.com/en_hk/research/25/c/cve-2025-26633-water-gamayun.html
https://www.trendmicro.com/en_hk/research/25/c/cve-2025-26633-water-gamayun.html
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documents.trendmicro.com/assets/txt/IOCs MSCEvilTwin 42J5iaVT.txt

CVE-2025-26633 - Security Update Guide - Microsoft - Microsoft Management Console
Security Feature Bypass Vulnerability
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