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Active Exploitation of

BeyondTrust Pre- TL;DR
Auth RCE CVE-2026-1731 (CVSS 9.9) is a pre-

authentication remote code execution flaw in
BeyondTrust Remote Support and Privileged
Remote Access appliances.

Overview

. o Exploitation is now confirmed in the wild. SaaS
There is a pre-authentication remote code instances were patched on February 2, 2026,
execution vulnerability (CVE-2026-1731, but on-premises deployments must be patched
CVSS 9.9), affecting BeyondTrust's Remote = manually. If your self-hosted appliance is
Support (RS) and Privileged Remote exposed and unpatched, treat it as potentially
Access (PRA). The flaw allows an compromised.

unauthenticated attacker to send specially
crafted client requests to execute operating system commands in the context of the site
user.

Impacted Products
e BeyondTrust Remote Support — 25.3.1 and earlier
o BeyondTrust Privileged Remote Access — 24.3.4 and earlier

This vulnerability does not require authentication or user interaction. Once exploited, an
attacker can gain command execution on the appliance, potentially leading to full
system compromise, unauthorized access, data theft, and service disruption. Given that
these appliances often sit in front of privileged sessions and remote administrative
access, compromise can extend beyond the appliance itself.

BeyondTrust automatically patched SaaS deployments on February 2, 2026. However,
self-hosted customers must manually apply Patch BT26-02-RS or Patch BT26-02-PRA,
or upgrade to fixed versions (RS 25.3.2+ or PRA 25.1.1+).

Threat intelligence teams have now confirmed active exploitation in the wild. Attackers
are targeting exposed BeyondTrust portals and abusing the /get portal info
endpoint to retrieve the Xx-Ns-Company identifier before establishing a WebSocket
connection to execute commands on vulnerable systems. A public proof-of-concept was
released shortly before exploitation began. Aspire recommends treating exposed,
unpatched systems as potentially compromised and applying the patch immediately.
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Aspire Protects

e Patch - Immediately apply Patch BT26-02-RS or BT26-02-PRA if running
affected self-hosted versions.

e Upgrade to RS 25.3.2+ or PRA 25.1.1+ where possible. See BeyondTrust’s
advisory for guidance.

e Restrict internet exposure of BeyondTrust portals if not operationally required.

e Review appliance logs for suspicious /get portal info requests and
unexpected WebSocket activity.

e Rotate credentials associated with the appliance if compromise is suspected.

e Conduct a forensic review if the system was exposed and unpatched after
February 10, 2026.

TTPs to Watch

Initial Access

e Exploit Public-Facing Application [T1190] — The attacker exploited a pre-
authentication vulnerability in an exposed BeyondTrust portal to gain remote
access.

Execution

e Command and Scripting Interpreter [T1059] — The attacker executed operating
system commands after successful exploitation of the appliance.

Command and Control

e WebSocket Communication [T1071 — Application Layer Protocol] — The attacker
established a WebSocket channel to interact with the compromised system.

Behavioral loCs

e Suspicious requests to the /get portal info endpoint

e Retrieval of X-Ns-Company identifier from portal responses

e Unexpected WebSocket connections originating from untrusted external IP
addresses

¢ Unexplained command execution activity on BeyondTrust appliances

Note: At this time, no confirmed public IP or domain IoCs have been released tied to
specific campaigns. Monitor appliance logs closely for anomalous access patterns.
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https://www.hacktron.ai/blog/cve-2026-1731-beyondtrust-remote-support-rce
https://www.hacktron.ai/blog/cve-2026-1731-beyondtrust-remote-support-rce
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Targeted Industries

BeyondTrust appliances are widely deployed across sectors that rely on remote access
and privileged session management, including:

Finance

Government
Education
Energy
Healthcare
Retail
Technology
Manufacturing

Aspire’s Service Offerings

Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended
Detection and Response (XDR) technology, a 24x7 security operations
center (SOC), and the expertise of a US-based team of security
professionals to identify and respond to threats across a broader attack
surface.

o Building on the existing capabilities of Managed Detection and Response
(MDR), Aspire Managed XDR integrates and correlates telemetry from
endpoints, network, cloud, email, identity, and more. This advanced
platform creates valuable context enabling end-to-end visibility across all
threat vectors.

o Experienced security analysts and incident responders deliver 24x7 threat
detection, analysis, and investigations — with both automated and human-
led response actions to quickly mitigate cyber attacks.

Aspire Incident Response
o The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will
ultimately maintain business continuity, protect the company reputation, and
avoid fines, legal fees, and remediation costs.
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https://www.aspiretransforms.com/aspire-managed-xdr/
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o Aspire offers incident response services to help you prepare for, manage,
and recover from data breaches and network attacks. An experienced team
uses industry-leading threat intelligence and the most current security

technology to quickly respond to attacks, reduce damage, and minimize
exposure.
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