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VMware vCenter and
N SX F| aws Open Path tO Broadcom is addressing three high-severity

vulnerabilities in VMware vCenter and NSX.

Account and Email The issues (CVE-2025-41250, CVE-2025-
41251, CVE-2025-41252) have CVSS scores
Abuse ranging from 7.5 to 8.5.

Exploitation could allow email manipulation,
o) . username enumeration, and exposure to brute-
verview force attacks. No workarounds exist. VMware

There are three vulnerabilities in VMware has released patches.

vCenter and VMware NSX. These flaws

affect several widely deployed VMware

solutions, including Cloud Foundation, NSX-T, Telco Cloud Platform, Telco Cloud
Infrastructure, and vCenter Server. The vulnerabilities have CVSS scores between 7.5
and 8.5.

Vulnerability Breakdown

e CVE-2025-41250 — SMTP Header Injection (CVSS 8.5)
o Aflaw in vCenter allows SMTP header injection through scheduled task
notifications. An attacker with non-admin rights but permission to create
scheduled tasks could tamper with system-generated emails.

e CVE-2025-41251 — Weak Password Recovery Mechanism (CVSS 8.1)
o VMware NSX contains a weakness in its password recovery process. An
unauthenticated attacker could exploit it to enumerate valid usernames,
increasing the risk of brute-force attacks.

e CVE-2025-41252 — Username Enumeration (CVSS 7.5)
o Another flaw in VMware NSX allows username enumeration without
authentication, further enabling targeted access attempts.

These vulnerabilities give attackers an opening not only to gather usernames but also to
manipulate system notifications. Aspire recommends patching as soon as possible.
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Aspire Protects

« Patch — Apply the patches for all three vulnerabilities listed in Broadcom’s
security advisory.

« Review deployment logs for suspicious login attempts or unusual scheduled task
activity.

« Monitor for brute-force behavior and enforce strong account lockout policies.

TTPs to Watch
Credential Access

e Brute Force [T1110] — Username enumeration in NSX makes brute-force
attempts far more effective.

Initial Access

e Valid Accounts [T1078] — Attackers may log in using brute-forced or stolen
credentials gained through enumeration.

Persistence

e Scheduled Task/Job [T1053] — With the vCenter flaw, a non-admin who can
create scheduled tasks could abuse notifications for persistence or further
access.

loCs

There are no known loCs associated with the above vulnerabilities at this time. Aspire is
actively monitoring and will notify customers if any are found. For more details on how
we can help protect your organization, contact Aspire’s Customer Success Management
team.

Targeted Industries

These vulnerabilities threaten any organization running VMware vCenter or NSX within
their infrastructure:

o« Education
o Energy
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https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36150?utm_campaign=VCF_FY25_VCF_VMSA-2025-0016_MKT_CM_4443&utm_content=VCF_FY25_VCF_VMSA-2025-0016_4443_SecurityAlert_MKT_TRANS_EM_7853&utm_medium=email&utm_source=eloqua
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Finance
Healthcare
Legal
Manufacturing
Public Sector
Retail

Aspire Service Offerings

e Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended
Detection and Response (XDR) technology, a 24x7 security operations
center (SOC), and the expertise of a US-based team of security
professionals to identify and respond to threats across a broader attack
surface.

o Building on the existing capabilities of Managed Detection and Response
(MDR), Aspire Managed XDR integrates and correlates telemetry from
endpoints, network, cloud, email, identity, and more. This advanced
platform creates valuable context enabling end-to-end visibility across all
threat vectors.

o Experienced security analysts and incident responders deliver 24x7 threat
detection, analysis, and investigations — with both automated and human-
led response actions to quickly mitigate cyber attacks.

e Aspire Incident Response

o The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will
ultimately maintain business continuity, protect the company reputation,
and avoid fines, legal fees, and remediation costs.

o Aspire offers incident response services to help you prepare for, manage,
and recover from data breaches and network attacks. An experienced
team uses industry-leading threat intelligence and the most current
security technology to quickly respond to attacks, reduce damage, and
minimize exposure.

Supporting Documentation

Support Content Notification - Support Portal - Broadcom support portal
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https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/solutions/cyber-security/incident-response/
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/36150?utm_campaign=VCF_FY25_VCF_VMSA-2025-0016_MKT_CM_4443&utm_content=VCF_FY25_VCF_VMSA-2025-0016_4443_SecurityAlert_MKT_TRANS_EM_7853&utm_medium=email&utm_source=eloqua

