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lvanti Endpoint Manager Vulnerabilities — PoC
Released, Exploitation Likely

Overview

In January 2025, Ivanti released patches to address multiple critical vulnerabilities
(CVE-2024-13159, CVE-2024-13160, CVE-2024-13161, CVE-2024-1081) in Ivanti
Endpoint Manager (EPM), Avalanche, and Application Control Engine. These flaws,
rated 9.8 on the CVSS scale, could allow a remote unauthenticated attacker to leak
sensitive information and potentially compromise servers.

Vulnerable Versions
e EPM 2024 - November 2024 security update and earlier.
« EPM 2022 SU6 - November 2024 security update and earlier.
e Avalanche - Versions prior to 6.4.7.
e Application Control Engine - Versions before 10.14.4.0.

While Ivanti initially stated that there was no evidence of active exploitation, a proof-of-
concept (PoC) exploit has now been publicly released, increasing the likelihood of
attacks. Organizations that have not yet applied the January 2025 security update
should do so immediately to prevent potential exploitation.

Aspire Protects

e Patch — Due to the PoC, organizations should apply Ivanti’s patch before it’s too
late. Find patch guidance in lvanti’s advisory.

e Waitch for unusual authentication activity or credential relay attempts.

e Limit exposure by enforcing least privilege access policies.

TTPs to Watch

Initial Access
e Exploit Public-Facing Application [T1190] — The attacker may attempt to exploit
the exposed API vulnerabilities.
Credential Access
e Credential Dumping [T1003] — The attacker may leverage stolen credentials for
lateral movement.
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Privilege Escalation
e Abuse Elevation Control Mechanism [T1548] — The attacker may gain elevated
access by bypassing authentication.
loCs

There are no known |loCs associated with the above vulnerabilities at this time. Aspire is
actively monitoring and will notify customers if any are found. For more details on how
we can help protect your organization, contact Aspire’s Customer Success Management
team.

Targeted Industries

These vulnerabilities affect lvanti Endpoint Manager (EPM), Avalanche, and Application
Control Engine, which are widely used for IT asset management, security control, and
endpoint configuration. Industries that rely on Ivanti products for managing large-scale
IT environments are at risk:

e Government

o |IT
e MSPs
e Retail

e Manufacturing
e Telecommunications
e Defense and Aerospace

e Finance
e And others

Aspire Service Offerings

e Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended
Detection and Response (XDR) technology, a 24x7 security operations
center (SOC), and the expertise of a US-based team of security
professionals to identify and respond to threats across a broader attack
surface.

o Building on the existing capabilities of Managed Detection and Response
(MDR), Aspire Managed XDR integrates and correlates telemetry from
endpoints, network, cloud, email, identity, and more. This advanced
platform creates valuable context enabling end-to-end visibility across all
threat vectors.
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o Experienced security analysts and incident responders deliver 24x7 threat
detection, analysis, and investigations — with both automated and human-
led response actions to quickly mitigate cyber attacks.

e Aspire Incident Response

o The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will
ultimately maintain business continuity, protect the company reputation,
and avoid fines, legal fees, and remediation costs.

o Aspire offers incident response services to help you prepare for, manage,
and recover from data breaches and network attacks. An experienced
team uses industry-leading threat intelligence and the most current
security technology to quickly respond to attacks, reduce damage, and
minimize exposure.

Supporting Documentation

January 2025 Security Update | Ivanti

GitHub - horizon3ai/lvanti-EPM-Coercion-Vulnerabilities: Proof of concept exploit for
Ivanti EPM CVE-2024-13159 and others

Ivanti Endpoint Manager Vulnerabilities: Critical CVEs & Exploit Details
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