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Executive Summary

Phishing - a widespread cyber threat that uses deceptive techniques to compromise user
security and steal sensitive data. While many may have a basic understanding of phishing,
fewer are aware of the various methods cybercriminals use.

Phishing tactics often involve spoofing to trick individuals into taking the bait and disclosing
confidential information. These schemes are designed to deceive recipients into unconsciously
sharing sensitive data with unauthorized parties, or in most cases, cyber criminals.

Today, phishing remains the most prevalent form of cybercrime. In the UK, 83% of businesses
that experienced a cyber attack in 2022 reported phishing as the cause. Globally, 323,972
internet users fell victim to phishing in 2021, accounting for half of all cybercrime victims. This
occurred despite Google's cybersecurity measures blocking 99.9% of phishing attempts. On
average, victims lost $136 per phishing attack, totaling $44.2 million in stolen funds in 2021.

This guide explores several modern phishing techniques, such as HTTPS phishing, clone
phishing, angler phishing, and pop-up phishing. By familiarizing yourself with these strategies
and adopting proactive security measures, individuals and organizations can better protect
against phishing attacks.

TIR Snapshot

e A phishing attack tricks users with fake messages posing as trusted sources to steal data
or money.

e Phishing is a form of social engineering that often works in tandem with other malicious
techniques, such as spreading malware, injecting harmful code, or infiltrating networks.
This combination makes phishing a powerful tool for cybercriminals.

e What makes phishing so effective is its ability to exploit human nature—our trust in
others, curiosity, or emotional responses to urgent messages

e Modern phishing techniques like “quishing” are on the rise.

e Clone Phishing, Pop-Up Phishing, and Quishing, are some of the lesser-known phishing
techniques that threat actors use to trick people.

e With the rise of generative Al, threat actors have gained powerful tools to launch more
sophisticated and convincing phishing schemes. Al can help cybercriminals eliminate
common errors, such as spelling and grammar mistakes, and craft highly personalized
messages tailored to specific targets.

e [t'simportant to train employees on cyber security best practices, as well as train them
on how to spot sophisticated phishing scams.
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What is Phishing?

A phishing attack is a form of social engineering where attackers craft fake communications
that appear to come from trusted sources. These fraudulent emails or text messages are
designed to deceive users into downloading malware, visiting a malicious site, or providing
sensitive login credentials, ultimately leading to theft of data or money.

In a typical phishing attempt, you might receive an email disguised as a legitimate message
from a reputable organization, urging you to update or confirm personal information. This
could involve responding directly to the email or following a link to a website that looks almost
identical to one you trust. The URL often closely mimics familiar addresses, and the email's
content is carefully worded to convince you to follow the instructions.

Image 1: Microsoft Phishing Email Example

Microsoft account password change Inbox & 2

Support <support@msupdate.net> 4:09 PM (26 minutes ago % &
tome ~

Microsoft account
Your password changed

Your password for the Microsoft account ethan@hooksecurity.co was changed.
If this was you, then you can safely ignore this email.

Security info used:

Country/region: United States
Platform: i0S

Browser: Safari
IP address: 77.196.86.10

If this wasn't you, your account has been compromised. Please follow these steps:

1. Reset your password

2. Review your security info.
3. Learn how to make your account more secure
You can also opt out or change where you receive security notifications.

Thanks,

The Microsoft account team
Source: Hooksecurity.com

Phishing is a form of social engineering that often works in tandem with other malicious
techniques, such as spreading malware, injecting harmful code, or infiltrating networks. This
combination makes phishing a powerful tool for cybercriminals.
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What makes phishing so effective is its ability to exploit human nature—our trust in others,
curiosity, or emotional responses to urgent messages. Additionally, phishing is easy to execute,
with kits readily available on the dark web. It’s a low-risk, high-reward tactic for attackers, as
bulk email addresses are easy to obtain, and sending phishing emails costs next to nothing.

Now that we understand traditional phishing, let's explore some lesser-known phishing
techniques.

Types of Phishing
Clone Phishing

Clone phishing is a technique where attackers replicate legitimate emails, including any
attachments or links, to exploit the recipient's trust in previously received communications. The
goal is to deceive the victim into interacting with malicious content, often resulting in stolen
credentials or malware infection.

Although clone phishing messages can vary, they typically share common characteristics, such
as conveying a sense of urgency to push recipients into quick action. These emails frequently
contain harmful links or attachments, which are central to the attack.

For instance, an employee might receive what seems to be a legitimate email from their HR
department, notifying them of an urgent issue with their payroll. The email looks authentic,
featuring the company’s branding and format, and prompts the employee to verify their details
via a provided link to avoid disruptions in their salary.

Believing the message to be genuine, the employee clicks the link and unknowingly enters their
login credentials into a fake site, giving the attackers access to their account and potentially
compromising sensitive company information. In this case, the attackers successfully cloned a
legitimate email, leveraging the recipient’s trust and urgency to trick them into revealing
confidential details.

Pop-Up Phishing

Pop-up phishing involves deceptive messages that suddenly appear while users browse the
internet, often resulting from attackers embedding malicious code into legitimate websites.

These pop-ups are effective because they appear convincing, frequently mimicking security
alerts that target unsuspecting visitors. They often prompt individuals to download what seems
to be necessary software, such as fake antivirus programs that are actually malware.
Additionally, the pop-up might encourage victims to contact fraudulent support numbers—a
tactic that has become more common.
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For example, in an education setting, an administrative assistant named Jennifer could be
working on student records when a pop-up appears, claiming to be from the school's IT
department. The message warns that her computer has been compromised and urges her to
download an urgent security patch to protect sensitive student data. Concerned about a
potential breach, Jennifer clicks the prompt and unknowingly installs malware, giving attackers
access to confidential student information and the school's internal systems.

Angler Phishing

Angler phishing targets individuals on social media platforms and messaging apps by using fake
messages or offers to deceive them. These attacks typically involve tricking victims into clicking
malicious links or providing personal details under the pretense of legitimate "opportunities."

Attackers involved in angler phishing scan social media profiles linked to a company, looking for
people who have publicly expressed dissatisfaction through tweets or comments. Once
identified, the attackers send direct messages using fake accounts that appear similar to the
company'’s official profile.

Image 2: Angler Phishing Example

S

DA nline massively disappointed... bought 2 chest of
drawers,assembled 1st one, .. noticed a chip on the top.. went to put
handles on drawers. 1 handle screw hole wouldn’t fit screw. 2nd chest, no
chips but 2 handles won't fit! (can’t return as almost fully assembled) €9

Q 1 v, 1

r 2 B
by Hi . Thanks for getting in touch. If you would like to follow us back
" N - provide us with your order number, name, contact
number, email and billing address including postcode so we can respond via
DM. Thanks - Diane

Source: Blog.usecure.io

Many users, eager for a quick solution to their issue, engage with these messages, thinking they
are dealing with the company’s real customer service. To make the scam more convincing, the
attacker often uses a social media handle that closely mimics the company’s official account.

After making contact, the attacker will try to extract sensitive information, like passwords, or
trick the victim into clicking on harmful links that may lead to malware infection.
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HTTPs Phishing

HTTPS phishing takes advantage of the trust users place in secure connections by creating
deceptive websites that mimic legitimate ones. Attackers use HTTPS encryption to make these
fraudulent sites appear trustworthy, tricking users into providing sensitive information or
downloading malicious software.

According to Open Text Cybersecurity's 2023 Global Threat Report, the use of HTTPS in phishing
attacks jumped from 32% in 2021 to over 49% in the following year, an increase of nearly 56%.
The report also highlighted a common misconception among users, who often assume that
HTTPS sites are automatically safe because of the padlock symbol shown in their browser.
However, attackers are aware of this assumption and take advantage of it. They register
domains, obtain legitimate certificates, and set up malicious websites to trick users. Domain
registrars and certificate authorities face difficulties in preventing fraudsters from acquiring and
misusing these certificates to enhance their phishing campaigns.

The report also noted a growing number of HTTPS websites compared to standard HTTP ones in
2022. While phishing activity saw a temporary decline in April, which aligned with reduced
HTTPS usage, the highest levels of phishing in October and November corresponded with the
peak adoption of HTTPS that year. This trend indicates that attackers have increasingly
recognized the benefit of exploiting users' trust in HTTPS sites, favoring these over HTTP during
times of heightened phishing activity.

Quishing

This year, cybersecurity experts have warned that phishing attacks involving QR codes, known
as "quishing," are on the rise in both volume and sophistication. Quishing, a blend of "QR code"
and "phishing," is used by attackers to steal corporate credentials from mobile devices.

Sophos recently uncovered new quishing techniques after its own employees were targeted in
a campaign, resulting in one employee falling victim and revealing sensitive information. In this
case, attackers sent emails with PDF attachments containing QR codes, crafted to look like
legitimate documents from internal sources. When scanned, the QR code led to a fake
Microsoft365 login page designed to steal login credentials and multi-factor authentication
(MFA) tokens.

Sophos identified several red flags in the quishing emails, such as mismatched attachment
filenames, missing text, and inconsistent sender details. Despite these warning signs, the attack
successfully compromised an employee's credentials and bypassed MFA using an "adversary-in-
the-middle" (AiTM) technique, where the attacker intercepted and used the MFA token in real
time to gain unauthorized access.
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Sophos noted that quishing attacks are becoming more common and sophisticated, with
phishing documents appearing more polished than earlier versions. The firm highlighted how
QR codes, typically scanned by mobile devices, can bypass traditional security measures like
URL blocking and endpoint protection, making them harder for users to scrutinize.

Phishing and Al

With the rise of generative Al, threat actors have gained powerful tools to launch more
sophisticated and convincing phishing schemes. Al can help cybercriminals eliminate common
errors, such as spelling and grammar mistakes, and craft highly personalized messages tailored
to specific targets. This capability is particularly useful in spear phishing, where attackers gather
detailed personal or professional information on their victims to create messages that appear
legitimate and credible, increasing the chances of a successful breach.

Generative Al allows threat actors to automate and scale these targeted attacks, making them
more difficult to detect and defend against. By using Al to quickly generate realistic and
contextually relevant phishing emails, attackers can mimic the language, tone, and style of
trusted sources, tricking recipients into revealing sensitive information or downloading
malware.

At the same time, Al is also being leveraged by cybersecurity companies to strengthen
defenses. These Al-driven tools can help organizations detect and respond to phishing attacks
more effectively by analyzing large amounts of data in real time, categorizing risks, and
highlighting vulnerable areas.

Conclusion

Phishing attacks have come a long way since their early beginnings in chat rooms, evolving into
a highly sophisticated form of cybercrime that continues to cause widespread damage. With
the rise of Al, phishing techniques are becoming more personalized and convincing, making
them harder to detect and defend against.

Spear phishing, for instance, now leverages detailed information on targets, allowing attackers
to craft highly tailored emails that appear legitimate. Generative Al tools allow threat actors to
automate the creation of these deceptive messages, refining their approach and scaling attacks.
As phishing tactics evolve, it's clear that this threat isn't going away anytime soon, and
businesses must remain vigilant.
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To protect against phishing attacks, organizations need to prioritize employee training on how
to recognize phishing attempts and stay informed about the latest cybersecurity best practices.
Employees are often the first line of defense, and empowering them with the knowledge to

spot red flags, such as unusual sender details or suspicious links, is important. Regular phishing
simulations and cybersecurity awareness programs can help keep staff alert to evolving threats.

Additionally, companies should implement strong security measures, such as multi-factor
authentication and Al-based threat detection tools, to further protect sensitive information. By
combining advanced technologies with continuous education, organizations can significantly
reduce their risk of falling victim to phishing attacks.

Is your organization prepared to take on a modern day phishing attack?

Aspire’s Recommendations

Conduct Regular Phishing Simulations and Awareness Training - Educate employees on
how to recognize phishing attacks through targeted training programs and simulations.
Highlight the evolving nature of phishing tactics, including Al-generated emails and
malicious QR codes (quishing), to ensure staff are familiar with current threats. Include
guidance on identifying red flags, such as mismatched sender information, suspicious
urgency, or unexpected attachments.

Promote Vigilance Around HTTPS URLs - Train employees to understand that HTTPS
sites, marked by a padlock icon, do not automatically guarantee security. Attackers can
exploit the trust associated with HTTPS by creating fake websites with valid SSL
certificates. Employees should be taught to inspect URLs closely, even on sites that
appear secure, and avoid entering credentials or personal information on unfamiliar or
unexpected sites.

Strengthen Multi-Factor Authentication (MFA) - Encourage the use of multi-factor
authentication (MFA) to provide an additional layer of security, particularly for email
accounts and sensitive systems. While attackers may attempt to bypass MFA using
techniques like adversary-in-the-middle (AiTM) attacks, MFA still provides significant
protection. Organizations should stay informed on emerging MFA bypass tactics and
adjust their authentication strategies accordingly.

Be Wary of Pop-Up Messages and QR Codes - Educate employees to avoid interacting
with unexpected pop-ups that appear while browsing, especially those claiming to be
urgent security alerts. Pop-up phishing can trick users into downloading malware or
contacting fraudulent support lines. Additionally, caution against scanning unknown QR
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codes, as these can redirect to phishing sites, bypassing traditional desktop defenses like
URL filtering or firewalls. Teach employees to verify any QR codes before scanning,
particularly in emails or documents.

Aspire Protects

= Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended Detection and
Response (XDR) technology, a 24x7 security operations center (SOC), and the
expertise of a US-based team of security professionals to identify and respond to
threats across a broader attack surface.

o Building on the existing capabilities of Managed Detection and Response (MDR),
Aspire Managed XDR integrates and correlates telemetry from endpoints,
networks, cloud, email, identity, and more. This advanced platform creates
valuable context enabling end-to-end visibility across all threat vectors.
Experienced security analysts and incident responders deliver 24x7 threat
detection, analysis, and investigations — with both automated and human-led
response actions to quickly mitigate cyberattacks.

= Aspire Managed Detection and Response (MDR)

o Accelerate the maturity of your security operations and reduce risk with faster
threat detection and response capabilities. Aspire MDR delivers around-the-clock
protection across the cloud, network, and endpoints in one integrated solution.

o Our team of experts act as an extension of your IT operations to quickly identify
and mitigate security threats before they impact your business.

= Aspire Incident Response

o The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will ultimately
maintain business continuity, protect the company's reputation, and avoid fines,
legal fees, and remediation costs.

o Aspire offers incident response services to help you prepare for, manage, and
recover from data breaches and network attacks. An experienced team uses
industry-leading threat intelligence and the most current security technology to
quickly respond to attacks, reduce damage, and minimize exposure.
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Appendix Il: Disclaimer

This document and its contents are not intended to serve as legal advice and should not be used
as a substitute for it. The results of a Security Risk Assessment are intended to guide the
implementation of diligent measures to reduce the risk of potential vulnerabilities being
exploited to compromise data.

While the Services and this report may offer information that the Client can use to support its
compliance efforts, the responsibility for evaluating and fulfilling compliance obligations rests
solely with the Client, not Aspire. This report does not guarantee or assure the Client's
compliance with any law, regulation, or standard.
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