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UPDATE: Cisco

i i Cisco ASA and FTD vulnerabilities (CVE-2025-
ASA/FTD EprOItatlon 20333, CVSS 9.9; CVE-2025-20362, CVSS

N owW L| 1] ked to 6.5) previously reported by Aspire’s CTI team
. in November are now confirmed to be part of a
Persistent campaign involving a backdoor called

FIRESTARTER FIRESTARTER.

This activity impacts Cisco firewall devices and

B ac kd oor ACt vl ty allows threat actors to maintain access even

after patching. Organizations that were
exposed prior to remediation should assume

UPDATE — 4/23/2026 potential compromise and validate the integrity

of affected systems.
In November, Aspire’s CTl team issued an
Emergency Flash Notice stating that CVE-2025-20333 and CVE-2025-20362 were
under active exploitation, allowing attackers to gain elevated access to Cisco Secure
Firewall Adaptive Security Appliance (ASA) Software and Cisco Secure Firewall
Firepower Threat Defense (FTD) Software.

New analysis from the Cybersecurity and Infrastructure Security Agency (CISA) and the
United Kingdom National Cyber Security Centre (NCSC) confirms these vulnerabilities
were used to deploy a persistent backdoor known as FIRESTARTER.

These vulnerabilities directly impact Cisco ASA and FTD firewalls. Successful
exploitation allows an attacker to take control of the firewall itself, not just bypass it. This
includes the ability to access VPN sessions, view and manipulate traffic, and extract
sensitive data such as credentials, certificates, and private keys. With FIRESTARTER
deployed, threat actors can maintain that access even after patches are applied.

Affected Products

« Cisco ASA versions 9.8 through 9.20
e Cisco FTD versions 6.2 through 7.6

Conditions for impact:

« Devices with the VPN web server / web services enabled
e Internet-facing ASA/FTD firewall deployments
e Systems running vulnerable software versions prior to Cisco patches

CISA confirmed this behavior during a forensic investigation involving a U.S.
government agency, where threat actors maintained long-term access to a Cisco
Firepower firewall device. The campaign included additional tooling used to create
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unauthorized VPN sessions and regain access without re-exploiting the original
vulnerabilities. The impacted U.S. government agency is unknown to the public at this
time. Aspire recommends patching CVE-2025-20333 and CVE-2025-20362
immediately.

Aspire Protects

e Patch — Patching is still the first course of action because it can help prevent new
exploitation. However, if you ONLY patch, you may still have a backdoor sitting
on the firewall. See Cisco’s security advisories for more details.

o CVE-2025-20333
o CVE-2025-20362

¢ |If these devices were exposed before patching, there’s a real chance they were
already compromised and should be checked. Please see the following
recommendations:

o Treat impacted Cisco ASA and FTD firewalls as potentially compromised if
exposed prior to patching.

o Collect and analyze device core dumps to identify signs of compromise.

o Use YARA rules to scan memory or disk images for FIRESTARTER
indicators.

o Review VPN activity for unauthorized sessions, especially involving
inactive or unexpected accounts.

o Monitor for abnormal access to firewall configuration data, credentials, or
certificates.

o If compromise is suspected or confirmed, initiate incident response
procedures immediately.

o Be prepared to physically disconnect affected firewall devices from power
if directed, as standard rebooting does not remove persistence.

TTPs to Watch

Initial Access, Exploit Public-Facing Application [T1190] — The attacker may exploit
exposed ASA/FTD VPN web interfaces by chaining authentication bypass with remote
code execution to gain access to the firewall. (CVE-2025-20333, CVE-2025-20362)
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Post Exploitation TTPs

Execution
e Command and Scripting Interpreter [T1059] — The attacker may execute
commands on the firewall after successful exploitation to deploy additional
payloads and manipulate system behavior.

Persistence
e External Remote Services [T1133] — The attacker may establish unauthorized
VPN sessions to maintain access to the firewall after initial compromise.
e Boot or Logon Autostart Execution [T1547] — The attacker may modify system
components to maintain persistent access to the firewall across reboots and
updates.

Credential Access
e Valid Accounts [T1078] — The attacker may use legitimate or previously valid
VPN accounts to maintain access and blend in with normal activity.

Defense Evasion
¢ Indicator Removal on Host: File Deletion [T1070.004] — The attacker may delete
logs or artifacts on the firewall to remove evidence of compromise.
e Impair Defenses [T1562] — The attacker may suppress logging or interfere with
system visibility to avoid detection.

Command and Control
e Remote Access Tools [T1219] — The attacker may maintain remote control of the
firewall using backdoor access and VPN-based communication channels.
loCs

File Paths / Artifacts
e /usr/bin/lina_cs
e /opt/cisco/platform/logs/var/log/svc_samcore.log
e /opt/cisco/config/platform/rmdb/CSP_MOUNT _LIST
e /opt/cisco/config/platform/rmdb/CSP_MOUNT_LIST.tmp
File Names
e lina cs (FIRESTARTER binary name observed in analysis; may vary)
e svc samcore.log (used as staging location for persistence)
Commands / System Activity
e rm /opt/cisco/config/platform/rmdb/CSP_MOUNT _LIST
e cp /opt/cisco/config/platform/rmdb/CSP_MOUNT_LIST.tmp
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chmod 755 /opt/cisco/config/platform/rmdb/CSP_MOUNT _LIST

touch -r /opt/cisco/config/platform/rmdb/CSP_MOUNT _LIST.tmp

rm /usr/bin/lina_cs

Re-creation and execution chain:
o mv /opt/ciscol/platform/logs/var/log/svc_samcore.log /usr/bin/lina_cs
o chmod 755 /usr/bin/lina_cs
o lina_cs &

Behavioral loCs

e Persistence that survives patching and reboot
e Malware re-executes after receiving termination signals (SIGTERM, SIGINT,
etc.)
e Unexpected or unauthorized VPN sessions on ASA/FTD devices
¢ VPN access tied to:
o inactive accounts
o unknown accounts
e Abnormal modification of system files under:
o lopt/cisco/config/platform/rmdb/
e Evidence of memory manipulation within LINA process
e Activity that does not generate standard logs or alerts

Targeted Industries

These vulnerabilities may impact any organization running Cisco ASA or FTD firewalls
in production environments:

Education
Energy
Finance
Healthcare
Legal
Manufacturing
Government
Retail

Aspire Service Offerings

e Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended
Detection and Response (XDR) technology, a 24x7 security operations
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center (SOC), and the expertise of a US-based team of security
professionals to identify and respond to threats across a broader attack
surface.

o Building on the existing capabilities of Managed Detection and Response
(MDR), Aspire Managed XDR integrates and correlates telemetry from
endpoints, network, cloud, email, identity, and more. This advanced
platform creates valuable context enabling end-to-end visibility across all
threat vectors.

o Experienced security analysts and incident responders deliver 24x7 threat
detection, analysis, and investigations — with both automated and human-
led response actions to quickly mitigate cyber attacks.

e Aspire Incident Response

o The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will
ultimately maintain business continuity, protect the company reputation,
and avoid fines, legal fees, and remediation costs.

o Aspire offers incident response services to help you prepare for, manage,
and recover from data breaches and network attacks. An experienced
team uses industry-leading threat intelligence and the most current
security technology to quickly respond to attacks, reduce damage, and
minimize exposure.

Supporting Documentation

Cisco Secure Firewall Adaptive Security Appliance Software and Secure Firewall Threat
Defense Software VPN Web Server Unauthorized Access Vulnerability

Cisco Secure Firewall Adaptive Security Appliance Software and Secure Firewall Threat
Defense Software VPN Web Server Remote Code Execution Vulnerability

Customer Service - UPDATE: Cisco Firewall Zero-Days Under Active Exploitation -
Customer Support

FIRESTARTER Backdoor | CISA
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