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Veeam Backup &

: : TL:DR
Replication Remote =
s Veeam patched several serious vulnerabilities in
C o d e E Xecu t ion Backup & Replication that could allow remote code
Vu I nera bl I |t| es execution on backup servers.

Three vulnerabilities (CVE-2026-21666, CVE-2026-
EX p ose B ac k u p 21667, and CVE-2026-21669) could allow low-

privileged domain users to run code remotely, while
Se rvers another lets a Backup Viewer execute code as the
postgres user.

Overview

There are vulnerabilities (CVE-2026-21666, CVE-2026-21667, and CVE-2026-21669)
affecting Veeam Backup & Replication (VBR), including several that allow remote code
execution on backup servers. The vulnerabilities affect enterprise backup infrastructure
used to store and restore critical data following outages, hardware failures, or cyber
incidents.

Affected Products
« Veeam Backup & Replication 12.3.2.4165 and earlier version 12 builds

Three of the vulnerabilities [CVE-2026-21666 (CVSS 9.9), CVE-2026-21667 (CVSS
9.9), and CVE-2026-21669 (CVSS 9.9)] allow authenticated domain users with low
privileges to execute code remotely on vulnerable backup servers. A separate
vulnerability, CVE-2026-21708 (CVSS 9.9), allows a user with the Backup Viewer role
to execute code as the postgres user.

Additional high-severity vulnerabilities (CVE-2026-21668 and CVE-2026-21672) could
allow attackers to escalate privileges on Windows-based Veeam servers, manipulate
files within backup repositories, or extract stored SSH credentials.

Backup servers are high-value targets during ransomware attacks because attackers
can disable recovery by deleting or encrypting backups. Past campaigns from threat
groups such as FIN7 and ransomware operations including Cuba, Akira, and Frag have
exploited vulnerabilities in Veeam infrastructure for this reason. Aspire recommends
patching as soon as possible.
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https://www.veeam.com/kb4830#:~:text=during%20internal%20testing.-,CVE%2D2026%2D21668,-A%20vulnerability%20allowing
https://www.veeam.com/kb4830#:~:text=during%20internal%20testing.-,CVE%2D2026%2D21672,-A%20vulnerability%20allowing

CYBER THREAT

@AS p I R E /\ D R INTELLIGENCE

Aspire Protects

e Patch - Update Veeam Backup & Replication to version 12.3.2.4465 or later
immediately. See both of Veeam’s advisories for further details.
o Veeam Advisory 1
o Veeam Advisory 2
« Restrict access to backup servers and management interfaces.
« Limit domain account privileges used to access backup infrastructure.
« Monitor backup servers for unusual administrative activity or unexpected
command execution.
o Review backup repository permissions to ensure unauthorized users cannot
modify or delete backup data.

TTPs to Watch
Execution

e Exploitation for Client Execution [T1203] — The attacker may exploit the Veeam
Backup & Replication vulnerability to execute code on the backup server.

Privilege Escalation

e Exploitation for Privilege Escalation [T1068] — The attacker may exploit the
vulnerability to gain higher privileges on the affected Veeam server.

loCs

There are no known |oCs at this time. Aspire is actively monitoring and will notify
customers if any are found. For more details on how we can help protect your
organization, contact Aspire’s Customer Success Management team.

Targeted Industries

Organizations that rely on Veeam Backup & Replication for backup and disaster
recovery may be impacted.

Education
Energy & Utilities
Finance
Healthcare

Legal
Manufacturing
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https://www.veeam.com/kb4830
https://www.veeam.com/kb4831
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e Government
e Retail

Aspire’s Service Offerings

e Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended
Detection and Response (XDR) technology, a 24x7 security operations
center (SOC), and the expertise of a US-based team of security
professionals to identify and respond to threats across a broader attack
surface.

o Building on the existing capabilities of Managed Detection and Response
(MDR), Aspire Managed XDR integrates and correlates telemetry from
endpoints, network, cloud, email, identity, and more. This advanced
platform creates valuable context enabling end-to-end visibility across all
threat vectors.

o Experienced security analysts and incident responders deliver 24x7 threat
detection, analysis, and investigations — with both automated and human-
led response actions to quickly mitigate cyber attacks.

e Aspire Incident Response
o The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will
ultimately maintain business continuity, protect the company reputation, and
avoid fines, legal fees, and remediation costs.

o Aspire offers incident response services to help you prepare for, manage,
and recover from data breaches and network attacks. An experienced team
uses industry-leading threat intelligence and the most current security
technology to quickly respond to attacks, reduce damage, and minimize
exposure.

Supporting Documentation
KB4830: Vulnerabilities Resolved in Veeam Backup & Replication 12.3.2.4465
KB4831: Vulnerabilities Resolved in Veeam Backup & Replication 13.0.1.2067
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https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/solutions/cyber-security/incident-response/
https://www.veeam.com/kb4830
https://www.veeam.com/kb4831

