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EXECUTIVE SUMMARY

Qilin ranks near the top for activity in 2025, and
manufacturing remains a prime target at roughly
14 percent of recent cases. The group runs a
mature ransomware-as-a-service (RaaS)
operation with affiliates and a data leak site. Late
2025 showed Qilin’s range. Well-known brands
lost systems, while small-to-mid-size (SMBs)
businesses lost weeks of work. Researchers
linked recent operations to basic security gaps
that should have been closed. Businesses had
unpatched VPNs, no multi-factor authentication
(MFA), and exposed admin portals. All of these
things lead to compromise and Qilin’s affiliates
took full advantage of their opportunity.

Once in, the affiliates moved laterally and
combined data theft with encryption. Victims that
stalled or refused to pay saw their files posted to
the group’s leak sites and new extortion
channels. A handful of larger incidents drew
attention, but the volume sat with SMBs that had
less depth on defense and fewer hands for
recovery.

In 2025, Qilin stayed busy and efficient, blending
data theft with encryption and used leak
pressure to force decisions under stress. Victims
ranged from manufacturers to local services,
with fallout that stretched beyond downtime.
Let’s look at Qilin’s background, current tactics,
and the pressure felt by small businesses.
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The Threat

« Qilin ranks among the most active ransomware groups in
2025.

* It runs a polished RaaS model that lowers the bar for
affiliates.

« The group favors smaller firms that can’t afford
downtime or long recovery cycles.

Tactics and Techniques

« Initial access comes through phishing or unpatched
remote access systems.

« Affiliates use common tools like PowerShell, PsExec,
and Cobalt Strike.

« Qilin targets both Windows and Linux, stealing data
before encryption.

Recent Attacks

* Victims include Asahi Group, U.S. healthcare and
construction firms, and disputed claims like Spain's tax
agency.

* Over S50 new victims were listed in late 2025, with global
reach and high ransom demands.

* Evidence links Qilin to Scattered Spider and shared
servers with BianLian.

Lessons Learned

* The same weak spots. No MFA, unpatched VPNs, reused
credentials, keep opening the door.

* Backups and IR plans matter more than any single tool.

* Regular testing, user training, and visibility are the best
defenses.
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QILIN RANSOMWARE

Researchers first spotted the group in 2022 using the name Agenda. Early ransomware
builds were written in Golang. The operators later moved to Rust and now compile
payloads for both Windows and Linux, including VMware ESXi. That cross platform
support is a core part of their pitch to affiliates. It also broadens the set of targets that
can be disrupted in one run.

Health sector guidance and multiple vendors have confirmed the rebrand from Agenda
to Qilin and the language choices in their code. They also described the service model
where affiliates keep most of the payout while the core team runs the leak site, tooling,
and support.

Evidence points to Russia as Qilin’s country of origin due to the group speaking in
Russian on underground forums. Also, recruitments showed up on Russian forums.
They routinely exclude targets in CIS countries. Investigations also slow when operators
remain inside Russia, which aligns with recent cases. It is not definitive proof, but it is
the most logical proof we have.

Qilin and its affiliates have gone after a range of industries, including healthcare,
manufacturing, professional services, local government, education, and media.
Manufacturing, though, has remained their main focus. The group understands that
downtime in this sector costs money, and they use that pressure to push victims toward

paying.

The group and its affiliates have targeted North America, Europe, and Asia. A June 2024
attack on a major London pathology service slowed care and delayed procedures
across multiple hospitals. A March 2024 attack on the publisher of The Big Issue leaked
hundreds of gigabytes of personal and payroll data. By late 2025, third party tracking
showed Qilin pushing dozens of new victims each month and experimenting with more
channels for pressure, including Telegram and a site they branded WikiLeaksV?2.

Qilin’s pace in 2025 has been relentless. In just one month, between late August and
late September, researchers confirmed seventy attacks across multiple regions and
sectors. The trend carried through the third quarter, with steady growth that showed how
the group operates. They run their operation less like a one-off campaign and more like
a business.
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CONNECTIONS TO OTHER GROUPS

Scattered Spider

Qilin’s connection to Scattered Spider (UNC3944) has been one of the more notable
developments in 2025. Several investigations revealed shared infrastructure between
the two, including overlapping command-and-control servers and dark web channels
used for coordination. This relationship appears to be an affiliate arrangement.
Scattered Spider is known for initial access and social engineering expertise, and some
of its members have been using Qilin’s RaaS platform to monetize those footholds.

BianLian

Separately, researchers have identified infrastructure similarities between Qilin and
BianLian. Both have used the same hosting providers and share a pattern of migrating
their leak sites and command servers through the same registrars. While there is no
direct evidence of collaboration, this kind of overlap could mean the groups share a
criminal ecosystem. It’s likely that these groups operate in parallel markets, buying
access, reselling tools, and drawing from the same developers or service brokers that
support the larger ransomware economy.

TACTICS, TECHNIQUES, AND PROCEDURES (TTPS)

Each Qilin campaign follows a predictable pattern that starts with quiet access and ends
with disruption. Once inside, affiliates move fast and use the same admin tools and
scripts that most defenders see every day.

Qilin rarely creates new exploits, but they rely on what already works. They focus on
common gaps that organizations overlook and adjust their approach the moment a
control blocks them. This approach has kept Qilin effective even as awareness of their
tactics has grown. Let’s review the operation’s primary TTPs.

Initial Access — Phishing and Exposed Services

« Affiliates rely on phishing emails to steal credentials or deliver initial payloads.
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« They exploit exposed VPNs, Citrix gateways, and remote management consoles
left accessible from the internet.

« Many 2025 cases are traced back to unpatched VPN appliances or single-factor
remote access systems.

« Known exploits include Fortinet flaws such as CVE-2024-21762 and CVE-2024-
55591, which allow attackers to bypass authentication or execute arbitrary code
remotely.

Execution — Common Administrative Tools

e Once inside, affiliates use legitimate administrative utilities like PowerShell,
PsExec, and commercial RMM agents to blend into normal activity.

o Payload delivery often involves Cobalt Strike or other lightweight loaders to stage
ransomware binaries and move laterally.

Credential Access — Theft and Reuse

« Qilin operators deploy tools such as Mimikatz (packed with Themida) and
DonPAPI to extract cached credentials and reuse them across the network.

« Credential theft enables privilege escalation and access to domain controllers or
administrative shares.

Lateral Movement — Remote Execution and RMM Abuse

« Movement across the network is achieved through RDP, SSH, and SMB
connections.

« Affiliates frequently deploy ransomware executables remotely via PsExec or
legitimate RMM tools already installed in the environment.

Target Platforms — Windows, Linux, and ESXi

e Qilin develops ransomware that supports Windows and Linux, including
specialized builds for VMware ESXi environments.

« Attacks against ESXi can disable large virtual fleets at once, complicating
recovery for organizations without tested restore procedures.

Data EXxfiltration — Double Extortion Setup

« Before encryption, Qilin exfiltrates sensitive files over SFTP or HTTP to remote
servers.
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« Victims who delay or refuse payment see their data published on Qilin’s TOR-
hosted leak site or in some cases, shared through public platforms.

Impact — Encryption and Extortion Pressure

o Files are encrypted using ChaCha20, AES-256, and RSA-4096 algorithms.

« Custom ransom notes direct victims to private chat portals for negotiation.

e Qilin has used Telegram and imitation “leak portals” to intensify pressure and
damage reputation.

RECENT ATTACKS

March 27, 2024 - The Big Issue Group United Kingdom Media and Nonprofit

Qilin listed Big Issue Group on its leak site and published staff passport scans, payroll
data, and personal details to prove access. The publisher confirmed a cyber incident
and told media that it contained the damage and restored systems with limited
disruption. There is no public record of a ransom payment. The leak suggests the victim
refused to pay or stalled past the group’s deadline. The attack mattered for reputation
and for the people in those files.

June 3 to June 10, 2024 - Synnovis United Kingdom Healthcare

A ransomware attack disrupted pathology services across multiple NHS trusts in
London. Qilin was widely reported as the threat actor and the impact went far beyond
one company. Hospitals postponed procedures and canceled appointments while labs
worked through a backlog. Reporting later in the summer said the gang demanded a
large ransom and leaked millions of records when talks failed. This case turned Qilin
from an insider name to a public one.

September 29, 2025 - Asahi Group Holdings Japan Manufacturing and Beverage

Asahi suffered a major outage across brewing and logistics systems. Production and
shipping stopped at most plants. The company moved to manual workarounds that
could not keep up with demand. Public reports tied the incident to Qilin, and
investigators tracking the group said operators tried to sell stolen Asahi data and quoted
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a high eight figure demand in private chats. This case showed how an operation like
Qilin can squeeze a company that runs tight supply chains.

October 14 to October 15, 2025 - Multiple Announcements France Spain United
States Africa Public and Private Sectors

Researchers monitoring Qilin’s leak site recorded a burst of claims in mid-October.
Those posts named Volkswagen Group France and two Texas electric cooperatives.
They also named a set of smaller organizations across the United States and abroad.
Some of Qilin’s claims were questionable. One entry listed Spain’s tax agency as a
victim, a claim quickly denied by both the press and the agency itself. Others, though,
were verified through leaked samples and statements from affected companies. The
lesson here is to monitor leak sites, but verify every post before escalating it internally.

SMALL-TO-MID-SI1ZE BUSINESSES (SMBS)

Qilin’s shift toward SMBs is the easiest way to keep the money coming in. Larger
companies are harder to break, because they have layered defenses, incident response
teams, and lawyers who know how to stall negotiations. But a small construction firm
with one IT person and a ten-year-old firewall? That's easy money. Qilin understands
that, and so do the affiliates running its attacks.

Small firms also struggle with the grind of recovery. They might have backups, but they
often have never done a real restore or a full rebuild that starts with clean media and
signed binaries. When Qilin takes down a virtual environment and the only usable
backup is sitting on an old NAS, recovery becomes a race against time. Every hour of
downtime bleeds money, and every failed restore adds pressure to pay up. That’s
exactly the kind of leverage Qilin counts on. That pressure makes even a stubborn
owner think about paying. Qilin’s operators then threaten to leak threats and public
posts that pull in clients and vendors.

There is a third reason this trend will continue. The attack surface is large and many
small businesses still rely on single factor VPNs. Many leave legacy management tools
open to the internet and many partners use shared accounts and weak passwords. Qilin
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does not need a zero day to win. All they need is a shallow scan and a set of default
credentials.

CONCLUSION

Qilin does not need a novel exploit when a forgotten VPN is open to the world. It does
not need customized malware when mainstream tools get the job done. The group’s
service model rewards steady volume and fast pressure. The affiliates that stick to the
playbook make money and the ones that get loud and sloppy get banned. The core
team keeps the site running and recruits new help.

Organizations need to close the doors that never should have been open. Put
multifactor on every remote path, patch, and retire what cannot be supported. Segment
the network so a single foothold cannot turn into a full outage. Test a cold restore, then
test it again. Watch for the known tools and move fast when you see them. If your firm is
small, outsource monitoring to a partner that will pick up the phone when an alert fires at
two in the morning. Take the steps above now and you will be in a far better place when
the next ransomware group tries to breach your organization.

ASPIRE’S RECOMMENDATIONS

You're dealing with a ransomware operation that wins when businesses don’t adhere to
cybersecurity best practices. They come in through remote access that should be
locked down, then they steal data and encrypt your systems. Your goal is to close the
easy doors.

Qilin

« Kill single-factor remote access, enforce MFA on VPNs, RDP, SSH, hypervisor
and RMM portals

« Patch or replace edge gear that Qilin affiliates target first, including Fortinet
FortiOS and SSL-VPN, Citrix ADC, VMware ESXi and vCenter, Microsoft Office
loader bugs that still see macros dropper abuse
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« Geofence and rate-limit all remote admin paths, hide portals behind SSO and
device posture checks

e Lock down ESXi and vCenter, enable Lockdown Mode, disable ESXi Shell and
SSH when not needed, rotate vCenter service account creds, restrict API tokens,
require MFA on hypervisor management

o Make backups immutable and offline for vCenter, ESXi datastores, domain
controllers and file servers, test a bare-metal restore quarterly

e Watch for their toolmarks, PowerShell 4104 script block logging, PsExec service
creation 7045, suspicious Scheduled Task 4698, LSASS access, DonPAPI and
Mimikatz detections, new any-desk or screen-connect agents that were not
change-controlled

« Monitor for data staging and exfil, sudden spikes to cloud storage and paste
sites, large archive creation on file servers, unusual 7z and RAR activity on
servers, Tor exits and Telegram API traffic from corporate hosts

e Clamp down lateral movement, remove local admin from users, block NTLM
where possible, enforce SMB signing, restrict remote PowerShell and WMI to
admins only

« Prepare the comms path they use against you, track Qilin leak sites and mirrors,
set up alerting for your brand on Telegram and copycat sites, prewrite outbound
notices and regulatory drafts

« Run a tabletop that includes a Qilin play, inject a leak site post during the
exercise, practice decision points for negotiation, notifications and restore

Ransomware best practices

o Put MFA on every external path, VPN, SSO, email, privileged access, and stop
allowing legacy protocols that bypass modern controls

o Keep a living asset and exposure inventory, know which services are internet-
facing today, not last quarter

o Patch on a schedule, treat network appliances like servers, retire devices that
cannot be updated

o Segment the network, isolate backups and hypervisors, block east-west RDP by
default, allow only from admin jump boxes

« Harden identity, enforce least privilege on service accounts, rotate secrets,
enable Protected Users and Credential Guard where supported

e Deploy EDR with strong prevention rules, turn on script block logging, Sysmon,
and forward logs to a SIEM with ready detections

e Block common ransomware kill-switches, deny vssadmin delete and bcdedit
changes to non-admins, alert on shadow copy deletions, disable Office macros
from the internet
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« Control remote management, allow only approved RMM tools, pin versions,
restrict install rights, alert on new agents and remote desktop software

« Practice recovery, keep offline and immutable backups, rehearse restores to
clean hardware, measure time to first user login after a full rebuild

MITRE MAP

Initial Access T1566 — Phishing
T1190 — Exploit Public Facing Application
T1078 — Valid Accounts
Execution T1059.001 — PowerShell
T1569.002 — Service Execution
Persistence T1053 — Scheduled Task or Job
T1037 — Boot or Logon Initialized Scripts
Privilege Escalation T1548 — Abuse Elevation Control Mechanism
T1068 — Exploitation for Privilege Escalation
Defense Evasion T1497 — Virtualization or Sandbox Evasion
Credential Access T1003.001 — LSASS Memory
Lateral Movement T1021.001 — Remote Services Remote Desktop Protocol
T1570 — Lateral Tool Transfer
Exfiltration T1041 — Exfiltration Over C2 Channel
Impact T1486 — Data Encrypted for Impact
T1490 — Inhibit System Recovery
T1485 — Data Destruction

ASPIRE PROTECTS

e Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended
Detection and Response (XDR) technology, a 24x7 security operations
center (SOC), and the expertise of a US-based team of security
professionals to identify and respond to threats across a broader attack
surface.
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o Building on the existing capabilities of Managed Detection and Response
(MDR), Aspire Managed XDR integrates and correlates telemetry from
endpoints, network, cloud, email, identity, and more. This advanced
platform creates valuable context enabling end-to-end visibility across all
threat vectors. Experienced security analysts and incident responders
deliver 24x7 threat detection, analysis, and investigations — with both
automated and human-led response actions to quickly mitigate
cyberattacks.

e Aspire Managed Detection and Response (MDR)

o Accelerate the maturity of your security operations and reduce risk with
faster threat detection and response capabilities. Aspire MDR delivers
around-the-clock protection across cloud, network, and endpoints in one
integrated solution.

o Our team of experts act as an extension of your IT operations to quickly
identify and mitigate security threats before they impact your business.

e Aspire Incident Response

o The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will
ultimately maintain business continuity, protect the company reputation,
and avoid fines, legal fees, and remediation costs.

o Aspire offers incident response services to help you prepare for, manage,
and recover from data breaches and network attacks. An experienced
team uses industry-leading threat intelligence and the most current
security technology to quickly respond to attacks, reduce damage, and
minimize exposure.

INDICATORS OF COMPROMISE (I0CS)

Note: This is a consolidated snapshot of Qilin’s IoCs. For a complete list, click this link.
IP Addresses

o 176[]113[.]115[.]97
o 176[]113[.]115[.]209
o 194[]58[.]112[.]174
e 85[.]209[.]11[.]49

o 188[]119[.166[.]189
e 193[]106[.]175[.]107
e 45[.]134[.]140[.]69
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o 184[]174[.]96[.]70
o 184[]174[.]96[]74
o 180[]131[.]145[.]73
o 188[.]34[]188[.]7

Domains

e catcompanyl.]info
e changway[.]hk
e networkmaze[.]Jhk

File Names

enc.exe
update.exe

inter.exe
decryptor_399060b2.exe
99.dlI

SHA256

93c16¢c11ffcadede29338eac53ca9f7cafbcf68b8ea85ea5ae91a9e00dc77f01
54ff98956c3a0a3bc03a5f43d2c801ebcc1255bed644c78bad55d7f7beebd294
9e1f8165ca3265ef0ff2d479370518a5f3f4467cd31a7b4b006011621a2dd752
e4882b8e8e414e983cf003a5¢c4038043002a004b63c4f0844a15268332597e80
117fc30c25b1f28cd923b530ab9f91a0a818925b0b89b8bca7f820a9e630464
555964b2fed3cced4c75a383dd4b3cf02776dae224f4848dcc03510b1de4dbf4
ceed9fdce420c0558e56bb705664d59f67d62c12d7356ca8643908261638b256
5e9fc42cf65e1a87e953d00cb2755d3b5b00c1414259534¢c3a85742295bb6ff9
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APPENDIX IlI: DISCLAIMER

This document and its contents are not intended to serve as legal advice and should not
be used as a substitute for it. The results of a Security Risk Assessment are intended to
guide the implementation of diligent measures to reduce the risk of potential
vulnerabilities being exploited to compromise data.

While the Services and this report may offer information that the Client can use to
support its compliance efforts, the responsibility for evaluating and fulfilling compliance
obligations rests solely with the Client, not Aspire. This report does not guarantee or
assure the Client's compliance with any law, regulation, or standard.
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