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Cisco Duo Proxy
Vulnerability Could TL:DR

Leak Authentication Cisco released fixes for a medium-severity
vulnerability (CVE-2025-20345) in Duo

Details Authentication Proxy that could expose
sensitive information in debug log files.

. The issue affects versions 5.8.2 and eatrlier, as
Overview well as 6.5.1 and earlier. Customers should
upgrade immediately and delete existing log

Cisco has published an advisory for a s o e

medium-severity flaw in Duo Authentication
Proxy tracked as CVE-2025-20345 (CVSS
4.9). The vulnerability stems from the
debug logging function, which fails to properly mask sensitive information before writing
it to system logs.

Affected Products
e Cisco Duo Authentication Proxy versions 5.8.2 and earlier
o Cisco Duo Authentication Proxy versions 6.5.1 and earlier

Attackers with high-level authenticated access could exploit this flaw to retrieve
sensitive information from Duo Authentication Proxy debug logs. While the risk is limited
to insiders or compromised accounts rather than unauthenticated attackers, the
exposed data may include credentials and other restricted information.

Cisco has released patched versions to address the issue, and no workarounds are
available. Aspire recommends patching as soon as possible.

Aspire Protects

e Patch — Upgrade Duo Authentication Proxy to version 6.5.2 or later.

e After upgrading, delete all existing log files from the Duo Authentication Proxy
system and any external log repositories where debug data may have been
stored.

e Review authentication policies to limit unnecessary privileged access.
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TTPs to Watch

Credential Access
e Credentials in Files [T1552.001] — The attacker may harvest passwords, tokens,
or API keys written to Duo Authentication Proxy debug logs.

Collection
e Data from Local System [T1005] — The attacker may gather exposed log files
directly from the local system or connected storage.

Defense Evasion
e Indicator Removal on Host [T1070] — The attacker may delete or rotate logs after
accessing them to reduce forensic evidence.

Initial Access
e Valid Accounts [T1078] — The attacker may leverage compromised high-
privileged accounts to access and extract sensitive data from logs.

loCs

There are no known loCs associated with the above vulnerability at this time. Aspire is
actively monitoring and will notify customers if any loCs are found. For more details on
how we can help protect your organization, contact Aspire’s Customer Success
Management team.

Targeted Industries

The vulnerability could impact any organization relying on Cisco Duo Authentication
Proxy for authentication, including:

e Education

« Energy & Utilities

« Financial

e Healthcare

e Legal & Professional Services
e Manufacturing

« Public Sector

o Retail
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Aspire Service Offerings

e Aspire Managed XDR (MXDR)

o Aspire Managed XDR (MXDR) combines next-generation eXtended
Detection and Response (XDR) technology, a 24x7 security operations
center (SOC), and the expertise of a US-based team of security
professionals to identify and respond to threats across a broader attack
surface.

o Building on the existing capabilities of Managed Detection and Response
(MDR), Aspire Managed XDR integrates and correlates telemetry from
endpoints, network, cloud, email, identity, and more. This advanced
platform creates valuable context enabling end-to-end visibility across all
threat vectors.

o Experienced security analysts and incident responders deliver 24x7 threat
detection, analysis, and investigations — with both automated and human-
led response actions to quickly mitigate cyber attacks.

e Aspire Incident Response

o The ability to respond effectively to data breaches is critical to every
organization. When attacks occur, IT leaders need a process that will
ultimately maintain business continuity, protect the company reputation,
and avoid fines, legal fees, and remediation costs.

o Aspire offers incident response services to help you prepare for, manage,
and recover from data breaches and network attacks. An experienced
team uses industry-leading threat intelligence and the most current
security technology to quickly respond to attacks, reduce damage, and
minimize exposure.

Supporting Documentation

Cisco Duo Authentication Proxy Information Disclosure Vulnerability

CVE-2025-20345 : A vulnerability in the debug logging function of Cisco Duo
Authentication Proxy
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https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/solutions/cyber-security/incident-response/
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-authproxlog-SxczXQ63
https://www.cvedetails.com/cve/CVE-2025-20345/
https://www.cvedetails.com/cve/CVE-2025-20345/

