
 

 
 

Apache Struts Remote Code Execution Vulnerability 
Actively Exploited 

Overview 

A high-severity vulnerability, CVE-2024-53677, has been found in Apache Struts, a widely used 

Java-based web application framework. This vulnerability allows attackers to perform Remote 

Code Execution (RCE) by exploiting flaws in the file upload mechanism. Proof-of-Concept (PoC) 

exploit code has been published, and active exploitation attempts have been observed in the 

wild. 

CVE-2024-53677 (CVSS 9.5) is a path traversal flaw in the file upload logic and allows for 

malicious file uploads, potentially leading to RCE. The flaw stems from the 

FileUploadInterceptor mechanism. CVE-2024-53677 is related to the previously reported CVE-

2023-50164 and S2-066, which means that the vulnerability results from an incomplete fix.  

Affected Products 

• Struts 2.0.0 – Struts 2.3.37 (End of Life) 

• Struts 2.5.0 – Struts 2.5.33 

• Struts 6.0.0 – Struts 6.3.0.2 

Please note that applications not utilizing the FileUploadInterceptor are unaffected. Due to this 

vulnerability being exploited in the wild and there being a PoC, Aspire recommends patching 

immediately.  

 

Aspire Protects 

• Patch – Upgrade to Struts 6.4.0 or later. The latest version includes a redesigned file 
upload mechanism that addresses this vulnerability. Please see Apache’s advisory for 
patch guidance.  

• Update application logic to leverage the secure file upload interceptor. This update is not 
backward compatible and requires rewriting affected actions. 

TTPs to Watch  
 
Initial Access 

• Exploit Public-Facing Application (T1190) – Attackers manipulate file upload parameters 
to exploit path traversal and upload malicious files. 

Execution 
• Command and Scripting Interpreter (T1059.004) – Malicious files execute commands to 

compromise the server. 

https://cwiki.apache.org/confluence/display/WW/S2-067
https://cwiki.apache.org/confluence/display/WW/S2-067


 

IoCs 

There are no known IoCs associated with CVE-2024-53677 at this time. Aspire is actively 
monitoring and will notify customers if any are found. For more details on how we can help 
protect your organization, contact Aspire’s Customer Success Management team. 

Targeted Industries 

Apache Struts is a widely adopted framework across various industries, including both private 

and public sectors. Any organization using affected versions of Apache Struts could be impacted:  

• Financial Services 

• Healthcare 

• Education 

• Government 

• Retail 

• And others 

Aspire Service Offerings 

• Aspire Managed XDR (MXDR)  

o Aspire Managed XDR (MXDR) combines next-generation eXtended Detection and 
Response (XDR) technology, a 24x7 security operations center (SOC), and the 
expertise of a US-based team of security professionals to identify and respond to 
threats across a broader attack surface. 

o Building on the existing capabilities of Managed Detection and Response (MDR), 
Aspire Managed XDR integrates and correlates telemetry from endpoints,  
network, cloud, email, identity, and more. This advanced platform creates 
valuable context enabling end-to-end visibility across all threat vectors.  

o Experienced security analysts and incident responders deliver 24x7 threat 
detection, analysis, and investigations – with both automated and human-led 
response actions to quickly mitigate cyber attacks. 

• Aspire Incident Response  
o The ability to respond effectively to data breaches is critical to every 

organization. When attacks occur, IT leaders need a process that will ultimately  
maintain business continuity, protect the company reputation, and avoid fines, 
legal fees, and remediation costs. 

o Aspire offers incident response services to help you prepare for, manage, and 
recover from data breaches and network attacks. An experienced team uses 
industry-leading threat intelligence and the most current security technology to 
quickly respond to attacks, reduce damage, and minimize exposure. 

 

 

 

https://www.aspiretransforms.com/aspire-managed-xdr/
https://www.aspiretransforms.com/solutions/cyber-security/incident-response/


 

 

Supporting Documentation  

Exploit attempts inspired by recent Struts2 File Upload Vulnerability (CVE-2024-53677, CVE-
2023-50164) - SANS Internet Storm Center 
 
S2-067 - Apache Struts 2 Wiki - Apache Software Foundation 
 
GitHub - TAM-K592/CVE-2024-53677-S2-067: A critical vulnerability, CVE-2024-53677, has been 
identified in the popular Apache Struts framework, potentially allowing attackers to execute 
arbitrary code remotely. This vulnerability arises from flaws in the file upload logic, which can 
be exploited to perform path traversal and malicious file uploads. 
 

https://isc.sans.edu/diary/31520
https://isc.sans.edu/diary/31520
https://cwiki.apache.org/confluence/display/WW/S2-067
https://github.com/TAM-K592/CVE-2024-53677-S2-067
https://github.com/TAM-K592/CVE-2024-53677-S2-067
https://github.com/TAM-K592/CVE-2024-53677-S2-067
https://github.com/TAM-K592/CVE-2024-53677-S2-067

